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LESSON PLAN REVIEW/AMMENDMENT SCHEDULE 


Course Recommendations and changes should be uploaded to the course review schedule. 

Updates to the training will be managed by the UNMAS MTT Training Development Officer.

	
	
	



	
	
	
	




This Training Management Plan has been created in conjunction with the United Nations EOD Unit manual 2024 and UN Threat Mitigation Handbook, 2024. The references are embedded in the icons below.  
 


		

TO BE UPDATED WITH:
· UN IED TM Handook 2024
· UN EOD Manual 
· UN IEDD Standards
· UN IED Threat Mitigation in Mission Settings Guidelines
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5Cs	Confirm, Clear, Cordon, Control and Call
AAR	After Action Review
AO 	Area of Operation
AU	Africa Union
AXO	Abandoned Explosive Ordnance
CAGE	Channelling, Aiming Markers, Ground, Environment
C-IED	Counter-Improvised Explosive Devices	
CMSA	Colours, Markers, Shapes, and Atmospherics
CW	Command Wire
DS	Directing Staff
EHAT	Explosive Hazard Awareness Threat 
ECM	Electronic Counter-Measures
EO 	Explosive Ordnance
EOD 	Explosive Ordnance Disposal 
ERW	Explosive Remnants of War
FPE	Force Protection Engineering 
FOB	Forward Operating Base
GSA	Ground Sign Awareness
HME	Home-made Explosive
I/NGOs	International/Non-Governmental Organizations
IED	Improvised Explosive Device
IEDD	Improvised Explosive Device Disposal
IED-TM 	IED Threat Mitigation 
LP	Learning Plan
LSA	Land Service Ammunition 
MT	Mobile Team
MTT	Mobile Training Teams
NGO	Non-Governmental Organization
PSO		Peace Support Operations
Q&A		Questions and Answers
RC	Radio Control
SBE	Syndicate Based Exercise
SMEs		Subject Matter Experts
STAP	Surveillance Target Acquisition Plan
TM	Threat Mitigation
TMP	Training Management Plan
TTPs	Tactics, Techniques, and Procedures
UAV	Unmanned Aerial Vehicle
UNMAS	United Nations Mine Action Service
UXO	Unexploded Ordnance
WTI	Weapon Technical Intelligence
VA/VP 	Vulnerable Areas/ Vulnerable Point 
VOIED	Victim Operated Improvised Explosive Device
SECTION ONE – GENERAL

1. Introduction. Explosive hazards (ERWs, Landmines and IEDs) are security realities that mission personnel, humanitarian workers and the civilian population have to deal with on a day-to-day basis. This is because, even after the war has ended, explosive hazards that have been left behind can stay on the land for years hence impacting the livelihoods of people since they cannot till their lands or go about with their normal business. 

2. Further to this, explosive hazards have continued to cause devastating impacts to mission environments, therefore, affecting communities in their recovery and reconstruction efforts. It is in this regard that the All-Arms Search Course was created to build capacity for troops and police earmarked for deployment and those already deployed. The course will do this by enhancing the knowledge and skills of TCCs and PCCs on basic search capabilities required in mission environments.   

3. Course Design: The AASC was originally designed by the Humanitarian Peace Support School (HPSS) in Nairobi and then donated to the UN Integrated Training Services. This version of the AASC has been adapted from that original version by the UNMAS Mobile Team in collaboration with other bilateral partners. The Training Management Plan (TMP) will guide the respective training institution in delivering the course. While the information contained within this TMP is descriptive and intended to provide a degree of flexibility in delivery, any deviation from the course logic (particularly the Module Specifications) may only be done in consultation with UNMAS Mobile Team. 

4. Scope. This course is generic in nature. Exercises and scenarios have been built into the course programme to provide a realistic learning experience. Due to the practical nature of this course, a significant level of work is required to develop the exercise and scenarios for the specific location in which this course is taught. A framework exercise book is provided in Annex A.

5. [bookmark: _Toc434226409]Training Need. Explosive hazards pose a direct and negative impact on PSO. IEDs specifically limit mission effectiveness, restrict freedom of movement and result in loss of lives to both civilians and security personnel. Search is a capability that can be used across all operating environments by assisting TCCs and PCCs in locating specific targets by the use of intelligence assessment, systematic procedures and appropriate detection techniques. This is critical tool in re-establishing freedom of movement, denial of adversary resources and enabling mandate implementation. Where specific missions dictate the requirement of All Arms Search Teams (AAST) in the Statement of Unit Requirements (SUR), TCCs/PCCs must complete this course as part of pre-deployment training. 

6. Course Aim. To develop knowledge and skills for effective search procedures, to increase operational effectiveness in an IED/EO threat environment.

7. [bookmark: _Toc434226410]Eligibility to attend. All participants must have attended the UN Explosive Hazard Awareness Training (EHAT) Course or National equivalent in explosive threat awareness. 

8. Literacy and Language Skills. All participants must be fluent in the language in which the course is taught. The Team Commanders and 2IC (see para 9) must also be able to read and write to a competent level.
 
9. Target Audience. This is an all arms course for Troops Contributing Countries (TCCs) and Police Contributing Countries (PCCs).  Participants selected will earmarked for deployment or likely to be deployed on peace support operation (PSO) which are affected by IEDs. Team rank structure will vary widely based on each TCC/PCC, however, the suggested rank range for the role in the search team are:

a. Military.
(1) 1x Team Commander – Corporal – Sergeant (UN Squad Leader)
(2) 1 x Scribe or 2IC (optional, not essential) – (UN Squad 2IC)
(3) Min 4 x Searchers 

b. Police. Equivalent to military above. 

NB. These are general guidelines and rank range must suit national requirements. 



Training Pathway for Search Teams

10. Training Objectives:  The course has three learning outcomes as follows:

a. Training Objective 1 – Understanding the Operating Environment. Enhance participants’ knowledge of the contemporary operating environment, how it is impacted by explosive hazards, notably IEDs, and demonstrate individual skills to mitigate the IED threat.  This training objective comprises of 17 periods of instruction.

b. Training Objective 2 – Search Operations. Develop practical skills to conduct the full spectrum of intermediate search capability. This training objective comprises of 34 periods of instruction.

c. [bookmark: _Hlk171338858]Training Objective 3 - Practical Application and Assessment. Demonstrate a sufficiently high standards in search procedures to deploy on operations in an IED/EO threat environment. This learning outcome comprises of 56 periods of practical tasks and assessments.

11. Course Methodology and Strategy. This course can be conducted in 15 training days and is designed to be scalable and adaptable to a variety of training environment locations with some preparation. The theory portion of the course will be delivered in standard "lecture" format. Lectures will be reinforced through syndicate exercises as well as practical application of skills using a progressive methodology.

12. Search Advisor Role. This course does not currently have the provision for a search advisor role; this course is yet to be developed by the UN DPKO/UNMAS. If a search advisor course is developed in the future it should be delivered concurrently to this whereby the threat assessment conducted by the search advisor is used by the search team to conduct the tasks. Currently the UN Reinforcement Training Package, the IED Threat Mitigation Course provides commanders and planners with sufficient skills to safely and effectively employ search teams. This course must be included in the wider package of courses when a TCC is preparing to deploy to an IED affected environment. 


Training Pathway for Search Advisors or Threat Mitigation Advisors

13. Course Scalability. This course encompasses all the components of all arms search. See images below. The course is modular and can be taught in full or reduced to teach only modules relevant to the threat. Specifically the modules on Area and Building Search may be removed to reduce the course to a Route Search Course or may be maintained to deliver an Intermediate Route Search Course. 

NB Basic Search techniques are covered in the Explosive Hazard Awareness Training Course.
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	Search Type 
	Basic 
	Route
	Intermediate
	Advanced/Specialist
(not a UN PKO reqt)

	Search Aware (5/25m)
	
	
	
	 

	Person 
	
	
	
	 

	Vehicle 
	
	
	
	 

	Building (occupied/low threat)
	
	
	
	

	VP Check (low threat)
	
	
	
	

	Route 
	
	
	
	 

	Area
	
	
	
	 

	Building
	
	
	
	 

	Defensive Building Search or VIP protective search
	 
	 
	 
	 

	Aircraft, Train, Maritime vessel
	 
	 
	 
	 

	Confined spaces 
	 
	 
	 
	 

	Hazardous Environments
	 
	 
	 
	 

	Etc…
	 
	 
	 
	 



(permitted course content)

14. Course Conduct and Block Syllabus. Each of the 15 training days will contain 8 x 45-minute periods. A block syllabus has been attached to this training management plan (Annex B) to guide the various lessons' layout and structure. This block syllabus may be amended to suit specific requirements. Still, the specifications for each module (Section 4) must be followed.
A-1/1
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SECTION TWO – COURSE MANAGEMENT DETAILS

15. [bookmark: _Toc434226416]Initiation and Staffing Process. The Course Director shall call a coordination meeting with key administrative personnel in line with UN guidelines for course convening, confirm the course requirements, and ensure staff availability. The procedures of the respective training and education delivery institution will be followed from this point. The selected Course Coordinator should provide a cohesive vision of the schedule and appropriate resources (including facilitators, subject matter experts, and training aids).

16. Facilitators Qualifications. Facilitators must satisfy successfully passing one of the following options below to be eligible to instruct on this course:


a. All Arms Search Course with appropriate experience

b. Improvised Explosive Device Disposal (IEDD) with appropriate experience

c. National equivalent of the above courses.

17. [bookmark: _Toc434226417]Directing Staff/Facilitator Details. A team of Directing Staff (DS) will coordinate the conduct of the activities throughout the course. This team will primarily be responsible for the course's coordination and administration. One of these facilitators is designated as the "Lead Facilitator" for the course duration. The Lead Facilitator will be the point of contact between the facilitation staff and the administrative support. The composition of the respective teams is as follows:
a. Coordination Staff
(1) Course Director
(2) Course Coordinator
(3) Course Clerk

b. Facilitation Staff:
(1) Lead Facilitator 
(2) The course requires at least 2 instructors (including the lead instructor). See serial 14, Course Loading, for instructor-student ratio.

18. Course Loading. Course loading will be based on the number of search teams to be trained. The following is intended to act as a guide for the loading of the course:

a. Minimum Loading  – 1 Team – (2 Instructors)

b. Maximum Loading – 4 Teams– (4 Instructors)

c. [bookmark: _Toc434226418]Optimum Loading – 2 Teams – (3 Instructors) 

19. Major Resource Requirements. The following lists are intended to act as a guide to significant resource requirements. The exact list of resource requirements is expected to vary from course to course. Ultimately, it is the responsibility of the course DS to determine exact resource requirements and the initial coordination meeting 10 weeks before the conduct of the course and staff this request through the proper channels.

a. Facilities:
(1) 1x Classroom.
(2) Suitable outdoor space for carrying out search tasks. 

b. Administration:
(1) 1 x Flip charts per search team.
(2) Central projection facility with speakers and video capability
(3) 1 x Printing facility NB. Significant amount of high-quality colour printing is required for syndicate exercise packs. 
(4) Access to a photocopier
(5) [bookmark: _Toc434226419]Syndicate Laptop computers. At least one laptop computer is required per search team with presentational software such as Microsoft PowerPoint. This is to enable syndicates to present briefs during the exercises. 

c. Equipment
(1) Model kit (see lesson 1.2). 
(2) Selection of inert Land Service Ammunition
(3) Inert IEDs.
(4) Search Equipment:
(a) Detectors. The type of detector will be subject to threat and availability. Must be 1 per searcher plus spare. 
(b) Wand Type Detector. For demonstration during Person Search.
(c) Wire Detector or Hook. 
(d) Electronic Counter Measures (ECM). This can be a training unit or a weighted item to represent ECM. 
(e) Optics such as binoculars. 1 per team minimum. 
(f) Route Markers. Issued or improvised. 
(5) Handheld radios 
(6) Vehicle (ideally 1 per search team) – subject to availability.
(7) Personal protective equipment and weapons systems for each participants (eg helmet, body armour, personal weapon and ancillaries).
(8) C-IED Pocketbook for each participant


20. [bookmark: _Hlk172722991]Monitoring and Evaluation. The training team should ensure that the participants and course staff are briefed and guided on the course evaluation process. The evaluation is meant to ensure that the training and education delivered are done efficiently and effectively as it helps identify the institution's strengths and areas requiring improvement. This course training management plan includes Level 1 and Level 2 Monitoring and Evaluation question sets which can be found in Annex C.
[bookmark: _Toc496599279][bookmark: _Toc504746739]
21. Participant Assessment Process. This is a PASS/FAIL course. All participants on this course will be assessed on theoretical knowledge, individual role skills and as part of a team. Assessment criteria and method of assessment are set out in Annex D.  The institution or training team delivering this course is responsible for maintaining the high standards required to pass this course. Search is a risk to life activity and accepting low performance standards could result in injury or death of peacekeepers. 


SECTION THREE – MODULES

22. This course comprises of three Modules delivered in 15 days of instruction. There are a total of 108 periods of instruction / SBE / Assessments and 12 periods of administration and course evaluation allocated in the optimum timetable. Each period covers 45 minutes. See Annex A.

Note. Significant student preparation and activity is to be conducted outside of the programmed hours. 

MODULE  1 – UNDERSTANDING THE OPERATING ENVIRONMENT

23. Training Objective. Enhance participants knowledge of the contemporary operating environment, how it is impacted by explosive hazards, notably IEDs, and develop individual skills to mitigate the IED threat. This module comprises 17 periods of instruction in the following Modules:
a. [bookmark: _Hlk193265734]Lesson 1.1 – Explosive Hazards. At the end of this lesson, the participants will be able to relate the prevalence of explosive hazards, types and uses of IEDs and understand the impact on peace support operations. (4x45 minute periods)

b. Lesson 1.2 – Vulnerable Points and Vulnerable Areas. At the end of this lesson, the participants will be able to recognize vulnerable points and areas concerning IEDs, to explain the threat assessment process and interpret a threat summary. (4x45 minute periods)

c. Lesson 1.3 – Ground Sign Awareness. At the end of this lesson, participants will be able to recognize and interpret the characteristics of GSA and its importance in search operations.  (4x45 minute periods)

d. Lesson 1.4 – Threat Assessment. At the end of this lesson, participants will be able to explain the threat assessment process and interpret a threat summary.  (4x45 minute periods)

e. Lesson 1.5 – Mission Specific IED Threats. At the end of this lesson, participants will be able to explain the IED threats in relation to specific peace support missions.  (1x45 minute periods)

MODULE 2 – SEARCH OPERATIONS

24. Training Objective. Develop practical skills to conduct the full spectrum of intermediate search capability This learning outcome comprises 34 periods of instruction in the following Modules:
a. Lesson 2.1 – Introduction to Search. At the end of this lesson, participants will be able to differentiate the levels of search and explain the capabilities and limitations of intermediate search. (4x45 minute periods)

b. Lesson 2.2 – Basic Search. At the end of this lesson, participants will be able to effectively conduct vehicle, person and baggage searches.  (6x45 minute periods)

c. Lesson 2.3 – Incident Response. At the end of this lesson, the participants will be able to demonstrate the application of the 5Cs in responding to explosive hazard emergencies.  (2x45 minute periods)

d. Lesson 2.4 – Route Search. At the end of this lesson, participants will be able to effectively conduct a route search. (14x45 minute periods)

e. [bookmark: _Hlk191376011]Lesson 2.5 – Area Search. At the end of this lesson, participants will be able to effectively identify reference points and conduct an area search. (4x45 minute periods)

f. Lesson 2.6 – Compound Check. At the end of this lesson, participants will be able to identify threats and effectively conduct a compound search. (4x45 minute periods)

MODULE 3 – PRACTICAL APPLICATION AND TESTING 

25. Training Objective. Apply lessons learnt to demonstrate a sufficiently high standard to deploy on operations in an IED threat environment This learning outcome comprises 56 periods of instruction in the following modules:

a. Lesson 3.1 – Individual Skills Testing. At the end of this phase, participants will have been assessed in key competencies of an individual search operator to determine if they are safe and competent to operate in an IED affected environment. (8x45 minute periods or 1 ful day)

b. Lesson 3.2 – Search Team Practice. At the end of this exercise, participants will be able to demonstrate key competencies in search operations as a formed search team. (24x45 minute periods or 3 full days)

c. [bookmark: _Hlk191362530][bookmark: _Hlk191452693]Lesson 3.3 – Search Team Assessment. At the end of this exercise, participants will have been assessed in key competencies of search operations to determine if they are safe and competent to operate in an IED affected environment as a complete search team. (24x45 minute periods or 3 full days)
 


SECTION FOUR – COURSE MODULE SPECIFICATIONS

MODULE 1 – UNDERSTANDING THE OPERATING ENVIRONMENT.

26. Lesson 1.1 – EXPLOSIVE HAZARDS

a. Time. This lesson is allocated 4x45 periods. 

b. Performance Statement. At the end of this lesson, the participants will be able to differentiate the various categories of explosive and describe their key features. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) A remind and revise of explosive hazards (ERW, Mines and IEDs) (2x45 min period) as per the Landmines, ERW and IED Safety Handbook 3rd Edition. 
(a) Introduction to explosives.
(b) Categories of hazards
i. ERW (UXO and AXO)
ii. Mines 
iii. IEDs
(c) Environmental indicators
i. Warning Signs (Official and Unofficial)
ii. Warning Clues/Indicators
iii. Signs of Fighting or Military Activity
iv. Signs in the environment, dead animals and unusual objects
v. Local Behaviour
(2) IED Fundamentals (2 x 45 min period)
(a) Switch
i. Time
ii. Command
iii. VO
(b) Initiator 
(c) Main charge
i. Military ordnance
ii. Commercial explosives
iii. Homemade explosives
(d) Power source
(e) Container
(f) Enhancements 
(g) IED Initiation

d. Methodology. This lesson will be introduced through the lecture method and participatory approaches and discussions.

e. Infrastructure. Classroom with projection facilities.

f. Equipment. Inert munitions, inert IEDs.


27. Lesson 1.2 – VULNERABLE POINTS AND VULNERABLE AREAS 

a. Time. This Lesson is allocated 3x45. (1.5x45 theory, 1.5x45 practical) 

b. Performance Statement. At the end of this lesson, the participants will be able to describe and recognize Vulnerable Points and Vulnerable Areas as well as apply the use of CAGES to dynamically assess vulnerable points. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this Lesson:


(1) Definitions:
(a) Vulnerable Points 
(b) Vulnerable Areas

(2) Personal Threat Assessment – CAGES

(3) Types of Vulnerable Points:
(a) Terrain orientated VP 
(b) Situationally orientated VP 

(4) Examples of VP and VA. 


d. Methodology. This Lesson will be introduced through the lecture method combined with the participatory approaches and exercises/demonstrations.

e. Infrastructure. Classroom with projection facilities, sandpit, and outside areas.

f. Equipment. 2 x shovels, 2 x pickaxe, 2 x bass broom, model making equipment.
	
Demonstration / Exercise

LESSON 1.2 – VULNERABLE POINTS AND VULNERABLE AREAS

Time Allocated (1x45 Periods)

Exercise Objectives. At the end of this exercise, the participants will be able to apply understanding of VAs and VPs to identify them by phsical features on a map or model.
Exercise Guidelines.  A practical demonstration using a trained instructor in an improvised model in a sandpit or outdoor area.
The instructor is to construct a model of a fictitious operational area. The area should include a route with a number of possible VPs and VAs. The route should connect friendly force locations e.g. Patrol Base and Logistics Base. There should also be alternative routes on the model. 
Note. This model needs to be constructed ahead of time to allow quick transition between classroom lessons and this serial. 
The model should have the following VPs/VAs included:
· Previous attack sites. The instructor should provide at least two previous attack sites; one should be historic and not be linked to the current operation which the students should be able to discount, the other should be recent which targeted a UN Patrol. The type of IED is the discretion of the Instructor.
·  Approach to friendly locations, e.g. FOBs.
· Re-occupation of previous locations. E.g. previous check point locations or overnight locations. 
· Culverts.
· River crossing points and bridges. 
· Sharp turns
· Intersections
· Choke points
· Built up areas.
· Area of route dominated by high ground.
· An area of tactical importance such as an airfield. 

The student should then be broken into small groups and given 10 minutes to identify all the VPs and VAs. One or all of the groups should then present their finding. The instructor should guide the students, ensuring all VPs and VAs are understood. The students should be encouraged to use CAGES as a tool for identifying VPs and VAs. 






28. Lesson 1.3 – GROUND SIGN AWARENESS

a. [bookmark: _Hlk193265030]Time. This Lesson is allocated a 4x45 (2x45 theory, 2x45 practical) 

b. Performance Statement. At the end of this lesson, the participants will be able to recall the characteristics of sign and understand how recognizing ground sign may be used as a tool to identify IEDs. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this Lesson:

(1) Introduction of Ground Sign Awareness (GSA)

(2) Why things are seen. 
(a) Shape
(b) Shine
(c) Silhouette
(d) Shadow
(e) Spacing
(f) Sudden Movement

(3) Methods of observation 
(a) Scanning
(b) Searching 

(4) Definition and characteristics of ground sign
(a) Regularity 
(b) Flattening 
(c) Transfer 
(d) Colour change 
(e) Discardables 
(f) Disturbance 

(5) GSA Considerations 

d. Methodology. This Lesson will be introduced through the lecture method combined with the participatory approaches and exercises/demonstrations.  

e. Infrastructure. Classroom with projection facilities, sandpit or suitable outside areas.

f. Equipment. Inert munitions, inert IEDs, 2 x shovels, 2 x pickaxes, 2 x broom.

	[bookmark: _Hlk191364628]
Demonstration / Exercise

LESSON 1.3: INTRODUCTION TO GROUND SIGN AWARENESS (SIGN PIT)

Time Allocated (2x45 Period)

Exercise Objective. To practice the student in the application of GSA. 

Exercise Guidelines. Following the classroom lessons, the instructors should use an appropriate outside area to demonstrate GSA and allow the students to apply the skills learned. This exercise requires significant preparation on the part of the instructors. This exercise will take place in 2 phases:

Phase 1 – Sign Pits (Static). The instructor should identify a suitable outdoor area, ideally a sand pit or clean dirt area. The instructor should mark six (6) individual areas on the ground, each approx 2m x 2m. In each of these boxes the instructor should make/build/place examples of each of the characteristics of GSA. This should then be presented to each of the students to enable them to see a real world example of GSA. Throughout this demonstration the instructor should try to gain as many answers from the students and to encourage student participantion. 

Phase 2 – Recognition Lane. Instructor should prepare a training lane either on a road or track in which students can directly apply and practice the skills of GSA. The route length will be dependant on space and time available but should be between 200 and 300m long. Along the route the instructor should pre-emplace inert IED components/EO and/or ground sign that may indicate the presence of and IED. The lane must have at least one of each of the characteristics of ground sign. The students should then be walked through the route collectively or in small groups and told to identify GSA and explain what this GSA might indicate. The instructor should describe each for the benefit of those who fail to identify the GSA. 





29. Lesson 1.4 – THREAT ASSESSMENT   

a. Time. This module is allocated 4x45 minute periods (2x45 theory, 2x45 practical)

b. Performance Statement. At the end of this module, the participant will be able to explain the threat assessment process and interpret a threat summary. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) Introduction to Threat Assessment

(2) Sources of information and intelligence, for example:
(a) Maps
(b) Historical data
(c) Peacekeeping intelligence 
(d) Human terrain analysis
(e) Personnel who can help in a HQ (IEDD, Search, U2, CIMIC, UNMAS Fd Programme).

(3) Adversary intent
(a) What is the agressor trying to achieve (politically)
(b) Appetite for collateral damage
(c) Appetite for decisive engagement
(d) Why an aggressor is using IEDs.
(e) Understanding the type of aggressor (Professional, Opportunist, Fundamentalist)
(f) Aggressor intent towards uniformed peacekeepers.
(g) Aggressor intent towards the civilian population. 

(4) Adversary capability
(a) What types of IEDs can an aggressor use.
(b) Agressor use of other methods of attack.
(c) Agressor use of public to own ends.
(d) Logisitcal capability/Freedom of movement
(e) Linking capability with intent.

(5) Adversary Opportunity to use IEDs
(a) Vulnerable Points and Vulnerable Areas.
(b) Terrain and situation oriented VPs.

(6) Issuing a threat summary

d. Methodology. This module will be introduced through lecture method combined with plenary discussions and Question and Answer (Q&A). 

e. Infrastructure. Classroom with projection facilities
	
Syndicate Exercise

LESSON 1.4 – THREAT ASSESSMENT

Time Allocated (2x45 Period)

Exercise Objective. To practice the student in basic application of threat assessment to enable them to be able to interpret a threat assessment and identify potential VAs and VPs.

Exercise Guidelines. Following the classroom lessons, the instructors should break the students down into syndicates of approx 4 pax. The students are to be presented with the scenario and issued a hard copy of the scenario pack. The students will be given 45 minutes to complete the task and then each syndicate will have 10 minutes to present their findings.  

Details of Task. See scenario pack. 





30. Lesson 1.5 – THREAT BRIEF

a. Time. This module is allocated 1x45 periods. 

b. Performance Statement. At the end of this lesson, participants will be able to describe theatre specific threats. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) IED Threat Brief for likely deployment area. 


d. Methodology. This module will be introduced through the lecture method combined with class discussions and Q&A sessions.

e. Infrastructure. Classroom with projection facilities.

f. NB. This is a member state/training team responsibility to develop this lesson for each target audience. 
 



MODULE 2 – SEARCH OPERATIONS

31. Lesson 2.1 – INTRODUCTION TO SEARCH

a. Time. This lesson is allocated 4 x45 periods.

b. Performance Statement. At the end of this lesson, the participant will be able to differentiate the levels of search and explain the capabilities and limitations of intermediate search

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) Introduction 
(a) Definition of search
(b) Principles of Search
(c) Objectives of search.
i. Pre-emptive Search 
ii. Protective Search.

(2) Levels of Search
(a) Basic
(b) Intermediate
(c) Advanced 

(3) Different types of Search

(4) Generic Search team structure and roles

(5) Search equipment 
(a) Handheld detector (wand style)
(b) Detectors
i. Traditional metal detector (e.g. VALON, F3 etc)
ii. Magnetometer (e.g. Ebinger) 
iii. Ground Penetrating Radar (e.g. VMR3)
(c) Wire detector / Hook
(d) Under vehicle mirrors 
(e) ECM
(f) UAS
(g) Military Working Dogs


d. Methodology. This module will be introduced through lecture method combined with participatory approaches, experience sharing and question and answer (Q&A).

e. Infrastructure. Classroom with projection facilities


	
Demonstration / Exercise

LESSON 2.1 – INTRODUCTION TO SEARCH – SEARCH EQUIPMENT DEMONSTRATION

Time Allocated (2 x45 Periods)

Exercise Objective. Practical demonstration of available search equipment.

Exercise Guidelines. This is a practical demonstration of available in-service equipment to be used on the course of operational theatre. In this lesson the instructors should provide a capability demonstration of all the available equipment. Note that this is not a lesson on the use of the equipment, but rather a demonstration to give the students an understanding of what the functions and limitations of the equipment are. As a minimum the demonstration lessons should include:
· In service Detectors
· Hook
· Electronic Counter Measures (ECM)








32. Lesson 2.2 – BASIC SEARCH
   
a. Time. This module is allocated 7x45 minute periods. (2x45 theory, 5x45 practical)

b. Performance Statement. At the end of this lesson participants will be able to demonstrate basic search skills and search awareness in a safe, ethical and legal manner. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) C-IED Checks (5/25m checks)
(a) Intro to 5/25m checks and why it is used. 
(b) Demonstration and practice of 5/25m check. 

(2) Person Search
(a) Types of person search
(b) Conduct of person search (Initial and Detailed search)
(c) Search of personal belonging (baggage)
(d) Actions on find
(e) Ethical and Legal considerations

(3) Vehicle Search
(a) Types of vehicle search 
(b) Conduct of a vehicle search (Initial and Primary search)
(c) Considerations 
(d) Actions on find. 

(4) Vulnerable Point Check – Low threat. 
(a) HEAT Factors?
(b) Differentiating VP check and Search Operations
(c) Procedures and phases of the VP360:
i. Arrival and Stop Short
ii. Dominate the terrain
iii. Isolation
iv. Search through


d. Methodology. This module will be introduced through lecture method combined with participatory approaches, experience sharing and question & answer (Q&A).

e. Infrastructure. Classroom with projection facilities
	[bookmark: _Hlk191368881]
Demonstration / Exercise

LESSON 2.2 – BASIC SEARCH 

Time Allocated (5 x45 Periods)

Exercise Objective. Practical demonstration of basic search procedures to reinforce learning. 

Exercise Guidelines. This is a practical demonstration carried out by the instructors followed by an opportunity for students, in groups, to practice the drill. This will require the selection of a suitable outdoor area, preferably including a road or track. At least 1 vehicle, preferably multiple, are required for both demonstration and student practice. 

Phase 1 – 5/25m (1 x 45 mins). The instructors should prepare and rehearse a demonstration of a dismounted patrol conducting a halt. If possible, the demonstration troops should be dressed in patrol equipment. The instructor may use students as demonstration troops if there are a lack of instructors, but this will require prior planning and rehearsals. The instructor should describe the process as the demonstration is being conducted. Once complete the instructor should break the student down into groups and allow them time to practice the drill. the instructor should observe all groups at least once.

Phase 2 – Person Search (1 x 45 mins). The instructors should carry out a demonstration of the correct procedure for carrying out a person search. This should be both Initial and Detailed. Following the demonstration the student should be broken down into groups of three to practice the detailed search. Each student should rotate through each of the role. 

Phase 2 – Vehicle Search (1 x 45 mins). The instructors should carry out a demonstration of the correct procedure for carrying out a vehicle search. This should be both Initial and Primary. Following the demonstration the student should be broken down into manageable group sizes to practice the primary search. 
 
Phase 3 – VP Drill (2 x 45 mins). The instructors should carry out a walk-through talk-through demonstration with the students of a complete VP Check drill. This demonstration will require selection and preparation of a suitable area with a VP and enough space to conduct a complete isolation. This lesson should include the use of a vehicle. If this lesson can be prepared with demonstration troops this may also be done. Key areas that should be highlighted by the instructor on the walk through are:

Arrival And Stop Short
· [bookmark: _Hlk193889184]Ensure site selected in a tactically favourable position.
· Ensure 5/25m check is carried out as per lesson 2.5
· Point out the role of top cover.
Domination 
· [bookmark: _Hlk193889532]Tactical use of the ground
· Ensuring troops dont return to previously occupied locations or previously used routes where practical
· If domination cannot be achieved due to vegeation and terrain it should be achieved using vehicle top cover. 
Isolation
· Discuss the team make up
· Route selection should not follow previouisly used routes. 
· Avoid VPs on the route
· Route need to a route of own choosing maintaining a safe distance from VP
· Ensure eyes on the VP from multiple angles to identify GSA, command wires or recievers 
· Looking for Firing Points 
· Checking linear features for command wires
· Maintain an aggressive posture in case of ambush. 
Search Through 
· [bookmark: _Hlk193889900]Layout and spacing of the team
· Discuss what the road-side team are looking for and what road team are looking for. 
· Keeping the vehicle/convoy following 
· Employment of GSA, CAGES and to look out for IED indicators
· Actions on a Find
· Actions once through the VP

Following the walk-through demonstration, the students should be broken down into groups to each practice the drill.





33. Lesson 2.3 – INCIDENT RESPONSE (5Cs)

a. Time. This Lesson is allocated 3 x 45 minute period (1x45 theory, 2x45 practical)

b. [bookmark: _Hlk69467216]Performace Statement. At the end of this lesson, the participants will be able to recall the 5Cs and practically carry out the drill. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this Lesson:

(1) Introduce and explain 5Cs:
(a) Confirm 
(b) Clear – the area 
(c) Call – 5Ws and minimum info required
(d) Cordon 
(e) Control 

(2) Incident reporting
(a) Key information in an incident report

(3) Actions on IED Strike.

(4) Reducing the effect of IED.

d. Methodology. This Lesson will be introduced through the lecture method combined with the participatory approaches and in-class exercises/demonstrations.

e. Infrastructure. Classroom with projection facilities, outside areas.
Demonstration/Exercise  

LESSON 2.3 – INCIDENT RESPONSE (5Cs) 

Time Allocated (2x45 minute Periods)

Exercise Objective. To supplement the classroom lessons and reinforce the participants' understanding of how to carry out a 5Cs drill. 

Exercise Guidelines. Following the classroom lessons, the instructors should use an appropriate outside area to demonstrate a 5Cs operation. If possible, the instructor should use a vehicle(s) to enable the demonstration. The demonstration can either be done using other instructors as a prepared demonstration or, preferably, as an interactive walk through with the students.

Site selection and preparation. Instructor must select a location which is large enough to allow a full size practice to the realistic distances required of a 5Cs. Ideally a location with a suitable VP should be chosen. If possible an inert IED should also be realistically emplaced at the VP. The site should also be chosen such that it is not disrupted by routine activity such as traffic or pedestrian. 

Training Aides. In addition to inert IED, the instructor should provide a printed 10 Liner or 5W template to enable the student to practice a report (see Annex E). If radios are available they may be used to support this activity. 

Note. This practical lesson may be enhanced through the use of a model exercise to demonstrate the phases of a 5Cs operation.



34. Lesson 2.4 – ROUTE SEARCH

a. Time. This module is allocated 14x45 periods(3x45 theory, 11x45 practical)

b. Performance Statement. At the end of this lesson, the participant will be able to able to effectively conduct a route search as a search team. 

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:


(1) Differentiate between route check (basic) and route search (intermediate) (HEAT Factors)

(2) Phases of a route search.
(a) Arrival
i. 5/25m drill

(b) Domination (establish a cordon or force protection)
(c) Isolation (flat fig 8)
i. Composition and equipment
(d) Search forward (route search)

(3) Search Techniques
(a) Use of availble detectors 
(b) Sweeping techniques 
(c) Confirmation drill 
(d) Practice (detector lanes) 

d. Methodology. This module will be introduced through lecture method combined with practical demonstration and student practice. 

e. Infrastructure. Classroom with projection facilities and suitable outdoor area. 
Demonstration/Exercise  

LESSON 2.4 – SEARCH TECHNIQUES

Time Allocated (3x45 minute Periods)

Exercise Objective. To practice the participants in the correct individual search techniques.

Phase1 – Equiptment set up and use. Practical demonstration and lesson on the correct set up and use of the available detector. This lesson should be as per the original equipment handbook. The lesson should include:
· Description of the equipment functionality
· Specification of the equipment (eg battery life, detection depth, various modes of use and limitation)
· Equipment care
· Use of the equipment (as per user guide)
The instructor should ensure that after the demonstration and explanation the student are given the opportunity to practice under supervision. 

Site selection and preparation. Suitable areas which has been sanitized of metal or other contamination that will affect detector readings. Ideally this should be a sand pit but other outdoor area, free of contamination will be suitable. 

[bookmark: _Hlk191374815]Training Aides. Detectors and targets such as IED components. 

Demonstration/Exercise  

LESSON 2.4 – SEARCH TECHNIQUES

Time Allocated (3x45 minute Periods)

Exercise Objective. To practice the participants in the correct individual search techniques.
Phase 2 – Search techniques and confirmation drill. The instructors are to a mark out a number of 2m wide lanes in the sandpit. The instructor will then place a number of targets of varying size and depths within the lanes. The instructors should provide a practical lesson on the correct use of the equipment for conducting a search. The instructor must demonstrate the following:
· Correctly set up of the detector.
· Commence an individual search of their lane ensuring:
· Detector head kept a constant distance from the ground
· Maintain the correct rate of sweeping to walking based on the specifications of the detector. 
· Maintain and smooth and constant sweep speed
· They visually scan ahead of the search area considering Ground Sign.
· Carry out correct drill when a positive reading is registered on the detector. This should include:
· Initial investigation and pin pointing using either a “petal method” or “cross method”.
· Demonstrate the correct confirmation drill:
· Remaining within the safe lane.
· In prone position with crossed legs and one arm under the body.
· Carry out the finger tip search at arms length
· Demonstrate correct use of additional equipment if available (paint brush, proder, wand style detector).
· Demonstrate the correct means to expose the device. 
· Explain not to over-confirm or expose the device. 
· Demonstrate actions on find. 

The instructor should ensure that after the demonstration and explanation the student are given the opportunity to practice under supervision. 

Site selection and preparation. Suitable areas which has been sanitized of metal or other contamination that will affect detector readings. Ideally this should be a sand pit but other outdoor area, free of contamination will be suitable.

Training Aides. Detectors and targets such as IED components.


Demonstration/Exercise  

LESSON 2.4 – ROUTE SEARCH DEMO & PRACTICE

Time Allocated (5x45 minute Periods)

Exercise Objective. To practically demonstrate and enhance the participants understanding of the process and mechanics of a route search task.

Phase1 – Search Demonstration. The instructors will be required to practice and rehearse prior to the lesson. The Lead Instructor will require 6 role players and 1-2 vehicles. Selecting a suitable area to represent a route search, the participants are to observe a complete task done by the role players. During the demo, the Lead Instructor is to narrate the processes and provide explanation of each activity. The demonstration must cover the following sequence:
· Arrival
· Ensure site selected in a tactically favourable position.
· Ensure 5/25m check is carried out as per lesson 2.5
· Point out the role of top cover.
· Describe how a protection may be established by using cordon troops or force protection. 
· Domination
· Tactical use of the ground
· Ensuring troops dont return to previously occupied locations or previously used routes where practical
· If domination cannot be achieved due to vegeation and terrain it should be achieved using vehicle top cover. 
· Isolation 
· Flat figure of 8 isolation
· Correct drill when crossing linear features
· Observation into VP
· Marking the isolation route.
· Discuss the team make up
· Route selection should not follow previouisly used routes. 
· Avoid VPs on the route
· Route need to a route of own choosing maintaining a safe distance from VP
· Ensure eyes on the VP from multiple angles to identify GSA, command wires or recievers 
· Looking for Firing Points 
· Checking linear features for command wires
· Maintain an aggressive posture in case of ambush. 






Demonstration/Exercise – Continued  

· Search of the route.
· Layout and spacing of the team
· Ensure correct sweeping drill with no search gaps between searchers and correct distances. Ensure ECM covers all searchers.
· Discuss what the road-side team are looking for and what road team are looking for. 
· Keeping the vehicle/convoy following 
· Employment of GSA, CAGES and to look out for IED indicators
· Confirmation drill
· Describe actions of the remainder of the team during confirmation 
· Find drill
· Ensure searcher indicates s/he has a find (audiably or visually)
· Explain the procedure and sequence of the team returning to ICP.


NB. The Lead Instructor is to ensure that correct distances are used in the demo, where this is not possible, (s)he should clarify this with the students. In addition, the role players are to be correctly dressed and equipped to maximize the reality of the demo.

Phase2 – Student Practice. Following the instructor demonstration the students should be broken down into search teams and given the opportunity to practice the complete task under supervision of the instructor. Ideally the student should carry out two complete practices. 



35. Lesson 2.5 – AREA SEARCH 
 
a. Time. This module is allocated 4x45 periods.  (2x45 theory, 2x45 practical)

b. Performance Statement. At the end of this lesson, participants will be able to effectively conduct an area search.

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) Purpose of an area search. 
(a) Establishing temporary or overnight location
(b) Searching for caches/hides
(2) Different types of hides/caches
(a) Long term hide
(b) Transit hides
(c) Short term hides
(d) Characteristics and threats associated with hides/caches.
(3) Threat Assessment
(4) Area Search – Battle Area Clearance (Low Threat)
(5) Area Search – Winthrop Theory

(a) Establish and ICP
(b) Select reference points 
(c) Wak the boundary
(d) Search the reference points 
(e) Search the boundaries 
(f) Search the open areas.

d. Methodology. This module will be introduced through lecture method combined with practical demonstration and student practice. 

e. Infrastructure. Classroom with projection facilities and suitable outdoor area. 

Demonstration/Exercise  

LESSON 2.5 – AREA SEARCH

Time Allocated (2x45 minute Periods)

Exercise Objective. To practically demonstrate and enhance the participants understanding of the process and mechanics of an area search task.


Phase1 – Demonstration or walk-through talk-through (Low).  The instructors are to take the participants to a suitably sized location to conduct an instructor led walk thorough of an Area Search (BAC). At each phase of the search, the instructor will first explain and then physically walk through the process, providing clarification of what each search team member should be doing.

Phase 2 – Demonstration or walk-through talk-through (Medium).  The instructors are to take the participants to a suitably sized location to conduct an instructor led walk thorough of an Area Search (Medium Threat). At each phase of the search, the instructor will first explain and then physically walk through the process, providing clarification of what each search team member should be doing.

Phase 3 – Student Practice. Following the instructor demonstration the students should be broken down into search teams (6 pax) and given the opportunity to practice the complete task under supervision of the instructor. Ideally the student should carry out two complete practices.

Site selection and preparation. Suitable areas which is representative of a possible areas in which IED components or pre-cursors may be cached. 

Training Aides. Detectors and targets such as IED components. 



36. Lesson 2.6 –BUILDING SEARCH

a. Time. This module is allocated 4x45 periods.

b. Performance Statement. At the end of this lesson, participants will be able to identify threats and effectively conduct a compound search.

c. Key Learning Points. The following main teaching points are contained in the delivery of this module:

(1) Scope of All Arms Search in Building Search
(a) Definition of a building 
(b) Scope of All Arms Search inBuilding Search 
(c) HEAT Factors and  levels of compound search

(2) Purpose of building searches

(3) Threats within a building 

(4) Vulnerable points 

(5) Planning considerations

(6) Phases of building search 
(a) Establish ICP 
(b) Isolation 
(c) Approach and Entry 
(d) Systematic Search/Search Open area

d. Methodology. This Module will be introduced through the lecture method combined with demonstrations and student practices.

e. Infrastructure. Classroom with projection facilities and a suitable compound or building.

f. Equipment. Detectors and IED components. 
Demonstration/Exercise  

LESSON 2.6 – BUILDING SEARCH

Time Allocated (2x45 minute Periods)

Exercise Objective. To practically demonstrate and enhance the participants understanding of the process and mechanics of a compound search search task.

Phase1 – Demonstration or walk-through talk-through.  The instructors are to take the participants to a suitably location to conduct an instructor led walk thorough of an building Search. At each phase of the search, the instructor will first explain and then physically walk through the process, providing clarification of what each search team member should be doing. 

Phase 2 – Student Practice. Following the instructor demonstration the students should be broken down into search teams (6 pax) and given the opportunity to practice the complete task under supervision of the instructor. Ideally the student should carry out two complete practices.

Site selection and preparation. Suitable compound which is representative of a potential building in the operational theatre. 

Training Aides. Detectors and targets such as IED components. 





MODULE 3 – PRACTICAL APPLICATION AND TESTING

37. Lesson 3.1 – INDIVIDUAL SKILLS TESTING

a. Time. This module is allocated 8x45 periods (1 day). 

b. Exercise Objective. At the end of this phase, participants will have been assessed in key competencies of an individual search operator to determine if they are safe and competent to operate in an IED affected environment.


c. Tests Covered. The following exercises will be contained in the delivery of this module:

(1) Ground Sign Awareness Test

(2) Personal Threat Assessment Test

(3) Individual Search Drill Test (detector lanes)

d. Methodology. These tests will be carried out by the students on an individual basis. The test critera can be found in Annex D. These tests may be run sequentially or as a rotation with all tests running simultaneously if there are sufficient instructors. 

e. Infrastructure. Suitable outdoor areas. 

f. Equipment. Detectors and targets (IED Components)

Assessment  

LESSON 3.1 – INDIVIDUAL SKILLS TESTING – GROUND SIGN AWARENESS

Time Allocated (2x45 minute Periods)

Exercise Objective. To practically assess the participants in key competencies of an individual search operator to determine if they are safe and competent to operate in an IED affected environment.

Phase1 – Characteristic of GSA.  The instructor is to set up a static display of an example of each of the six characteristics of GSA. Each example must be distinct and clear. Ideally this should be in simple marked off area approx 1m x 1m per example. The student is given 5 minutes to inspect the display and describe what characteristic each example represents. 

Phase 2 – GSA Lane. The instructor is to use a track or road of approx 200m and create 6-10 locations of ground sign. Each student is to walk through the lane and identify the ground sign and write down its characteristic. 

Site selection and preparation. Suitable outside area.  Considerations should be made for incliment weather.

Training Aides. targets such as IED components. 




Assessment  

LESSON 3.1 – INDIVIDUAL SKILLS TESTING – PERSONAL THREAT ASSESSMENT

Time Allocated (2x45 minute Periods)

Exercise Objective. To practically assess the participants in key competencies of an individual search operator to determine if they are safe and competent to operate in an IED affected environment.

Option 1 – Model Ex.  The instructor is to build a suitable model of a potential operational area with a road or track. The route should have a number of potential VA’s and VPs. The Students will be given 10 minutes to observe the model and identify all the VA/VPs and justify them. The model may be enhanced with a scenario or descriptors to enable situational VPs to be included. This assessment could also be done using a map with satelite imagery. 

Option  2 – Recognition Lane. The instructor is to use a track or road of approx 200m which have a number of VA/VPs. Each student is to walk through the lane and identify the VA.VP and justify why each of them. 

Site selection and preparation. Suitable route which has sufficient VA/VPs for assessing the student. 

Training Aides. Model making equipment 
























Assessment  

LESSON 3.1 – INDIVIDUAL SKILLS TESTING – INDIVIDUAL SEARCH DRILLS

Time Allocated (4x45 minute Periods)

Exercise Objective. To practically assess the participants in key competencies of an individual search operator to determine if they are safe and competent to operate in an IED/Eo affected environment.

Detector Lane – The instructor is to set up up a number of lanes approx 25m long and 2m wide in a sand pit or suitable outdoor area. In each lane at varying locations the instructor is to place a target such as an IED coponent or UXO. The student is expected to carry out a search of the lane and conduct the correct procedure when they identify the target (confirmation drill). 

Site selection and preparation. Suitable area which is free from contamination.

Training Aides. Detectors, lane marking, targets. 




38. [bookmark: _Hlk191452528]Lesson 3.2 – SEARCH TEAM PRACTICE

a. Time. This module is allocated 24x45 minute periods(3 days) 

b. Exercise Objective. At the end of these exercises, participants will be able to demonstrate key competencies in search operations as a formed search team.


c. Practices Covered. The following exercises will be contained in the delivery of this module:

(1) Route Search Mini-Tasks
(a) Route Search Mini-Tasks 1
(b) Route Search Mini-Tasks 2
(c) Route Search Full-Task 1

(2) Area Search Mini-Tasks
(a) Area Search Mini-Tasks 1

(3) Building Search Mini Tasks
(a) Building Search Mini-Tasks 1

d. Methodology. These exercises will be carried out as a complete team. The tasks will be scenario based and will require planning, preparation by the search team commander. The instructor should treat these exercises as a learning process whilst maintaining a challenging conditions to relfective of the operational environment.  The learning specifications of each practice can be found in Annex A. 

e. Infrastructure. Suitable outdoor areas. 

f. Equipment. All available search equipment including detectors, wire detectors/hook, ECM (blank). IED Targets (complete IED to match scenario threat. 1 x veicle per Search Team. Helmet, body armour and weapons system for each student. 

g. IMPORTANT NOTE. The scenario packs for each practice will be specific to the training location and therefore need to be made bespoke for each training location. This requires a significant amount of work and should be prepared ahead of time following detailed reconnaissance of the training location. An example scenario pack can be found at Annex A. 


39. Lesson 3.3 – SEARCH TEAM ASSESSMENT

a. Time. This module is allocated 24x45 minute periods (3 Days). 

b. Exercise Objective. At the end of these exercises, participants will have been assessed in key competencies of search operations to determine if they are safe and competent to operate in an IED affected environment as a complete search team.


c. Assessments Covered. The following exercises will be contained in the delivery of this module:

(1) Route Search Assessment
(a) Route Search Test 1
(b) Route Search Test 2

(2) Area Search Test

(3) Building Search Test

d. Methodology. These exercises will be carried out as a complete team. The tasks will be scenario based and will require planning, preparation by the search team commander. The instructor should treat these assessments as fully tactical scenarios to ensure the students are assessed in challenging conditions relfective of the operational environment.  The assessment specifications of each exercise can be found in Annex A and the assessment check sheet for the team can be found in Annex D.  

e. Infrastructure. Suitable outdoor areas. 

f. Equipment. All available search equipment including detectors, wire detectors/hook, ECM (blank). IED Targets (complete IED to match scenario threat. 1 x veicle per Search Team. Helmet, body armour and weapons system for each student. 
g. 

h. IMPORTANT NOTE. The scenario packs for each practice will be specific to the training location and therefore need to be made bespoke for each training location. This requires a significant amount of work and should be prepared ahead of time following detailed reconnaissance of the training location. An example scenario pack can be found at Annex A. 




Annex A to
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Dated 05 Nov 22















<<<See Exercise Pack>>>


















Page A-1

[bookmark: _Hlk172207087]Annex B to
AASC Training Management Plan 
Dated 26 Feb 25

Annex B to All Arms Search Course Training Management Plan – Course Programme

1. The table below shows a suggested programme for delivering the AASC As per Section 1, Serial 2, Page 3 of this document, the programme can be amended and allows instructors flexibility so long as the Learning Outcomes and Teaching Points are still achieved. 

[image: ]
[image: ]


[image: ]



Page B-2

	
[bookmark: _Hlk191473025]Annex C to
AASC Training Management Plan 
Dated 26 Feb 25

Monitoring, Evaluation and Assessment

1. As stated in para 16 the training team should ensure that the participants and course staff are briefed and guided on the course evaluation process. The evaluation is meant to ensure that the training and education delivered are done efficiently and effectively as it helps identify the institution's strengths and areas requiring improvement. Where practicable, all monitoring, evaluation and assessments should be carried out digitally using the relevant MS Forms. Where digigital assessemnt is not possible, due to student digital accessibility, the subsequent forms should be used. 
 
2. This annex contains a number of questionaires:

a. Student Feedback Form. This is to assess the students reaction to the course. It is qulitative not quantitative. Student will be required to complete this at the end of the course. 

b. Instructor Consolidated Feedback Form. This may be used by the instructor to consolidate student response to the course. The consolidated feedback should be captured in the post course report as Level 1 M&E. 

c. Knowledge Retention Assessment. Each student will be expected to complete the knowledge assessment on the first and last day of the course. The respective difference in scores should be captured in the post course report to determine Level 2 M&E. This may also serve as a tool to assess the level of EHAT knowledge which the students have prior to starting the course. It may also serve as a guide to determine which students may progress on to a ToT component. Importantly, where there are trends in incorect answers, MTT should use this as handrail to assess the course content of the relevant section. 

d. Syndicate Exercise Assessment Forms. These forms are not part of the M&E framework. These forms are used to determine the level of understanding and competence in applying mitigation measures in a simulated planning environment. As this is not a pass or fail course, the assessment should not be used to fail a student. These assessment forms may however be used to grade a student for reporting or to help determine student suitability for progression on to ToT component. 



	Questionaire
	Purpose
	Page Numbers 

	Student Feedack Form
	Level 1 M&E
	C-2

	Instructor Consolitated Feedback Form
	Level 1 M&E
	C-3

	Knowledge Retention Assessment Pre-Course -  Instructor Version
	Level 2 M&E
	C-4 > C-8

	Knowledge Retention Assessment Pre-Course -  Student Version
	
	C-9 > C-13

	Knowledge Retention Assessment End of Course -  Instructor Version
	Level 2 M&E
	C-14 > C-18

	Knowledge Retention Assessment End of Course -  Student Version
	
	C-19 > C-23

	Student Assessment Forms – Syndicate Exercises
	Student grading 
	C-24 




AASC END OF COURSE EVALUATION
Level 1 M&E

Course name: 
Date:
Location:

Thank you for your participation in the course. The information you provide by completing this questionnaire will help us to improve the quality and relevance of the course. Please respond to each question. Thank you.
 
Name: (optional and confidential)	______________________
Female/Male: (optional & confidential)	______________________

Please rate the extent to which you agree with the following statements regarding the above 
module.
	
	Strongly Disagree
	Disagree
	Neutral
	Agree
	Strongly Agree

	Reaction

	1. Overall, I am satisfied with the course
	
	
	
	
	

	2. The course objectives are accurately described and were achieved.
	
	
	
	
	

	3. I have enhanced my knowledge of explosive hazards and how to identify them.
	
	
	
	
	

	4. I understand what mitigation measures to apply in an IED threat environment
	
	
	
	
	

	5. I understand the process for analyzing a threat assessment and factoring it into planning.
	
	
	
	
	

	6. I will be able to apply the skills I learned on this course.
	
	
	
	
	

	7. I am confident in my ability to operate in an EOD environment
	
	
	
	
	

	8. The course content is relevant to my current job or a likely future job.
	
	
	
	
	

	9. The practical component of this course will enable me to impart knowledge on others. The practical component of this course will enable me to impart knowledge on others
	
	
	
	
	

	10. The skills learned on this course are essential to operate safely in an IED environment
	
	
	
	
	

	11. This course has motivated me to learn more about IED threats and response techniques?  
	
	
	
	
	

	12. I will recommend this course to others.
	
	
	
	
	




AASC END OF COURSE EVALUATION – CONSOLIDATED INSTRUCTOR ASSESSMENT

Course name:	Explosive Hazard Awareness Training
Date		______________________
Location	______________________
	
	Strongly Disagree
	Disagree
	Neutral
	Agree
	Strongly Agree

	Reaction

	1. Overall, I am satisfied with the course
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	2. The course objectives are accurately described and were achieved.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	3. I have enhanced my knowledge of explosive hazards and how to identify them.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	4. I understand what mitigation measures to apply in an IED threat environment
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	5. I understand the process for analyzing a threat assessment and factoring it into planning.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	6. I will be able to apply the skills I learned on this course.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	7. I am confident in my ability to operate in an EOD environment
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	8. The course content is relevant to my current job or a likely future job.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	9. The practical component of this course will enable me to impart knowledge on others
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	10. The skills learned on this course are essential to operate safely in an IED environment
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	11. This course has motivated me to learn more about IED threats and response techniques?  
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	

	12. I will recommend this course to others.
	
	
	
	
	

	CONSOLIDATED RESPONSES
	
	
	
	
	





[bookmark: _Hlk163574066]IED TM Knowledge Assessment Pre-course - Instructor Version 
 
Number:		Rank:		Name: 			Score:	        % 
 
You are to read the question and put a circle around the correct answer like this: 
 
	A 
	B 
	C 
	[image: Shape]
D 
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1. Which is the correct definition of an explosive out of the four listed below? (1 points) 
a. An explosive is a solid material which when suitably initiated, exerts a sudden and intense fire causing large quantities of gas to be emitted.  
b. An explosive is a substance which when burnt, exerts a sudden and intense explosion causing a loud noise and smoke.  
c. An explosive is a substance which when suitably initiated, exerts a sudden and intense pressure on its surroundings, by the rapid formation of large quantities of gas.  
d. An explosive is a jelly or plastic material that when detonated causes a sudden burst of heat caused by the formation of gas.  

	A 
	B 
	C 
	D 


  
 
2. The names of the different types of Explosive Hazards are often abbreviated by the following terms, what are each of them in full? 
(4 points)
a. ERW  
b. UXO  
c. AXO 
d. IED
			 
	A. Explosive Remnants of War 

	B. Unexploded Ordnance 

	C. Abandoned Explosive Ordnance 

	C. Improvised Explosive Devices 



3. Explosive Remnants of War are munitions left behind after conflict has ended. Which of the items from the following list ARE include as ERWs? (circle all that apply) (2 points) 
a. Rocket Fins 
b. Landmines 
c. RPG launcher 
d. Grenades
 
	A 
	B 
	C 
	D 


 
 
4. List the five components of an IED in any order. (5 points) 

	Main charge 

	Initiator 

	Switch 

	Power source 

	Container 


 
5. What is the meaning of a Vulnerable Area and Vulnerable Point? (4 points) 

	VA:  
Areas where the ground lends itself to IED or small arms light weapons attack 

	VP: Specific points where it is particularly advantageous for an aggressor to position an ambush, using either IEDs, SALW, or both. 


 
 
6. True or False: "CAGE" is a mnemonic to help you identify possible IED threat locations? (1 point)


	True 
	False 


  
7. Identify the term that is NOT one of the 5Cs. (1 point) 
a. Confirm  
b. Clear  
c. Call  
d. Cordon  
e. Complete
  
	A 
	B 
	C 
	D 
	E 


 
 
8. IEDs may have one of 3 types of switches, what are they? (3 points) 

	Time 

	Victim Operated 

	Command  



9. Which 2 categories of Person Search must only be carried out by trained specialist? (2 points) 
a. Initial
b. Detailed  
c. Strip 
d. Intimate 

	[bookmark: _Hlk163570433]A 
	B 
	C 
	D 


 
10. There are three categories of vehicle search, what are they? (3 points) 

	Initial 

	Primary 

	Secondary  



 
11. To conduct a proper threat assessment, you must understand the threat triad. What is the three parts of the threat triad? (3 points) 


	Enemy intent 

	Enemy capability 

	Enemy use of ground or Opportunity


 
12. True or False: it is not necessary to perform a 5/25 search at every halt? (1 point) 

	True 
	False 



13. The IED attack is just one part of the whole system. IED systems are most effectively categorized according to three recurring phases. List the three phases. (3 points) 


	[bookmark: _Hlk163570122]Planning and Resourcing

	Execution

	Analysis



14. True or False: The objectives of IED Threat Mitigation are: (1 point)
a. Force Protection
b. Protection of Civilians
c. IED Threat Reduction
	[bookmark: _Hlk163571073]True 
	False 



15. What are the three pillars of C-IED? (3 points)

	[bookmark: _Hlk163573482]Prepare the force

	Defeat the device 

	Degrade or Attack the Network



16. Of the seven C-IED operational activities, which take place before the IED is emplaced? (3 points)

a. Predict
b. Deter
c. Prevent
d. Detect
e. Neutralize
f. Mitigate 
g. Exploit


	A
	B
	C
	D
	E
	F
	G



17. True or False: All Arms Search Teams carry out systematic searches to locate IEDs, IED components or terrorist resources. Search teams do not carry out the same role as IEDD or EOD teams. (1 point)

	[bookmark: _Hlk163573334]True 
	False 



18. There are two types of Vulnerable Points/Areas: Terrain based and situational. If a platoon carries stops for a water break under the shade of the same tree every time it goes out on patrol, is this an example of a situational or terrain based VP? (1 point)

a. Terrain 
b. Situational 


	A 
	B 



19. When planning a road move or convoy in an IED environment, after Vulnerable Points (VPs) and Vulnerable Areas (VAs) have been identified, what action should be carried out next? (1 point)
	Plan or apply threat mitigation TTPs for each VA/VP. 



20. True or False: Force Protection Engineering and well designed Forward Operating Bases (FOBs) are IED threat mitigation techniques? (1 point)

	True 
	False 




Score:               /44
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21. Which is the correct definition of an explosive out of the four listed below? (1 points) 
a. An explosive is a solid material which when suitably initiated, exerts a sudden and intense fire causing large quantities of gas to be emitted.  
b. An explosive is a substance which when burnt, exerts a sudden and intense explosion causing a loud noise and smoke.  
c. An explosive is a substance which when suitably initiated, exerts a sudden and intense pressure on its surroundings, by the rapid formation of large quantities of gas.  
d. An explosive is a jelly or plastic material that when detonated causes a sudden burst of heat caused by the formation of gas.  

	A 
	B 
	C 
	D 


  
 
22. The names of the different types of Explosive Hazards are often abbreviated by the following terms, what are each of them in full? 
(4 points)
a. ERW  
b. UXO  
c. AXO 
d. IED
			 
	

	

	

	



23. Explosive Remnants of War are munitions left behind after conflict has ended. Which of the items from the following list ARE include as ERWs? (circle all that apply) (2 points) 
a. Rocket Fins 
b. Landmines 
c. RPG launcher 
d. Grenades
 
	A 
	B 
	C 
	D 


 
 
24. List the five components of an IED in any order. (5 points) 

	

	

	

	

	


 
25. What is the meaning of a Vulnerable Area and Vulnerable Point? (4 points) 

	VA:  


	VP: 


 
 
26. True or False: "CAGE" is a mnemonic to help you identify possible IED threat locations? (1 point)


	True 
	False 


  
27. Identify the term that is NOT one of the 5Cs. (1 point) 
a. Confirm  
b. Clear  
c. Call  
d. Cordon  
e. Complete
  
	A 
	B 
	C 
	D 
	E 


 
 
28. IEDs may have one of 3 types of switches, what are they? (3 points) 

	

	

	



29. Which 2 categories of Person Search must only be carried out by trained specialist? (2 points) 
a. Initial
b. Detailed  
c. Strip 
d. Intimate 

	A 
	B 
	C 
	D 


 
30. There are three categories of vehicle search, what are they? (3 points) 

	

	

	



 
31. To conduct a proper threat assessment, you must understand the threat triad. What is the three parts of the threat triad? (3 points) 


	

	

	


 
32. True or False: it is not necessary to perform a 5/25 search at every halt? (1 point) 

	True 
	False 



33. The IED attack is just one part of the whole system. IED systems are most effectively categorized according to three recurring phases. List the three phases. (3 points) 


	

	

	



34. True or False: The objectives of IED Threat Mitigation are: (1 point)
a. Force Protection
b. Protection of Civilians
c. IED Threat Reduction

	True 
	False 



35. What are the three pillars of C-IED? (3 points)

	

	

	



36. Of the seven C-IED operational activities, which take place before the IED is emplaced? (3 points)

a. Predict
b. Deter
c. Prevent
d. Detect
e. Neutralize
f. Mitigate 
g. Exploit


	A
	B
	C
	D
	E
	F
	G



37. True or False: All Arms Search Teams carry out systematic searches to locate IEDs, IED components or terrorist resources. Search teams do not carry out the same role as IEDD or EOD teams. (1 point)

	True 
	False 



38. There are two types of Vulnerable Points/Areas: Terrain based and situational. If a platoon carries stops for a water break under the shade of the same tree every time it goes out on patrol, is this an example of a situational or terrain based VP? (1 point)

a. Terrain 
b. Situational 


	A 
	B 



39. When planning a road move or convoy in an IED environment, after Vulnerable Points (VPs) and Vulnerable Areas (VAs) have been identified, what action should be carried out next? (1 point)
	



40. True or False: Force Protection Engineering and well designed Forward Operating Bases (FOBs) are IED threat mitigation techniques? (1 point)

	True 
	False 




Score:               /44
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41. Which is the correct definition of an explosive out of the four listed below? (1 points) 
a. An explosive is a solid material which when suitably initiated, exerts a sudden and intense fire causing large quantities of gas to be emitted.  
b. An explosive is a substance which when burnt, exerts a sudden and intense explosion causing a loud noise and smoke.  
c. An explosive is a substance which when suitably initiated, exerts a sudden and intense pressure on its surroundings, by the rapid formation of large quantities of gas.  
d. An explosive is a jelly or plastic material that when detonated causes a sudden burst of heat caused by the formation of gas.  

	A 
	B 
	C 
	D 


  
 
42. The names of the different types of Explosive Hazards are often abbreviated by the following terms, what are each of them in full? 
(4 points)
a. ERW  
b. UXO  
c. AXO 
d. IED
			 
	A. Explosive Remnants of War 

	B. Unexploded Ordnance 

	C. Abandoned Explosive Ordnance 

	D. Improvised Explosive Devices 



43. Explosive Remnants of War are munitions left behind after conflict has ended. Which of the items from the following list ARE include as ERWs? (circle all that apply) (2 points) 
a. Rocket Fins 
b. Landmines 
c. RPG launcher 
d. Grenades
 
	A 
	B 
	C 
	D 


 
 
44. List the five components of an IED in any order. (5 points) 

	Main charge 

	Initiator 

	Switch 

	Power source 

	Container 


 
45. What is the meaning of a Vulnerable Area and Vulnerable Point? (4 points) 

	VA:  
Areas where the ground lends itself to IED or small arms light weapons attack 

	VP: Specific points where it is particularly advantageous for an aggressor to position an ambush, using either IEDs, SALW, or both. 


 
 
46. True or False: "CAGE" is a mnemonic to help you identify possible IED threat locations? (1 point)


	True 
	False 


  
47. Identify the term that is NOT one of the 5Cs. (1 point) 
a. Confirm  
b. Clear  
c. Call  
d. Cordon  
e. Complete
  
	A 
	B 
	C 
	D 
	E 


 
 
48. IEDs may have one of 3 types of switches, what are they? (3 points) 

	Time 

	Victim Operated 

	Command  



49. Which 2 categories of Person Search must only be carried out by trained specialist? (2 points) 
a. Initial
b. Detailed  
c. Strip 
d. Intimate 

	A 
	B 
	C 
	D 


 
50. There are three categories of vehicle search, what are they? (3 points) 

	Initial 

	Primary 

	Secondary  



 
51. To conduct a proper threat assessment, you must understand the threat triad. What is the three parts of the threat triad? (3 points) 


	Enemy intent 

	Enemy capability 

	Enemy use of ground or Opportunity


 
52. True or False: it is not necessary to perform a 5/25 search at every halt? (1 point) 

	True 
	False 



53. The IED attack is just one part of the whole system. IED systems are most effectively categorized according to three recurring phases. List the three phases. (3 points) 


	Planning and Resourcing

	Execution

	Analysis



54. True or False: The objectives of IED Threat Mitigation are: (1 point)
a. Force Protection
b. Protection of Civilians
c. IED Threat Reduction
	True 
	False 



55. What are the three pillars of C-IED? (3 points)

	Prepare the force

	Defeat the device 

	Degrade or Attack the Network



56. Of the seven C-IED operational activities, which take place before the IED is emplaced? (3 points)

a. Predict
b. Deter
c. Prevent
d. Detect
e. Neutralize
f. Mitigate 
g. Exploit


	A
	B
	C
	D
	E
	F
	G



57. True or False: All Arms Search Teams carry out systematic searches to locate IEDs, IED components or terrorist resources. Search teams do not carry out the same role as IEDD or EOD teams. (1 point)

	True 
	False 



58. There are two types of Vulnerable Points/Areas: Terrain based and situational. If a platoon carries stops for a water break under the shade of the same tree every time it goes out on patrol, is this an example of a situational or terrain based VP? (1 point)

a. Terrain 
b. Situational 


	A 
	B 



59. When planning a road move or convoy in an IED environment, after Vulnerable Points (VPs) and Vulnerable Areas (VAs) have been identified, what action should be carried out next? (1 point)
	Plan or apply threat mitigation TTPs for each VA/VP. 



60. True or False: Force Protection Engineering and well designed Forward Operating Bases (FOBs) are IED threat mitigation techniques? (1 point)

	True 
	False 




Score:               /44
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61. Which is the correct definition of an explosive out of the four listed below? (1 points) 
a. An explosive is a solid material which when suitably initiated, exerts a sudden and intense fire causing large quantities of gas to be emitted.  
b. An explosive is a substance which when burnt, exerts a sudden and intense explosion causing a loud noise and smoke.  
c. An explosive is a substance which when suitably initiated, exerts a sudden and intense pressure on its surroundings, by the rapid formation of large quantities of gas.  
d. An explosive is a jelly or plastic material that when detonated causes a sudden burst of heat caused by the formation of gas.  

	A 
	B 
	C 
	D 


  
 
62. The names of the different types of Explosive Hazards are often abbreviated by the following terms, what are each of them in full? 
(4 points)
a. ERW  
b. UXO  
c. AXO 
d. IED
			 
	

	

	

	



63. Explosive Remnants of War are munitions left behind after conflict has ended. Which of the items from the following list ARE include as ERWs? (circle all that apply) (2 points) 
a. Rocket Fins 
b. Landmines 
c. RPG launcher 
d. Grenades
 
	A 
	B 
	C 
	D 


 
 
64. List the five components of an IED in any order. (5 points) 

	

	

	

	

	


 
65. What is the meaning of a Vulnerable Area and Vulnerable Point? (4 points) 

	VA:  


	VP: 


 
 
66. True or False: "CAGE" is a mnemonic to help you identify possible IED threat locations? (1 point)


	True 
	False 


  
67. Identify the term that is NOT one of the 5Cs. (1 point) 
a. Confirm  
b. Clear  
c. Call  
d. Cordon  
e. Complete
  
	A 
	B 
	C 
	D 
	E 


 
 
68. IEDs may have one of 3 types of switches, what are they? (3 points) 

	

	

	



69. Which 2 categories of Person Search must only be carried out by trained specialist? (2 points) 
a. Initial
b. Detailed  
c. Strip 
d. Intimate 

	A 
	B 
	C 
	D 


 
70. There are three categories of vehicle search, what are they? (3 points) 

	

	

	



 
71. To conduct a proper threat assessment, you must understand the threat triad. What is the three parts of the threat triad? (3 points) 


	

	

	


 
72. True or False: it is not necessary to perform a 5/25 search at every halt? (1 point) 

	True 
	False 



73. The IED attack is just one part of the whole system. IED systems are most effectively categorized according to three recurring phases. List the three phases. (3 points) 


	

	

	



74. True or False: The objectives of IED Threat Mitigation are: (1 point)
a. Force Protection
b. Protection of Civilians
c. IED Threat Reduction

	True 
	False 



75. What are the three pillars of C-IED? (3 points)

	

	

	



76. Of the seven C-IED operational activities, which take place before the IED is emplaced? (3 points)

a. Predict
b. Deter
c. Prevent
d. Detect
e. Neutralize
f. Mitigate 
g. Exploit


	A
	B
	C
	D
	E
	F
	G



77. True or False: All Arms Search Teams carry out systematic searches to locate IEDs, IED components or terrorist resources. Search teams do not carry out the same role as IEDD or EOD teams. (1 point)

	True 
	False 



78. There are two types of Vulnerable Points/Areas: Terrain based and situational. If a platoon carries stops for a water break under the shade of the same tree every time it goes out on patrol, is this an example of a situational or terrain based VP? (1 point)

a. Terrain 
b. Situational 


	A 
	B 



79. When planning a road move or convoy in an IED environment, after Vulnerable Points (VPs) and Vulnerable Areas (VAs) have been identified, what action should be carried out next? (1 point)
	



80. True or False: Force Protection Engineering and well designed Forward Operating Bases (FOBs) are IED threat mitigation techniques? (1 point)

	True 
	False 




Score:               /44
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	ALL ARMS SEARCH COURSE GSA TEST

Objective: to assess student`s practical knowledge and competence in employing Ground Sign Awareness.
Conditions: practical assessment of six characteristics of GSA and 10 examples of ground sign on a recognition lane.  

	Ser/no
	Svc no
	rank
	name
	Characteristics of GSA (out of 6)
	GSA Lane (out of 10)
	Total score
 out of 16
	Pass (80%)
(14/16 or above)
	Fail

	1
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	
	

	 7
	
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	
	

	13
	
	
	
	
	
	
	
	

	14
	
	
	
	
	
	
	
	

	15
	
	
	
	
	
	
	
	

	16
	
	
	
	
	
	
	
	

	17
	
	
	
	
	
	
	
	

	18
	
	
	
	
	
	
	
	

	19
	
	
	
	
	
	
	
	

	20
	
	
	
	
	
	
	
	

	21
	
	
	
	
	
	
	
	

	22
	
	
	
	
	
	
	
	

	23
	
	
	
	
	
	
	
	

	24
	
	
	
	
	
	
	
	


Annex D to
AASC Training Management Plan 
Dated 26 Feb 25
Note. Students who fail have the opportunity for re-test on day 15 (see programme)

	ALL ARMS SEARCH COURSE INDIVIDUAL THREAT ASSESSMENT LANE

Objective: to assess student`s practical knowledge of identifying Vulnerable Points and Vulnerable Areas.
Conditions: practical assessment of identification of 10 VA/VP and able to justify them as a VA/VP. 

	Ser/no
	Svc no
	rank
	name
	VA/VP Identified (out of 10)
	VA/VP Justified (out of 10)
	Total score
 out of 20
	Pass (80%)
(16/20 or above)
	Fail

	1
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	
	

	 7
	
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	
	

	13
	
	
	
	
	
	
	
	

	14
	
	
	
	
	
	
	
	

	15
	
	
	
	
	
	
	
	

	16
	
	
	
	
	
	
	
	

	17
	
	
	
	
	
	
	
	

	18
	
	
	
	
	
	
	
	

	19
	
	
	
	
	
	
	
	

	20
	
	
	
	
	
	
	
	

	21
	
	
	
	
	
	
	
	

	22
	
	
	
	
	
	
	
	

	23
	
	
	
	
	
	
	
	

	24
	
	
	
	
	
	
	
	


Note. Students who fail have the opportunity for re-test on day 15 (see programme)
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	[bookmark: _Hlk188350237]ALL ARMS SEARCH COURSE
PRACTICAL EXAMINATION – DETECTOR AND CONFIRMATION SKILLS TEST

Objective: To assess the trainee’s practical knowledge and competence in operating the detector and confirmation skills.
Conditions: Practical assessment as the operator, conducted in a suitable environment free from significant contamination. 
Equipment required: 1 x detector(s) and ancillaries, markers, IED or EO components to act as targets.
Time allowed: No time limit.
Assessment Criteria: Student should be judged as HC – Highly Competent, C – Competent or NC – Not Competent. 

	Student Name:
	Time & Date: 


	Location:

	Assessor:

	Preparation 
	HC
	C 
	NC

	Open case & check for completeness& damage to equipment
	
	
	

	Metal free operator (as much as possible)
	
	
	

	Set up equipment as per manufacturers instructions
	
	
	

	Carry out functions test as per manufacturers instructions
	
	
	

	Operation
	
	
	

	Set the up the sensitivity (if applicable) to suit environment 
	
	
	

	Search Procedure
	
	
	

	Detector head kept at constant distance from the ground
	
	
	

	Ensures no contact between ground and detector head
	
	
	

	Smooth, constant sweep speed
	
	
	

	Rate of advance is systematic and ensures complete coverage
	
	
	

	Confirmation Drill
	
	
	

	‘Outlines’ the source of the signal using a recognized technique. 
	
	
	

	“Stops” the rest of the team. 
	
	
	

	Informs team commander investigation required
	
	
	

	Places a markers an appropriate distance from the boundary of the signal. (marker must not penetrate the soil surface)

	
	
	

	Adopts prone position at arms length away from marker and crosses legs
	
	
	

	Safely excavates to source using correct procedures and equipment starting from the marker.
	
	
	

	If a “find” informs team commander and adopts a safe position
	
	
	

	Marks appropriately, picks up equipment and returns to ICP
	
	
	

	Assessors’ Comments:
	Pass
	Fail

	
	
	

	
	



Guidance. Pass or Fail is based on the instructors interpretation the student has carried out the drills correctly and safely. Any dangerous actions should constitute a FAIL. Criteria highlighted in RED is critical activity which if failed to be carried out will constitute a failure.


	ALL ARMS SEARCH COURSE
PRACTICAL EXAMINATION-SEARCH SKILLS AND DRILLS
Objective: to assess the team`s practical knowledge and competence in conducting search operations
Conditions: practical assessment as a team, conducted out during various types of search tasks.
Equipment required: Full spectrum of search equipment.
Assessment Criteria: Student should be judged as HC – Highly Competent, C – Competent or NC – Not Competent.

	team
	date
	time

	location
	assessor

	Task no
	
	task
	
	
	

	

	TEAM COMMANDER
	name
	yes
	no
	n/a

	Understands the task and individual role
	
	
	

	Effectively conducts threat assessment to identify likely locations and methods of attack.
	
	
	

	Creates a workable plan and effectively communicates this to the team in orders.
	
	
	

	Displayed good communications with search team
	
	
	

	Prepared appropriate documents/map or model for briefing
	
	
	

	Effectively implements his/her plan.
	
	
	

	Ensure the safety of the search team was commensurate with the threat
	
	
	

	Safely identified threats/targets within their area of responsibility
	
	
	

	Ensured all searchers remained within ECM coverage
	
	
	

	Commands and controls the team effectively
	
	
	

	Commands the team effectively during actions on find.
	
	
	

	Provides timely information to the search team and “patrol/convoy commander”
	
	
	

	Effectively transitions to 5Cs operation in event of a find.  (Ensure Call follows 10 liner or appropriate format)
	
	
	

	Continuously carries out dynamic threat assessments and amends the plan in accordance with the changing situation and terrain.
	
	
	

	Manages the team in conducting post task administration.
	
	
	

	Conducts debrief with team after the task. 
	
	
	

	Assessor`s comments and grading (HC/C/NC)

	2IC (OPTIONAL)
	name
	Yes 
	no
	n/a

	Understands the task and individual role.
	
	
	

	Displayed good communication with team commander and searchers
	
	
	

	Prepared appropriate equipment correctly
	
	
	

	Confirmed ECM turned on prior to task commencement
	
	
	

	Where required is able to step up to Team Commander
	
	
	

	Sustains the Search Team in all logistical requirements including rations, batteries, spares & rest.
	
	
	

	Assessor`s comments and grading (HC/C/NC)


	SEARCHER ONE
	name
	yes
	no
	n/a

	Understands the task and individual role
	
	
	

	Displayed good communication with team commander and search partner
	
	
	

	Verbally communicates indicators 
	
	
	

	Prepared appropriate equipment correctly
	
	
	

	Used equipment correctly and safely during task
	
	
	

	Reacts to Team Commanders instructions
	
	
	

	Conducted correct “actions” on a find
	
	
	

	Assessor`s comments and grading (HC/C/NC)

	SEARCHER TWO
	name
	yes
	no
	n/a

	Understands the task and individual roles in its conduct
	
	
	

	Displayed good communication with team commander and search partner
	
	
	

	Prepared appropriate equipment correctly
	
	
	

	Used equipment correctly and safely during task
	
	
	

	Maintained safe spacing throughout the task
	
	
	

	Conducted correct “actions” on a find
	
	
	

	Assessor`s comments and grading (HC/C/NC)

	SEARCHER THREE
	name
	yes
	no
	n/a

	Understands the task and individual roles in its conduct
	
	
	

	Displayed good communication with team commander and search partner
	
	
	

	Prepared appropriate equipment correctly
	
	
	

	Used equipment correctly and safely during task
	
	
	

	Maintained safe spacing throughout the task
	
	
	

	Conducted correct “actions” on a find
	
	
	

	Assessor`s comments and grading (HC/C/NC)




	SEARCHER FOUR
	name
	yes
	no
	n/a

	Understands the task and individual roles in its conduct
	
	
	

	Displayed good communication with team commander and search partner
	
	
	

	Prepared appropriate equipment correctly
	
	
	

	Used equipment correctly and safely during task
	
	
	

	Maintained safe spacing throughout the task
	
	
	

	Conducted correct “actions” on a find
	
	
	

	Assessor`s comments and grading (HC/C/NC)








Annex E to
AASC Training Management Plan 
Dated 26 Feb 25

	Line
	Item
	Sub item
	Example

	1
	DTG 
	A
	Date-Time-Group (DTG)
DD, hh mm, Time Group, MMM,YY 
	(e.g., 281310BDEC23)

	2
	Reporting Unit 
	A
	Unit / Unit identifier
	

	
	
	B
	Name
	

	
	
	C
	Rank
	

	3
	Location
	A
	Link-up location
	MGRS Grid reference (8-digit), UTM or WGS84 coordinate

	
	
	B
	Additional location information 
	(landmarks, reference points, or street addresses)

	
	
	C
	Avenue of safe approach
	

	4
	Communication
	A
	Link-up communication method and contact
	

	5
	Type and description of EO
	A
	EO/IED Type
	e.g.: IED / Explosion / CACHE or FIND / HOAX / FALSE / TURN-IN / Other (UXO/ERW/AXO etc.)

	
	
	B
	How many items were found
	

	
	
	C
	Position
	e.g.: surface, sub-surface, elevated, underwater)

	
	
	D
	Color
	

	
	
	E
	Markings 
	e.g.: cyrillique, latin, colors, etc.

	
	
	F
	Size estimate
	

	
	
	G
	NRBC or Toxic Industrial Materials
	Yes / No & Description

	
	
	H
	Pictures taken
	Yes / No

	6
	Location of the EO/IED 
	A
	
	MGRS Grid reference (8-digit), UTM or WGS84 coordinate

	7
	Tactical Situation
	A
	Hostile Activity
	Yes / No & Description

	
	
	B
	Fire hazard
	Yes / No & Description

	
	
	C
	Unstable infrastructure
	Yes / No & Description

	
	
	D
	Dangerous terrain
	Yes / No & Description

	
	
	E
	Other Hazards
	Yes / No & Description

	8
	Damage
	A
	Collateral Damager
	

	
	
	B
	What asset / resource is threatened?
	

	
	
	C
	Impact on Mission
	· Totally disrupted
· Major
· Minor
· Nil

	9
	Protective Measures taken
	A
	Markers placed
	

	
	
	B
	Evacuation Distance
	

	
	
	C
	Other protective actions taken
	

	10
	Recommended Priority
	A
	Immediate 
Urgent 
Routine 
No Threat 
	threat to life / CRITIS
threat to mission / POC
threat with only minor impact to mission
to mission or civilians
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AASC – Summary Student Assessment Form 

	Insert Picture Here
	Name:
	

	
	Rank:
	

	
	EHAT (Y/N)
	

	
	Pre-Courses Assessment:
	

	
	End-of-Courses Assessment:
	

	
	ToT (Y/N)
	

	GSA Recognition Test (PASS/FAIL)
	IED Components Recognition Test 
(PASS/FAIL)
	Route Search Test 1 
(HC/C/NC)
	Route Search Test 2 
(HC/C/NC)
	Area Search Test 1 
(HC/C/NC)
	Building Search Test 1 


	
	
	
	
	
	

	
	
	
	
	Overall Performance
(PASS or FAIL):
	

	Senior Instructor Comment: 

	Notes: 
Students should be graded as PASS or FAIL. 

In the interpretation of the instructor has the student demonstrated sufficient skills and knowledge to operate safely in a search team. If Yes – PASS if No – Fail. 

	
	





 

EHAT


AASC


Deploy


Basic Search


Route or Intermediate Search


Theatre specific TTPs


EHAT


IED TM


Deploy


Preferably other IED training e.g. IEDD or AASC


Understand employment of search teams


Theatre specific Training
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“Improvised explosive devices (IEDs) are killing and injuring thousands of civilians 


annually… These pernicious devices are hidden in homes and schools, terrorising 


local populations." 


UN Secretary-General António Guterres, 2017. 
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Preface 


The focus of this IED Threat Mitigation Military and Police Handbook is to elaborate on specific 


fundamental principles and military doctrine for effective prevention, protection, and response to 


IED threats throughout peacekeeping operations.  It is an essential reference guide for commanders, 


Member States, and UN personnel deployed in peacekeeping operations and the United Nations 


Headquarters. 


Over the past seventy years, UN peacekeeping has evolved significantly in its complexity. In this 


context, peacekeeping Missions are deployed into environments that are hostile and unstable, which 


perilously have the Missions confronting asymmetric conflicts and threats, including ad hoc military 


engagements with non-state armed groups over large swaths of territory. Despite these challenges, 


UN peacekeeping remains an irreplaceable tool for the international community to manage the 


multitude of complex crises that pose a threat to international peace and security. Peacekeeping has 


proven to be one of the most effective tool available to assist host countries channelize the difficult 


path from conflict to peace.   


In today’s multi-dimensional peacekeeping operations, missions are called upon to facilitate the 


political process through various rules of engagement, which define the circumstances, conditions, 


degree, and manner in which the use of force, or action may be implemented in the protection of 


civilians, demobilization and reintegration of combatants, assisting in the disarmament, assisting in 


restoring the rule of law, protection and promotion of human rights, and in other types of 


peacekeeping operations. For this reason, the number of military, police and civilian personnel 


deployed in UN peacekeeping has unprecedentedly increased, and their responsibility has been 


extended beyond simply monitoring case-fires. 


In order to meet the challenges posed by the complexity and scale of Improvised Explosive Device 


(IED) Threats, the Department of Peacekeeping Operations (DPKO) and the Department of Field 


Support (DFS); in collaboration with the seminal work of experts from Member States, have 


produced this Handbook to enhance the IED Threat Mitigation in UN peacekeeping, which will 


contribute towards successful achievement of the mission’s goals by providing guidance and 


recommendations to support the understanding, planning and execution of IED Threat Mitigation. 


In the pursuit of peace, the Department of Peacekeeping Operations and the Department of Field 


Support will continue to refine and update this Handbook ensuring its relevance in the ever-changing 


operational environment, because we have every expectation that this document, especially with the 
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concerted efforts of its intended readers, will contribute immensely to improving and enhancing our 


collective performance. 


In recognition of the work previously published on United Nations Improvised Explosive Device 


(IED) Threat Mitigation, and in anticipation of creating additional works in the near future, we 


would like to express our sincere gratitude to the Member States who chaired the work groups to 


develop this guidance, Islamic Republic of Pakistan and the Commonwealth of Australia, and the 


other Member States experts that volunteered and devoted their time, energy and expertise to this 


Handbook that consolidated the relevant dimensions of IED Threat Mitigation into a convenient 


reference guide.   
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Scope  


 This handbook provides UN missions, military and police commanders and their staff 


officers with a reference guide to support the understanding, planning and execution of 


Improvised Explosive Device (IED) Threat Mitigation activities in UN peacekeeping 


missions.  


 Application of the guidelines given in this handbook will vary within the mission 


environment based on the mandate, the mission’s size, the composition and the resources 


available as well as on the threat mitigation response required. Missions are expected to 


develop internal Threat Mitigation Standard Operating Procedures (SOPs) consistent with 


guidelines given in this handbook. 


 This handbook complies with and complements existing policies of United Nations 


Department of Security and Safety (UNDSS) on management of security threat posed by 


IEDs against UN personnel (military, police and civilian) as well as PoC
1
. 


 This handbook provides the basis for the future development of manuals, standard operating 


procedures (SOPs) and training materials related to IED Threat Mitigation. 


 Focus is placed on UN Threat Mitigation activities related to force protection (FP), protection 


of civilians (PoC), mobility, and the safety and security of UN personnel.  


                                            
1
 Security Policy Manual issued by UN Security Management System, Chapter IV Section Y. 
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 Operational tactics, techniques and procedures (TTPs) are not addressed. The primary 


audience of this Handbook is UN field mission leadership, Military HQ and UN Police 


command and staff, subordinate headquarters and mission support headquarters. 


 Troop Contributing Countries/ Police Contributing Countries (T/PCCs) along with UN 


Headquarters services will also benefit from the standardization this handbook provides. 


 The primary audience of this Handbook is UN field mission leadership, Military HQ staff 


officers and UN Police command and staff, subordinate headquarters and mission support 


headquarters. 


 Troop and Police Contributor Countries (T/PCCs) along UN HQ services will also benefit 


from the standardization this Handbook provides. 


 Focus is placed on UN Threat Mitigation activities to force protection, protection of civilians 


and safety and security of UN personnel. 


 Operational tactics, techniques and procedures (TTPs) are not addressed. 
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Rationale 


IEDs are an increasingly common feature of conflicts around the world. They have become a 


weapon of choice for aggressors across the globe. Consequently, these pose a growing threat to 


humanitarian organizations operating in conflict environments
2
. IEDs along with other types of EO 


such as ERW including Mines pose hazards in conflict and post-conflict affected areas. 


The safety and security of UN personnel, UN FP (both military and police) and the Protection of 


Civilians (PoC) against the IED threat is critical to creating a secure environment, which is essential 


for accomplishing peacekeeping and the stability mandate of UN in the host nation. Based on 


strategic and operational understanding of the threat, there is a need to address the challenge through 


well-orchestrated, effective and directed IED Threat Mitigation responses during all phases of the 


UN mission life cycle.  


UN Member States noted the impact of IEDs during the 70th session of the General Assembly 


through the adoption of two resolutions. On 7 December 2015, the General Assembly adopted a 


resolution on countering the Threat Posed by IEDs (A/70/46)
3
 whereby Member States expressed 


concern over IED attacks on UN personnel and the impact these attacks have on freedom of 


movement, and the ability to deliver on mandates. On 9 December 2015, the General Assembly 


adopted the resolution on Assistance in Mine Action (A/70/80)
4
, which recognized the humanitarian 


threat posed by IEDs in post-conflict situations. Impact of IEDs and the urgent need to address this 


issue is also highlighted in the Report of the Secretary-General (A/71/187) of 25 July 2016 


‘Countering the threat posed by improvised explosive devices’
5
. 


The UN mitigates the threat of IEDs through activities designed to enhance the safety and security of 


personnel, assets and facilities and to enhance mobility of UN personnel, each of which, support the 


implementation of the mandate and are within the UN’s right to self-defence. This handbook is a 


response to the increasing threat posed by IEDs to UN personnel and assets, to the need identified at 


mission level to develop an effective IED Threat Mitigation response, and to concerns expressed by 


Member States.  


                                            
2
  GAO Warfighter Report, DOD Needs Strategic Outcome-Related Goals and Visibility over Its Counter-IED Efforts, 


February 2012 
3
 UNGA resolution on countering the Threat Posed by IEDs (A/70/46) dated 7 December 2015. 


4
 UNGA resolution on Assistance in Mine Action (A/70/80) dated 9 December 2015. 


5
 Countering the threat posed by improvised explosive devices. Report of the Secretary-General. A/71/187. Available at: 


https://disarmament-library.un.org/UNODA/Library.nsf/58dfc078552ad 7c985257 f5b006f7b34/6fff9a6 65f6681fc 


852580260050b50d?OpenDocument 



https://disarmament-library.un.org/UNODA/Library.nsf/58dfc078552ad%207c985257%20f5b006f7b34/
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This handbook is not an instruction manual for working with IEDs and explosive hazards. Rather, it 


is designed to provide planning and coordination guidelines to UN command and staff personnel 


(military and police), for IED Threat Mitigation in mission, and to help them: 


 


1. Identify the threat of IEDs and other EO, thus supporting prevention of IED attacks 


2. Develop and organize IED TM capabilities to support protection from IEDs 


 


Respond effectively by taking appropriate action in case of an IED incident. This handbook contains 


general guidelines for UN personnel (military and police) as well as UN civilians on IED Threat 


Mitigation responses applicable to a variety of situations. It is imperative that each mission HQ 


should develop country-specific IED threat analysis while formulating these responses. 


 







 


IED Threat Mitigation Military and Police Handbook                         9 


Contents  


Acronyms 12 


Important Terminologies 15 


Chapter 1 - IED Threat Mitigation concept and applicability 20 


1.1 IED Threat Mitigation versus Counter-IED 21 


1.2 IED Threat 21 


1.3 IED System 23 


1.4 Vulnerabilities (Direct or/ and Indirect) 25 


1.5 Situational awareness – Understanding the IED threat environment 26 


1.6 Current IED Threat Mitigation Strategy 28 


1.7 Additional aspects of IED Threat Mitigation 29 


1.8 IED Threat Mitigation Operational Framework 30 


1.9 IED Threat Mitigation Objectives 31 


1.10 Conceptual Contours of IED Threat Mitigation 32 


1.11 Phases of IED Threat Mitigation 33 


1.12 IED Threat Mitigation Capability Development 33 


1.13 IED Threat Mitigation Methodology - Internationally adopted 36 


Chapter 2 - IED Threat Mitigation tasks 39 


2.1 IED Threat Mitigation Plan / Campaign Approach 40 


2.2 Information collection, sharing and the IED threat assessment context 41 


2.3 Identification of uniformed capabilities 43 


2.4 Planning and coordinating IED Threat Mitigation in the UN mission 45 


2.5 IED-TM command and control organization, staff functions and tasks 47 


2.6 IED Threat Mitigation - Units - Search and EOD teams employment 49 


2.7 Mechanism of monitoring and reporting 50 


2.8 Guidelines for Operating under IED Threat 51 


Chapter 3 - Functions contributing to IED Threat Mitigation 53 


3.1 Operational assessment considerations 54 


3.2 IED Threat Mitigations operational planning considerations 54 


3.3 IED Threat Mitigation Activities 54 


3.4 IED Threat Mitigation Plan 55 


3.5 Exploitation 55 







 


IED Threat Mitigation Military and Police Handbook                         10 


3.6 Threat Mitigation assets management 57 


3.7 IED awareness 61 


Chapter 4 - IED Threat Mitigation roles and responsibilities within Military HQs and UN 


Police 
64 


4.1 HQs in context 65 


4.2 HQs and the need for a systemic response 65 


4.3 IED Threat Mitigation activities 66 


4.4 Organization of IED Threat Mitigation activities by FHQ staff 66 


4.5 Responsibilities of military and police HQ to implement threat mitigation efforts 69 


4.6 Responsibilities of Sector HQ 73 


4.7 Guidelines for deployed UN personnel on IEDs 73 


Chapter 5 - Training 74 


5.1 Context 75 


5.2 Fundamental training requirements 75 


5.3 Command and Staff training responsibilities 76 


5.4 IED-TM training qualification – All types of Unit, Sub-Unit and Individual Level 77 


5.5 Specialized training requirements of IED-TM units 79 


5.6 Integrated training (in-mission or designated T/PCC) 81 


5.7 Lessons-learned process 83 


5.8 Integrated mission training cell (IMTC) 83 


Chapter 6 - Evaluation 85 


6.1 Background 86 


6.2 The aim of evaluation 86 


6.3 Evaluation principles 86 


6.4 Evaluation guidelines 87 


6.5 Evaluation cycle 87 


6.6 IED-TM specific evaluation criteria 88 


6.7 Conduct of evaluations 89 


6.8 Evaluation support 91 


6.9 Use of check lists 93 


6.10 Mission Capability Rating (McR) 93 


6.11 Suspension or exceptions to policies 94 







 


IED Threat Mitigation Military and Police Handbook                         11 


Annexes  


 Annex A:   IED-TM Units - Search and EOD Teams Tasks 97 


 Annex B:   Reporting forms 
100 


 Annex C:   IED indicators and signs 106 


 Annex D:   IED Awareness 109 


 Annex E:   IED Threat Mitigation Responsibilities 111 


 Annex F:   Pre-Deployment Evaluation Checklist 119 


 Annex G:   Pre-Deployment IED-TM Training – Collective Evaluation 122 


 Annex H:   Pre-Deployment IED-TM Mitigation Training - Evaluation of Individuals 124 


 Annex I:    HQ IED-TM Evaluation Check List Category 1 – Standard Unit 126 


 Annex J:    HQ IED-TM Evaluation Check List Category 2 – Senior staff of HQ 127 


 Annex K:   HQ IED-TM Evaluation Check List Category 3 – Military and Police HQ 


Staff 
129 


References 132 


 


  


 


 







 


IED Threat Mitigation Military and Police Handbook                         12 


Acronyms 


Acronym Term 


AO Area of Operation 


ATO Ammunition Technical Officer 


CASEVAC Casualty Evacuation 


COE Contingent owned equipment 


C-IED Counter Improvised Explosive Device 


CIMIC Civil Military Cooperation 


CWIED Command wire operated IED 


DFS Department of Field Support 


DMS Director of Mission Support 


DPKO Department of Peacekeeping Operations 


DSS Department of Safety and Security 


ECM Electronic Counter Measures 


EDD Explosive Detection Dogs 


EH Explosive hazards 


EMS Electromagnetic spectrum 


EO Explosive Ordnance 


EOD Explosive Ordnance Disposal 


ERW Explosive remnants of war 


ES Electronic support 


ESI Explosive Scene Investigation 


FC Force commander 


FHQ Force Headquarters 


FP Force Protection 


FPECM Force protection Electronic counter measures 


FR Force Requirement 


HoM Head of Mission 


HOPC Head of Police Contingent 


HUMINT Human Intelligence 


IAP Integrated Analysis and Planning 


ICP Incident Control Point 


IED Improvised Explosive Device 
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IEDD Improvised Explosive Device Disposal 


IED-TM 


IMTC 


Improvised Explosive Device Threat Mitigation 


Integrated Mission Training Centre 


ISR Intelligence Surveillance and Reconnaissance 


ISTAR Intelligence Surveillance Target acquisition and Reconnaissance 


JOC Joint Operation Centre 


HOM Head of Mission 


KOA Key operational activity 


LoO Lines of Operations 


LO Liaison officer 


LVBIED Large vehicle borne IED 


MN EOD CC Multinational EOD coordination cell 


MOU Memorandum of Understanding 


MRAP Mine Resistant Ambush Protected 


NPOC EOD National point of contact EOD 


PBIED Person borne IED 


PC Police commander 


PCC Police contributing countries 


PoC Protection of Civilians 


PSO Peace support operations 


QRF Quick Reaction Force 


RCIED Radio controlled IED 


RSP Render Safe Procedure 


SA Strategic Assessment 


STA Surveillance target acquisition 


SVBIED 


TCC 


Suicide Vehicle-Borne Improvised Explosive Device 


Troops contributing countries 


TECHINT Technical Intelligence 


TF Task force 


TTP Tactics Techniques and Procedures 


UNCT United Nation Country Team 


UNDSS United Nations Department of Security and Safety  


UNHQ United Nation Headquarters 
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UNMAS United Nation Mine Action Service 


UNPOL United Nations Police 


UNSC United Nation Security Council 


UXO Unexploded Ordnance 


VBIED Vehicle borne IED 


VOIED Victim operated IED 


VP Vulnerable Point 


WET Weapon Exploitation Team 


WTI Weapon Technical Intelligence 
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Important Terminologies 


Aggressor 


The person or group of person who first attacks or makes an aggression; he who begins hostility or a 


quarrel. 


Ballistic Protection 


Protection from projectiles such as sniper or small arms ammunition. In demining terms, it is 


protection against fragmentation and blast.  


Casualty Evacuation (CASEVAC) 


The process of moving a casualty from the site of an accident or an incident to medical facilities. 


Clearance 


Removal of all mines, UXOs, IEDs and other EOs from a site to a predefined standard. 


Clearance Site 


The site where clearance activity (the removal of mines or UXO or IEDs or other EOs) is being or 


has been conducted. 


Counter IED (C-IED) 


The comprehensive, strategic approach to responding to the threat and use of IEDs. It represents the 


collective efforts at strategic, operational and tactical levels to defeat the improvised explosive 


device network
6
. 


Disarming 


The act of making an explosive device safe. The procedure normally involves removing one or more 


links from the firing chain. 


Explosive 


A chemical compound or chemical mixture that, under the influence of heat, shock or friction, 


undergoes a rapid chemical change (decomposition) without an outside supply of oxygen. The 


compound rapidly changes from a solid or liquid to a gaseous state releasing energy in the form of 


heat, light and high pressure gas. 


Explosive Detection Dogs (EDD) 


Dogs that are specially trained to detect the vapours emitted by explosives. Some dogs can also be 


trained to detect tripwires and non-explosive booby traps. The dogs are normally referred to as 


explosive or mine detection dogs. 


                                            
6
  UNHQ Guidelines on Improvised Explosive Devices Threat Mitigation in UN Mission, 2016 
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Explosive Ordnance (EO). Explosive Ordnance is defined as all munitions containing explosives, 


nuclear fission or fusion materials and biological and chemical agents. This includes bombs and 


warheads; guided and ballistic missiles; artillery, mortar, rocket and small arms ammunition; all 


mines, torpedoes and depth charges; pyrotechnics; clusters and dispensers; cartridge and propellant 


actuated devices; electro-explosive devices; clandestine and improvised explosive devices; and all 


similar or related items or components explosive in nature
7
. 


Explosive Ordnance Disposal (EOD) 


The detection, identification, on-site evaluation, rendering safe, recovery and disposal of explosive 


ordnance, including IEDs.  


Explosive remnant of war (ERW) 


Explosive munitions left behind after a conflict has ended. They include unexploded artillery shells, 


grenades, mortars, rockets, air-dropped bombs, and cluster munitions. 


Fuze 


A fuze is a device with explosive components designed to provide safe separation between the 


ordnance and the emplacer and to initiate a sequence of events, or the detonation of ordnance. 


Homemade explosives (HME) 


HME mixtures are formed by combining a fuel and an 


oxidizer. Non-standard explosive mixtures or 


compounds, which have been formulated/synthesized 


from available ingredients. Most often utilized in the 


absence of commercial and military explosives. HME 


mixtures are often extremely volatile and can be 


particularly susceptible to initiation by shock, friction or heat. HME is the most likely main charge 


of an IED due to the low cost of production and the availability of the required explosive precursors. 


IED 


An explosive device fabricated in an improvised manner incorporating destructive, lethal, noxious, 


pyrotechnic or incendiary chemicals, and designed to kill, injure, damage, harass or distract. IEDs 


are often made from commercially available products and/or military munitions, ranging from 


simple to complex in design and are usually inexpensive and require little labour to produce. 


                                            
7
 Glossary of Mine Action, IMAS 04.10, 2nd Ed, 01 Jan 03 and 7 Aug 14. 
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IED components 


Most IEDs use five components: a switch (activator), an 


initiator (fuze), a charge (explosive), a power source (battery) 


and a container (body).  


IED container 


Containers can be used to hold the main charge, the entire IED 


or any combination of components. While containers are used 


mainly to keep components together, they can also offer some 


protection from the environment, and are often used to conceal 


the IED. By using objects that are commonly used in the local 


area as containers, the chance that victim will notice and report 


the device before it can be detonated is reduced. Some 


containers are also chosen to amplify (for example 


fragmentation) or direct the effects of the blast (like EFP) or to hold additional enhancements (such 


as ball bearings). 


IED Disposal (IEDD) 


Locating, identifying, rendering safe and disposing of IEDs by qualified specialists using specialized 


IEDD procedures and equipment. 


IED Threat Mitigation (IED-TM) 


The comprehensive, approach applied to the physical, procedural and 


training measures, which reduce the impact of an IED incident. 


Initiator 


An initiator is the first item in the explosive chain and it is used to detonate 


the main or booster charge. It is also called a detonator. Most explosives 


need the application of an initiator to produce sufficient energy to trigger the 


main charge. Initiators also act as explosive devices. There are two main 


types of initiator: electric and non-electric. Initiators can be improvised from 


many common items (e.g. pens, light bulbs, homemade explosives and 


etcetera) though these tend to be more unstable and dangerous when handled.  


Main Charge 


Main charge is the bulk explosive component of an IED. It can be from military or commercial 


sources, HME or a combination of these. 


Misfire 
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The failure of ammunition or an explosive charge to fire or explode as intended. 


Neutralization 


Neutralization is the action taken to prevent UXO/IED from functioning by disrupting its normal 


operation. The term is used during Render Safe Procedures (RSPs) conducted by military EOD 


technicians using specialized tools, publications, and techniques. 


Person-borne IED (PBIED):  


An IED worn, carried or housed by a person, either willingly or unwillingly, and triggered by the 


individual or remotely.  


Power Source 


IEDs with an electrical initiator need a power source. Commercial batteries are often used. 


Photoelectric cells (solar) or chemical mixtures may be used. 


Radio-controlled IED (RCIED) 


An IED fitted with the switch that can be initiated electronically by wireless means (consisting of a 


transmitter and receiver). 


Render Safe Procedures (RSPs) 


Render Safe Procedures are actions that enable the neutralization and/or disarming of mines and 


munitions to occur in a recognized and safe manner. 


Soak Time 


A period of time, when an explosive device is left undisturbed before any further predetermined 


action manually. Normally used when referring to IEDs or when a misfire has occurred.  


Switch 


A switch is an IED initiating mechanism and can be a complex electronic component or as simple as 


two intersecting loops of wire. There are many types of switches including anti-handling switches, 


Aggressor’s IED 


Switches 
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which are designed to activate when the IED is lifted, moved, opened or disturbed and time switches 


that delay the explosion by mechanical, digital, thermal, chemical or electro-chemical mechanisms.  


Types of IEDs 


IEDs are unique and their complexity depends upon the creativity of the builder, who improvises the 


system using available materials and means.  Depending upon the method of initiation, IEDs can 


generally be categorized into three main types, including: 


 Timed IEDs.  These IEDs activate at a pre-set time set by the 


emplacer using a timed fuze, which can be electronic, mechanical or 


chemical. 


 Command IEDs.  These devices are activated at the discretion of the firer. The initiation of 


command IEDs can be through a physical link (e.g. wire, pull link and etcetera) or non-physical 


link (remote controlled or light for instance). Commonly used triggers include key fobs, mobile 


phones, garage door openers and Infra-Red (IR) devices.  


Unexploded Ordnance (UXO) 


UXO is explosive ordnance that has been primed, fuzed, armed, or otherwise prepared for action; 


has been fired, dropped, launched, projected, buried, or placed in such a manner as to constitute a 


hazard to operations; and  remains unexploded either by design or for any other cause.  


Vehicle-borne IED (VBIED) 


An IED delivered by or concealed in a ground-based vehicle. 


Victim-operated IED (VOIED) 


An IED with a switch that is activated by an unsuspecting individual. It relies on the intended target 


to carry out some form of action that will cause the IED to function. 
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“IEDS are increasingly becoming bigger threat to peacekeeping 


missions than landmines. In the recent past more UN 


peacekeepers casualties have been due to IEDs than mines”. 


 


 


Gombo Tchouli
8
 


Chapter 1 


 IED Threat Mitigation Concept and Applicability 


                                            
8
 Gombo Tchouli, Political Coordinator of the Permanent Mission of Chad to the UN, said UNMAS had recorded 409 


casualties from IEDs in Mali since January 2013, with 135 deaths and 274 injuries. Of those 409 casualties, 142 were 


peacekeepers deployed to the MINUSMA, 89 percent of the mission’s 158 total peacekeeper casualties. 


UN Vehicle damaged in IED blast at Mali (MINUSMA) 
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1.1 IED Threat Mitigation versus Counter-IED 


For the purpose of this manual, the term IED Threat Mitigation (IED-TM) is used to denote 


the scope of activities undertaken by the United Nations in Missions where IEDs impact 


mandate delivery. This term is preferred to Counter-IED (C-IED) given the specificity of the 


military concept of the term which is not comprehensive enough to an UN approach. C-IED 


is generally accepted to be a whole of government approach which focuses on the three 


pillars of defeat the device, train the force and attack the network. IED-TM can be viewed as 


a whole of UN approach which focuses on the physical, procedural, or training responses 


which can collectively be applied to mitigate the threats posed by IEDs. The UN does not 


focus on the kinetic, offensive tactics associated with attacking IED networks which are the 


hallmark of military strategies.  


1.2 IED Threat 


The history of IED
9
 use can be traced back to the nineteenth century; however it was not 


until the early twenty-first century that IEDs became a weapon of choice for aggressors, 


terrorists and non-state actors in conflicts. IEDs range from crude homemade devices to 


sophisticated military-grade weapons. 


 


IEDs have had an unprecedented impact on UN peacekeeping. They have impacted upon human life, 


the economy and often the political situation where they have been used; IEDs seriously harm and 


claim the lives of too many civilians and UN personnel, increase the cost of delivering “peace”, and 


hamper stabilization, extension of state authority, whilst potentially affect UN mandates and 


authority. Since 2012/2013, the IED threat to UN personnel and civilians of host nations has 


increased, posing a major challenge to peacekeepers trying to create a secure and peaceful 


environment. The UN Secretary General and the Head of the Department for Peacekeeping 


Operations have stressed the importance of addressing this challenge for “FP” as well as for the 


“PoC” in UN mandates
10


 in an IED prone environment. 


                                            
9
  C-IED technology in UN Peacekeeping, Australian Strategic Policy Institute, Sharland, L. (2015). 


10
  United Nations Inter-Agency Coordination Group on Mine Action, Ms. Agnès Marcaillou, D. U, 2015 
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An IED will remain a weapon of choice for aggressors and non-state actors due to its low cost, the 


ability to manufacture it locally and the significant effects it has in terms of human and material 


losses.  


 


IEDs are becoming a bigger threat to peacekeeping missions than landmines
11


. In the recent past 


more UN peacekeeper casualties have been caused by IEDs rather than mines. As stated by Gombo 


Tchouli “IEDs undermine operational effectiveness and freedom of movement, stop peacekeepers 


moving outwards from camps, and prevent implementation of critical mission mandated tasks”
12


.  


EO/IED 


Incidents 2013 2014 2015 2016 (till 


October) 


Explosions 11 58 95 85 


Found and 


Cleared 22 20 25 33 


Total 33 78 120 118 


 


                                            
11


 Landmine Threats Down, IED Threats Rising, Butler, Sep 2016. 
12


 Ibid 6. 


 


Table 1.1  Gradual increase in IED threat over four years in Mali (UNMAS). 


 


Graph 1.1 Graph showing average monthly IED attacks during 2013-2015 in Somalia 


(UNMAS) 
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In Mali, since the employment of UN mission, the IED threat is gradually increasing as indicated in 


Table 1.1. The data show two important lessons from IED threatened areas (Graph 1.2): 


 Where the IED-TM Capabilities are insufficient, the threat to UN personnel will continue to 


rise. 


 Where the IED-TM Capabilities are designed on pre-deployment threat level, then it will not 


be able to counter increase in threat level after deployment of forces (military/police). 


 


The level of threat caused by the use of IEDs has steadily increased and conventional anti-mine and 


EOD techniques have not been effective against it. It requires specialized IED Threat Mitigation 


capability to effectively reduce or minimize.  


Usually, the target of aggressors and non-state actors are UN uniformed as well as non-uniformed 


personnel, defence forces of the host country and local tribes supporting the UN mandate. However, 


civilians are also victim of IEDs by being in the wrong place at the wrong time. IEDs have the 


potential to adversely affect the peacekeeping environment for UN personnel as well as for civilians.   


1.3. IED System 


The IED system adopted by aggressors or non-state actors may or may not be structured. It involves 


multiple actions from the collection and procurement of material for IED manufacturing to the 


placement of the IED at the point of attack. It can require elaborate planning and resources; 


Graph 1.2 IED explosions in Mali after the deployment of the UN mission 


MINUSMA 


 


The only constraints facing those who manufacture IEDs are:  


 The availability of components 


 The creativity/ technical ability to construct the devices 
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including personnel, technical expertise and IED making material. The actual IED attack is just one 


part of the whole system. A detailed understanding of an IED incident is given in the Lexicon
13


. 


IED systems are most effectively categorized according to three recurring phases: resource and plan; 


execute and analyse. These phases are sequential: 


1.3.1. Resource and Plan 


This involves obtaining financial and technical support, 


recruiting and training, material collection, and manufacturing 


of the IED. Usually, an IED is made at a remote location to 


prevent premature detection. After preparation of the IED, a 


specific plan for its placement is prepared and here local 


support is critical.  


1.3.2. Execute 


Prepared IEDs are transported near the anticipated target 


location. After carrying out reconnaissance of the targets, the precise attack plan is prepared (time 


and point of attack) and rehearsals are sometimes carried out. At a suitable time the IED is placed at 


the target location, usually at night or early in the morning to avoid detection. The placement of 


IEDs is usually guided by following principles: 


o Achieving maximum effects 


o Avoiding detection 


o Defying neutralization  


The IED emplacer usually stays close to the target area and waits for the best time to detonate the 


IED in order to create maximum damage. After detonation, the emplacer usually attempts to 


escape and report to the planners. There is usually a lookout man to confirm the effects of a 


PBIED. VOIED may or may not be kept under watch. 


1.3.3. Analyze 


 This phase involves two forms: 


o Assessing Results 


Success or failure of the IED attack is ascertained through observation. It is measured 


through its results, which may be in casualties, in the fear created within the general 


population, by the reaction of security forces or by the response at national and international 


levels. Observations of the attack and of the responses of victims and locals also provide 


                                            
13


 UNMAS IED Lexicon, available at http://www.mineaction.org/improvised-explosive-device-lexicon 
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lessons learnt to the aggressors to overcome any mistake and to consider an increase in the 


lethality of future IED attacks. 


o Projecting Success 


IED attacks are important elements of the aggressor’s information strategy. Images and other 


details of successful IED attacks are usually recorded and released to the targeted population, 


either directly or via the media. This is to boost support, to lower the morale of security 


forces and locals and to create an image of security failure.  


1.4. Vulnerabilities (Direct and/or Indirect) 


Aggressors are increasingly using IEDs against UN peacekeepers (military and police), government 


forces and civilians
14


. The general population is particularly vulnerable to IED incidents in conflict 


hit areas, often suffering greater casualties (death or injuries) than those targeted. In the absence of 


specialized IED Threat Mitigation support, UN personnel, their equipment and infrastructure are 


vulnerable to IEDs. Beside seriously limiting peacekeeping and peace support missions, the absence 


of this specialized support also affects political processes, the functioning of institutions, 


reconstruction efforts, the delivery of humanitarian and food assistance and the safe return of 


refugees and displaced populations
15


. 


During UN mission deployment, Military and Police personnel are directly exposed to IED threats in 


the field. The methods and techniques of IED attacks are changed frequently in order to avoid its 


detection and countering.  


The safety of the local population in the UN peacekeeping environment is a high priority. Although 


the primary target of aggressors remains UN personnel and infrastructure, the civil population is 


often affected indirectly due to IEDs. Aggressors attack civilian targets in order to create an 


environment of insecurity and fear. Locals and officials are vulnerable to IED threats in these areas: 


 During public meetings and political rallies. 


 During the return of displaced persons. 


 At government buildings, courts and community centers. 


 Gathering places of security forces, especially recruitment locations. 


 


 


 


 


 


                                            
14


  Countering Improvised Explosive Devices. Research Notes, Survey, S. A. 2014 
15


  United Nations Inter-Agency Coordination Group on Mine Action, Ms. Agnès Marcaillou, D. U, 2015 
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1.5. Situational awareness – Understanding the IED threat environment 


An understanding of the IED threat environment is governed by two main issues – knowing the 


current trends in IED manufacture and use, and through the threat assessment made for deployment 


of UN mission in preparation for the mission. 


1.5.1. IED Trends 


Current trends in IED attacks in various conflict areas are as follows: 


 IEDs are usually planted on road sides and in middle of rough tracks. IEDs formed out of 


artillery projectiles, rockets and missiles are often used to create maximum destruction. 


 The inexpensive nature of precursor materiel (containers, gun powder, homemade explosives, 


ball bearings, nails, wires, wooden pieces and etcetera) has made IEDs easy to manufacture. 


Information on how to make IEDs can be found and shared quickly via the internet. Technical 


knowledge of electronic circuit is also utilized for the preparation of remotely operated and timed 


IEDs. 


 Vehicle-borne IEDs are used to attack UN convoys, buildings and infrastructure.  


 Suicide bombers wearing suicide vests filled with explosives and metal shrapnel target check 


posts, community meetings, market places and congregations. 


 Methods of IEDs activation include use of switches, remote detonation by cell phone and other 


wireless devices or activation through contact with a pressure plate
16


. 


                                            
16


  No Tech Solution for Civilian IED Threat, Spectrum, 2014 


Figure 1.2 IED found by the Nigerien Peacekeepers, after receiving the  


Search and Detect training. MINUSMA. 2 August 2015 
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 Currently, IEDs ranging from simple switches to those with complex circuits are employed. For 


instance, in Mali, IEDs have been found with: 


o Simple (pressure plate) and high technical (electronic device) sensors. 


o Home-made explosives and military explosives. 


o Home-made shape charges and EOs. 


 Complex attacks using a remote control device, a pressure plate with large amounts of explosives 


or multiple command and victim operated IEDs with large explosive charges, in conjunction 


with a direct fire small arms attack. 


 Various types of IEDs, including PBIED, VBIED, CWIED, RCIED, VOIED and other un-


categorized IEDs are confronting UN peacekeepers in mission areas.  


 The IED threat is transitory in nature. Porous borders facilitate movement and transportation of 


IED precursors from one country to another such that the IED threat is similar in countries within 


a region. Similarities can be found in the TTPs of IED attacks.  


 IED is an evolutionary threat. It retains its relevance through the use of ingenuity in 


manufacturing and deployment methods. Moreover, due to easy access to IED making methods 


(mainly through the internet), low tech IEDs can transcend into high-tech. The aggressor can 


modify TTPs to counter the C-IED capabilities of UN military and police personnel. In view of 


these trends, there is a need to ascertain the change in threat once the peacekeeping mission is 


deployed. Additionally, the IED threat against UN peacekeepers may increase whereas the threat 


to civilians of the host country may start to subside.  


1.5.2. IED Threat assessment for UN Mission  


In order to predict post mission-deployment IED environment, there is a need to carry out an 


assessment of pre-mission environment. The aim is to predict IED threat pattern on deployment of 


UN troops and police. The assessment should be based on following indicators: 


 The local IED capability of aggressors or non-state actors in the host nation.  


 The existing level of IED threat in the country, through intelligence collection, assessment and 


information management. 


 The availability of IED making materiel in the host nation along with requisite IED making 


expertise.  


 The existence of IED making capability in neighboring state(s) that can lead to transition of IED 


capability to the host nation after deployment of UN mission.  


 The intensity of IED usage in the conflict situation, which may indicate employment of IEDs 


against UN personnel or assets after deployment. 
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The UN is increasingly proactive and structured in organizing a coherent response to the IED 


threat
17


. The UNSC has recognized IEDs as a major threat and a “proxy” weapon; UNSC resolutions 


have also mandated that the Monitoring Team assess IED threats posed by aggressors’ groups and 


identify the illicit supply chain and target the facilitators.  


1.6. Current IED Threat Mitigation Strategy 


In line with the UN mandate of self defence, the current IED Threat Mitigation strategy of UN is 


managing the threat through prevention and mitigation
18


. In the case of an IED threat to UN 


personnel, it is viewed through the Security Risk Management Process and appropriate risk 


management measures are adopted. An IED that poses a threat to UN Military / Police forces will be 


countered by the threatened force. UN field missions carry out the following IED threat mitigation 


measures in mission areas:  


1.6.1. Prevention 


Prevention consists of measures and actions taken to lower the likelihood of an IED event occurring 


and affecting the UN and requires coordination across the Mission HQ. It involves: 


 Information exchange and management. Reporting significant events which indicate an increase 


in the likelihood of an IED incident. 


 Travel and route planning. IED incidents generally require reconnaissance and preparation of an 


often-used route, in order to effectively engage peacekeeping personnel and property. 


 Protection measures for bases and work areas to deny vehicle and person-borne IED attacks.  


 Security-awareness involving an all-encompassing approach to educate UN personnel and locals 


on IED threats and requisite protective measures. 


 Assessing the prevailing local attitude towards UN personnel and the historical use of IEDs in 


the area. 


1.6.2. Detection 


 Detection of IEDs requires an array of detection techniques to avoid an incident. 


 Close-range detection of IEDs which remains the specialty of “high risk” search teams.  


                                            
17


 Ibid 15  
18


 Ibid 18. As discussed in Security and Policy Manual, Chapter IV, “Policy and Conceptual overview of the Security 


Risk Management Process” 


In line with the UN mandate of self defence, the current IED 


strategy of UN is managing the threat through prevention and mitigation 
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 UN mine action teams, which while undertaking de-mining or EOD activity, may detect and 


locate IEDs19. 


 UN mine action teams which adopt appropriate procedures, such as marking, evacuation, 


cordoning and liaison with the IED-Disposal (IEDD) team when it arrives to undertake 


appropriate disposal.  


1.7. Additional aspects of IED Threat Mitigation 


1.7.1. IED Disposal 


 IED Disposal is currently considered a component of EOD. 


 IED Disposal operators are by extension EOD operators who have undergone specific selection 


and certified training to deal with the requirements of an IED Disposal task.  


 It involves positive EOD actions against the IED or IED components once reported upon.  


1.7.2. Minimizing IED effects  


It consists of measures to lower the impact of IEDs near UN peacekeeping personnel and facilities. 


These are:  


 Blast or ballistic protection and standoff distance.  


 Deny access to UN bases or buildings by restricted entry techniques.  


 Personnel protection such as protective gear and use of mine resistant ambush protected 


(MRAPs) vehicles.  


1.7.3. Training 


Training is the preparation of UN peacekeepers to conduct operations in an IED threat environment. 


Training in a UN peacekeeping context is focused on: 


 The use of good information to predict what might happen next. 


 Feeding this information into the training process so that IED attack patterns can be recognized. 


 Identification of the areas or routes of highest risk. 


 Minimizing the risk of personnel coming into contact with IEDs. 


 Updating intelligence regularly. 


 Avoiding set patterns in routes and timings. 
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  United Nations Infantry Battalion Manual (August 2012) 


http://www.un.org/en/peacekeeping/documents/UNIBAM.Vol.II.pdf 



http://www.un.org/en/peacekeeping/documents/UNIBAM.Vol.II.pdf
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1.8. IED Threat Mitigation Operational Framework 


1.8.1. General Principles 


 Measures are needed to enhance the safety and security of UN personnel, assets and facilities and 


to enhance the mobility of UN personnel. These support mandate implementation and are within 


the Organization’s right to self-defense
20


. 


 While planning for a new mission or review of an existing mission, the key inputs crucial to PoC 


are identified during the Integrated Assessment and Planning Process (IAP). While conducting 


the IAP, the planning team should ensure that PoC considerations are factored into the Strategic 


Assessment (SA)
21


. 


 All activities to mitigate the threat of IEDs should be fully integrated at the operational, and 


tactical levels within the mission. 


 Mitigating the threat of IEDs within UN peace operations should not be confined to any single 


entity or implementation phase.  


 A comprehensive response to IEDs must not be planned or executed in isolation: it is cross-


functional and must be an integrated part of overall peacekeeping operations. 


1.8.2. IED Threat Mitigation Operational Concept 


 


UNSG has identified “Better 


protection against IEDs” among six 


critical necessities in UN 


peacekeeping
22


. On 19 Sep 2014, 


expressing outrage at the death of 


five Chadian peacekeepers during a 


roadside explosion at Mali, the SG 


remarked, “These continued 


assaults against the UN must cease 


immediately”
23


.   


In the context of the peacekeeping 


operation, IED threat mitigation 


                                            
20


  Ibid 6. 
21


  UNPKO-DFS Protection of Civilians: Implementing Guidelines for Military Components of United Nations 


Peacekeeping Missions, 2015. 
22


 UN Secretary-General's remarks at Summit on UN Peacekeeping on 26 September 2014.  
23


 UN News Centre report of 19 September 2014 
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needs to be conceptualized for all phases of the mission life cycle, including: 


 Assessment and mission planning  


 Mission start up 


 Mandate implementation 


 Transition or drawdown  


 


1.9. IED Threat Mitigation Objectives 


In line with the UN mandate of peacekeeping and ensuring the creation of an overarching secure 


environment for UN FHQ (Military and Police) as well as civilians, the objectives set for IED threat 


mitigation for UN mission are:  


 Force protection 


 IED threat reduction 


 PoC 


 


UN Secretary General identifies “Better protection against IEDs” 


among six critical necessities that stand out at the present time 
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1.10. Conceptual Contours of IED Threat Mitigation 


A whole-of-system or whole of UN approach should be developed to plan and organize capability in 


the UN mission setting. Adopting a systematic approach, incorporating all elements, including UN 


Military and Police, the host government and local resources provide direction towards achieving a 


minimum IED threat level in the host nation. Conceptual contours of IED Threat Mitigation in the 


UN mission setting and its cardinal aspects are elaborated as follows:  


 


 


 
Figure 1.3  Elaboration of conceptual contours of IED Threat Mitigation in UN Missions. 


 


 


 


   IED-TM 


Conceptual 
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1.11. Phases of IED Threat Mitigation  


In order to effectively deal with the IED threat in the host nation with the aim of threat reduction, 


operations should be planned in phases. Prerequisites to all phases of IED Threat Mitigation are local 


and government support, integration of the PKO / IEDD forces / enablers and the resolve of 


leadership at all tiers of UN military and police force:   


1.11.1. Phase I - Analyzing the IED threat  


o Intelligence collection 


o Threat assessment  


1.11.2. Phase II – Reducing the threat level 


o Defensive actions 


o Exploitation activities 


o Support of the UN proactive mitigation 


effort  


1.11.3. Phase III - Containment of the threat 


o Geographical confinement of IED threat  


o Minimizing threat transition from 


neighbouring states 


1.12. IED Threat Mitigation Capability Development 


The existing EOD and limited IEDD capabilities in UN missions have not been able to effectively 


mitigate the IED threat. Most casualties have occurred from IEDs which have remained unfound or 


undetected until detonation. There are minimal casualties or hazards when IEDs are successfully 


detected. Searching and detecting IEDs is at present a capability gap which needs to be addressed to 


meet current and future IED challenges; UN missions faced with a high IED threat must possess and 


deploy a  force (military and police) fully equipped and trained to carry out both Search and EOD 


tasks.  


Figure 1.4  Elaboration of desired IED Threat Mitigation Capability 


in UN mission 


IEDD Capability 


 


 


 


   Phases 
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 This capability development should have the following thrust lines: 


 Effectiveness against existing levels of IED threat in the mission areas. 


 The capacity to deal with future or projected IED threats. 


An effective IED threat mitigation concept involves the creation of a core capability through the 


force generation of IED Threat Mitigation assets. This capability needs to be formed with a multi-


tier approach. Key operational capabilities include: essential staff organization at FHQ’ level (both 


military and police), establishing command and staff responsibilities in the IED Threat Mitigation 


domain, the availability of trained specialized IEDD units or teams in the mission areas, a strong 


interface between the IED-TM force (military and police) and the ISR component and a well-


established liaison and coordination mechanism and media support. In addition, essential support 


structures need to be dovetailed according to the threat assessment to enhance the potential of the 


HQ for all phases of operations.  


1.12.1. Deployment of IED-TM Units (Search and EOD) 


In order to search and dispose of IEDs, which is the primary way to reduce or limit the IED threat, 


IED-TM units / sub-units need to be deployed in UN missions. IED-TM units should be assigned the 


tasks of search, disposal and evidence collection to effectively offset the IED threat to support FP 


and PoC.   


These mission-capable units comprised of Search teams and EOD teams supported with EDD assets 


should be able to perform the following roles in the UN mission setting: 


 Search and clearance of routes, areas and critical infrastructure / assets for IEDs. 


 Safe disposal of IEDs. 


 Explosive scene investigation (ESI). 


 Support for UN mission T/PCCs in the disposal of other explosive hazards (as an additional 


responsibility if requested). 


 Search Teams 


o In the UN mission setting the success of the IEDD effort is largely dependent on information 


based operations against IEDs and precursors. Specialized search teams comprised of trained 


searchers with an integral EDD component and equipped with precision search equipment 


and ECM, should be employed on basic search and high risk search to undertake following: 


 Defensive search in and around UN facilities, areas and suspected IED placements. 


 Proactive search of routes used by UN convoys (military and police) and security forces, 


vehicle search and the identification of potential IED prone areas.    
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 Supporting the intelligence effort of detecting and identifying IED hazards to UN 


personnel and civilians.  


 IEDD Teams 


o EOD teams are comprised of special technicians trained to carry out RSPs and the disposal of 


IEDs been detected by search teams.  


o These teams carry out positive identification of an IED/ UXO, post blast investigation and 


crater analysis.  


 ESI 


o ESI and evidence collection are important facets of IED-TM operations. The EOD team is 


responsible for ESI collects, recovers, identifies and preserves IED precursors and physical 


components for further investigation. 


o The objective of ESI is to identify the aggressor’s TTPs and capabilities, to provide support 


to threat assessment and to improve own TTPs to ensure force protection and PoC.  


o Support Level 2 and 3 exploitation where it exists. 


o It must be considered that ESI is largely a police function, and careful consideration must be 


made to separating exploitation of biometrics for prosecutorial purposes and the technical 


exploitation of device components which will contribute to force protection measures. 


Technical exploitation of devices should always be encouraged, but exploitation of 


biometrics will be mission specific and dependant upon a number of factors such as the rule 


of law, capacity of police forces, etc.  


1.12.2. IED-TM Command and Control Organizations 


Where IED pose a threat to UN mission personnel, a mission level IED threat mitigation strategy 


should be developed by senior mission management in conjunction with stakeholders. Planning and 


implementation of operations in line with the FCs’ policy require staff functions at the macro and 


micro levels. Being complex in nature, IED threat mitigation requires elaborate understanding, 


detailed planning and vertical and horizontal coordination. 


Depending upon the size of mission, the level of IED threat and the geographical area, Force / Police 


Headquarters may establish a IED-TM command and control organization. The IED-TM staff 


structure within the Force (military and police) HQ from low to high threat levels is as follows: 


 FHQ working group – from within the FHQ staff 


 Dedicated IED advisor and a FHQ working group 


 Dedicated IED advisor and IED-TM cells (with existing staff) 


 IED advisor and IED-TM cells (with dedicated staff) 
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 Refer to the EOD Unit Manual for additional structure for integrating staff and advisors. 


IED Advisor. The IED advisor (military and police) will form an important link pin in planning and 


implementation of IED threat mitigation measures in the mission area. IED advisor will advise and 


assist the FC and the working group in managing and directing IED-TM efforts.  


1.13. IED-Threat Mitigation Methodology - Internationally adopted 


1.13.1. Key Operational Activities (KOAs). A strategic-Level approach strives to isolate the 


aggressor’s in-mission IED system from outside influences, finance, and supplies. Operational and 


tactical levels systematically apply KOAs against the complete enemy IED system.  


In designing an IED-TM plan, six fundamental actions (i.e. Predict, Prevent, Detect, Neutralize, 


Mitigate, and Exploit) form the basis for developing an integrated, holistic approach to a IED-TM 


which incorporates intelligence, information, training, operations, materiel, technology, tactics, 


policy, and resourcing solutions.  


The output from these six activities provides the capability needed by the Mission to predict the 


aggressor’s actions, prevent the aggressor from executing plans, detect IED material and devices, 


neutralize emplaced devices, mitigate the effects of an IED event, and exploit IEDs and/or IED 


events
24


.  The full spectrum of activities is intended to be informative and not proscriptive – the 


capacity to execute the six actions may be beyond the scope of a Mission’s mandate or beyond the 


capabilities resident therein.  


Predict 


‘Predict’ comprises the analytical actions necessary to develop and maintain a comprehensive 


understanding of the operational IED environment. It exploits intelligence, and in so doing, 


contributes to a more concise understanding of the aggressor’s cell structures, systems, networks, 


training, equipment, infrastructure, TTPs, support mechanisms (e.g., IED materiel), and other actions 


which forecast the IED operations.  


Prevent 


‘Prevent’ is comprised of proactive actions associated with the degradation the aggressor’s capability 


through detection of IED and precursors prior to emplacement, in order to prevent an attack. Prevent 


includes: 


 Neutralizing or capturing bomb makers and their supporting subsystems 


 Disrupting the IED chain of events prior to emplacement 


 Deterring public support for the aggressor’s use of IEDs. 
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 Canadian Forces Joint Publication 3-15 Countering Improvised Devices, 2012. 
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 Actions, both overt and covert, that target, interdict, and eliminate key aggressor personnel, 


infrastructure, logistic capabilities, and aggressor combat operations involving IEDs, when used 


on their own or as part of a complex attack. 


Detect 


‘Detect’ occurs after an IED has been emplaced and is a crucial C-IED element. It includes activities 


designed to identify and locate personnel, activities, explosive devices (and their component parts), 


equipment, caches of IED components, weapons and infrastructure. 


Dispose 


To prevent uncontrolled detonation, IEDs must be disposed of safely through a deliberate 


detonation, disruption or neutralization. Disposal enables peacekeepers and the local populace to 


operate safely in and around the emplacement site. 


Minimize 


In the event that Predict, Prevent, and Detect fail, minimizing the effects of an IED event is an 


important follow-up activity. 


Exploit 


Exploit is the process through which event and associated physical materials are recorded and 


analyzed. The objective is to understand the aggressor’s methods of operation and relationships, and 


the device’s capabilities. Exploitation takes place at any stage within the IED system, though every 


effort must be made to conduct exploitation as early as possible to restrict the aggressor’s IED 


activities. 


1.13.2. IED-TM elements (military and police) should serve as the focal point for all IED-TM 


activities in the mission area, from the pre-deployment preparatory stage to the transition / 


drawdown stage. These actions may either be Direct (focused on the IED system) or Indirect 


(focused on locals or the host nation). Important actions are summarized in tabulated form in Figure  







 


IED Threat Mitigation Military and Police Handbook                         38 


 


 


 
Figure 1.5  Breadth of Possible IED-TM actions in a typical mission area 
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All friendly forces have a collective role in increasing both 


FP and IED-TM effectiveness by collecting and sharing vital 


information on the IED threat 
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2.1 IED-TM Plan / Campaign Approach 


The principles to be considered when developing a comprehensive plan/ campaign, are built around 


the KoAs covered in Chapter 1 as follows: 


2.1.1. Threat and risk. The planning process needs to be guided by the IED threat and risk 


assessment, including an assessment of key vulnerabilities. This assessment must be ongoing due to 


the evolving nature of the threat. 


2.1.2. Operational constraints and limitations. The plan needs to take account of the constraints 


and limitations it may impose on the ability of Peacekeeping Forces to execute the mandate in IED 


threat environment.  


2.1.3. Intelligence. Critical to a successful IED-TM strategy is the provision of timely, accurate, 


and relevant information to commanders at all levels. Other mandatory considerations include: 


o Intelligence, which guides the deployment and allocation of IEDD resources, the 


modification or development of IED capabilities, the revision of plans and TTP, and 


proactive actions. 


o The decentralized, asymmetrical, and covert nature of aggressor’s operations, combined with 


the potentially strategic implications of a single IED event suggest the need for a much 


greater focus on intelligence collection, at a local level, with human intelligence (HUMINT) 


playing a central role.  


o To defeat the aggressor’s IED strategy, operational and tactical commanders require greater 


access to, and potentially the control of, the full range of UN mission intelligence-collection 


assets.  


2.1.4. Information Management. Current and predictive intelligence is the key to defeating or 


mitigating the use of IEDs. Critical to the intelligence process is the establishment of an “all-


informed” IED information architecture that enables the commander and staff involved by rapidly 


sharing IED information provided by all levels, from Tactical to Strategic.  


 


2.1.5. Situational Awareness. At the tactical level, situational awareness, supported by robust 


TTPs and the adoption of mitigation measures significantly reduces the IED risk. Personnel (at all 


levels) must develop a thorough understanding of their environment - the people and the topography. 


Critical to the intelligence process is the establishment of an “all-


informed” IED information architecture that enables the commander and staff 


involved by rapidly sharing IED information provided by all levels, from 


Tactical to Strategic 
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Personnel must be able to identify changes in the environment (e.g., physical changes or a change in 


mood or behaviour among the local population).  


2.1.6. Force Protection (FP). FP measures, materials, and TTPs are directed at reducing the effect 


of IED attacks and providing peace keeping forces the freedom to conduct their normal operations. 


FP planning may also need to consider protective measures for the local population and 


infrastructure, including controls on movement. 


2.1.7. Proactive Action. A complete IED-TM plan is one that supports exploitation of key 


vulnerabilities in the IED system. Mandated by the UN’s right of self-defence, such proactive 


actions are intended to restrict the aggressor’s freedom of action, capability, and initiative while 


promoting UN influence.  


2.1.8. Influence activities. UN support of the civilian population is seen as an influence activity 


and a key enabling activity. Influence activities should be incorporated into the plan to gain the 


population’s support and to negate the aggressor’s propaganda activities. Activities may include 


diplomatic and economic efforts at the national level (host nation), and/or conduct of information, 


psychological and civil-military cooperation (CIMIC) operations at the regional and local levels. 


2.1.9. Training. Effective training is fundamental to successful operations in an IED environment 


both during pre-deployment phases and in Mission IED training should incorporate the latest IED 


trends and lessons learned.  


2.1.10. Cooperation. In the UN peacekeeping context, effective IED-TM cannot be undertaken 


without cooperation with civilians, political elements and local law enforcement agencies.  


2.1.11. Integration. IED TM is not an independent activity. It is implemented as a part of the overall 


UN mandate and mission plan. FP and PoC may require the IED threat mitigation plan to be part of 


all UN activities in the mission area. The Force (military/ police). 


2.1.12. Agility. The asymmetrical nature of the IED threat, combined with the aggressor’s ability to 


rapidly modify their TTPs, requires peacekeeping forces to develop an agile plan that can be rapidly 


modified.  


2.2 Information collection, sharing and the IED threat assessment context 


IED threat mitigation is achieved through the combination of interrelated tasks performed at 


strategic, operational and tactical levels.  All friendly forces have a collective role in increasing FP 


by collecting and sharing vital information on the IED threat.  During the conduct of a Strategic 


Assessment
25


, the possible threat of IEDs, and other explosive hazards should be taken into account. 


Accordingly, assessment and planning processes should integrate expertise on explosive threat 


                                            
25


 See UN Policy on Integrated Assessment and Planning (IAP). 
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mitigation, when and where warranted. This information contributes to the generation of more 


accurate assessments, and guides capability requirements and further actions. It has the ultimate 


objective of mitigating the effects of IEDs on the mission and the local population. As with all 


intelligence products, IED threat assessments must be subject to continuous reviews in order to 


reflect developments in the tactical, operational and strategic situations. 


2.2.1. Pre-deployment threat analysis. T/PCCs should be informed of IED threats within the 


mission area before and during reconnaissance visits, in line with the DPKO Policy on Contributing 


Country Reconnaissance Visits
26


. Information on existing IED threats can aid T/PCCs in their ability 


to prepare threat mitigation measures. The process of assessing IED threat mitigation preparedness 


should also be continuous. UNHQ should ascertain the T/PCCs preparedness during pre-deployment 


visits in advance of each contingent’s induction - in line with the Operational Readiness Assurance 


and Performance Improvement Policy
27


. The UN Mine Action Service (UNMAS) currently 


maintains the technical expertise required to assess the threat and potential impact of IEDs and other 


explosive hazards.  Until the UN develops a dedicated IED threat mitigation organisation (military 


and police), this expertise is available at UN headquarters and to field missions and should be called 


upon to participate, support, or advise during the assessment and planning processes. This may 


include the conduct of an assessment mission and/or technical survey. 


 


2.2.2. In-mission information sharing and coordination 


UN missions should be supported by an intelligence cell responsible for enhancing situational 


awareness for all forces in the area of operations.  The cell coordinates intelligence support to site-


exploitation operations and responds to requests for information/ intelligence. It uses information 


collection assets in accordance with the commander’s priorities and supports the IED-TM campaign 


with persistent surveillance to support cueing of focused reconnaissance response forces, post 


incident exploitation, and the collection of geospatial information to support planning and current 


operations. 


Successful Peace Support Operations (PSO) are built on mutual trust and respect, and must rely on 


coordination of the IED-TM capabilities from T/PCCs, including intelligence, surveillance, weapon 


technical intelligence (WTI), search and EOD. PSO partners are also a source of knowledge on IED 
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 DPKO Policy on Contributing Country Reconnaissance Visits, 2005.6. 
27


 Operational Readiness Assurance (ORA) Policy ref.2015.16/UN DPKO/DFS/01 Jan 2016. 


Information on existing IED threats can aid T/PCCs in their ability to 


prepare threat mitigation measures 
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threat, the sharing of which is critical for intelligence support to the IED-TM effort. TTPs and 


equipment, including devices emitting electromagnetic signals should be coordinated and integrated 


across the mission. Coordination with the UN Country Team (UNCT) representatives (military and 


police) is advisable in terms of information-sharing, particularly where the mission supports 


humanitarian actors in delivering their mandates. 


2.3 Identification of uniformed capabilities 


Resolution 70/46 adopted by the UN General Assembly on 7 December 2015
28


, on Countering the 


threat posed by IEDs encouraged states to respond appropriately to the threat environment involving 


IEDs within peacekeeping operations. This resolution specifically calls for the provision of “the 


appropriate training, capabilities, information and knowledge management and technology that is 


required to counter IEDs”. The identification of uniformed (military and police) capabilities will 


follow the UN military standards as outlined in the UNMUM series, specifically the EOD unit 


manual.   


Capability requirements for peacekeeping will vary from mission to mission depending on such 


factors as the mandate, the security environment, geography, population distribution, and even the 


climate. Although the spectrum of UN deployments does employ some common capabilities, the 


military force and police requirements of each mission are planned with specific capabilities to 


achieve the desired effect based on the respective mandates. With the proliferation of IED in areas 


where the UN is expected to deploy, capabilities that can mitigate this type of threat will be of 


primary importance. 


Consideration should be given throughout all mission planning processes to the identification of 


specific resources (e.g. materiel, personnel and etcetera) required for effective IED threat mitigation 


measures. Findings related to threats posed by IEDs noted in the strategic, operational or other 


assessments should lead to development of the overall mission concept. These findings should be 


incorporated as part of the budget development processes, as well as the military, police and support 


concepts and plans. Material and equipment needs should be addressed through the Chief of Mission 


Support (CMS) and/or Director of Mission Support (DMS) in relation to budget preparation.   


IED mitigation requirements should also be noted in the Statement of Unit Requirement 


(SUR)/Force Requirement (FR) documents to include advice on what areas of IED threat mitigation 


are required by a particular unit.
29


 Planning for budgeting and the acquisition of equipment and 


services required for mitigating the IED threat should be undertaken in a realistic and timely manner. 
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 Ibid 3 


29
 Ibid 6. 







 


IED Threat Mitigation Military and Police Handbook                         44 


2.3.1. Factors determining the IED-TM Force structure 


The following factors should be considered when determining uniformed capabilities required to 


reinforce IED threat mitigation activities: 


 Manpower.  The mission must have an adequate number of trained Search and EOD teams / 


operators to carry out the IED threat mitigation mission mandate and tasks. 


 Expertise.  IEDD unit personnel must have an adequate level of IEDD qualification, training and 


experience to enable success in operations. 


 Equipment.  The mission must own or the T/PCC should have sufficient materiel, equipment, 


and technology to execute C-IED tasks efficiently. 


 Information.  The availability of intelligence sources and communications systems must be 


sufficient for IED threat information collection and management that supports the UN mission. 


 Support.  Dedicated support resources and mechanisms must be available to sustain IEDD 


operations. 


2.3.2. Components of IED-TM Units 


The table below provides examples of IED threat mitigation capabilities (military and police) that 


can be requested by mission planners as part of mission planning and concept of operation 


development.  This list is not exhaustive and the capacity to fulfill each function may vary and 


should be tailored according to the mission’s needs. 


 IED threat mitigation Capability Function 


 Search Teams 


Specialized search teams used in the application of 


systematic procedures and appropriate equipment 


to locate specified targets in support of military 


and police operations (i.e. detection of IEDs). 


 Route Clearance Teams (RCT) 


Specially equipped teams with the equipment 


designed to aid in identifying IEDs and explosives 


hazards along routes of travel and to within the 


mission area. 


 EDD 
Consists of the handler and dog specifically trained 


in the detection of explosives. 


 IEDD Teams 


Specialized teams trained in the detection, 


identification, evaluation, render safe, recovery 


and disposal of IEDs. 
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 ESI trained personnel 
For post incident investigation and collect forensic 


data 


 Electronic Counter Measures (ECM) 
Equipment designed for use against the threat of 


RCIED. 


 Intelligence, Surveillance and  


 Reconnaissance (ISR) capabilities 


Specialized equipment and techniques for 


increasing the mission’s situational awareness 


related to IED use. 
2.4 Planning and coordinating IED threat mitigation in the UN mission 


FHQ (military and police) are required to carry out a detailed assessment of the IED threat in the 


mission area through intelligence collection efforts and from this identification of uniformed 


capability requirements for undertaking the IED-TM effort. A plan is then outlined for the 


deployment of capabilities in the mission area. This will include planning and coordinating IED 


threat mitigation activities in conjunction with relevant stake holders and the development of a 


sustainable and flexible mitigation structure at Force and Police Headquarters. The plans should 


incorporate information about the overall peacekeeping mandate and an aggressor’s TTPs and 


should be updated regularly. 


Towards this end and considering factors like the size of the UN mission, the level of IED threat 


(from low to high) and the geographical area, the FC is to organize IED threat mitigation effort in 


following manner: 


 


2.4.1. Minimum threat level – IED-TM WG. When the level of IED threat is low, the FC will 


establish a working group comprising of senior mission management to develop an IED 


mitigation strategy to accord with the mission mandate and will use this to direct, focus and 


manage IED threat mitigation efforts within the mission.  The WG should gather inputs for 


assessment, develop IED threat mitigation outputs, and submit recommendations for decision 


to the Mission Leadership. On approval, the recommendations should be disseminated and 


implemented across the mission. The composition of the WG may vary depending on the 


mission size, available resources and level of threat within the mission environment. 


 


 


 


FHQ is required to carry out detailed assessment of the IED threat in the 


mission area through intelligence collection effort and identification of uniformed 


capability requirements for undertaking the IED mitigation effort 
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2.4.2. Low threat level IED-TM advisor and WG. In the case of a low IED threat level, requiring 


continuous monitoring of the situation and response, the FC (military and Police) is to authorize a 


IED advisor in F/PHQ. The IED advisor will advise and assist the FC in critical decision making. 


IED Advisor is to be supported by existing operational, intelligence, training and CIMIC staff 


officers to plan and coordinate IED threat mitigation activities. 


2.4.3. Medium threat level –IED advisor and IED-TM cells. As the IED level threat rises in the 


mission area, a dedicated IED-TM organization may be developed. This should comprise of the IED 


Advisor and a IED-TM Cell manned by existing HQ staff (U2, U3, U5, U6, U7 and U8). 


2.4.4. High threat level IED advisor and dedicated staff for IED-TM cells. As the IED threat to 


UN personnel increases and IED incidents increase, the FHQ (military and police) are required to 


create a dedicated nucleus IED-TM staff organisation under the supervision of the IED advisor. It 


will include various cells including operations, intelligence, training and CIMIC cells to effectively 


plan and coordinate operations in mission area.  


 


Figure 2-1 Functioning of IED Threat Mitigation WG  
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2.5 IED-TM command and control organization, staff functions and tasks 


Key tasks (within a mission military and police HQ) include action that must be undertaken to 


support a fully integrated approach, in an IED threat environment. Suggested tasks of staff at Force 


or Police HQ are given below.  


2.5.1. IED advisor.  FHQ (military and police) will each have a IED Advisor with additional staff 


depending upon the strength of the UN mission, the level of threat and geographical area. Tasks of 


the C-IED Advisor in the FHQ (military and police) are: 


 Advise and assist military/police commander on all C-IED matters. 


 Control and coordinate IEDD operations in the mission area. 


 Advise on IED training to units, including on the provision of specialist training. 


 Update the IED and explosives hazard information. 


 Assist commanders of other headquarters in the mission area in IED threat mitigation planning 


on as required basis. 


 Advise on FPECM matters. 


2.5.2. The establishment of IED-TM cells 


To enable Military and Police Headquarters to handle IED-TM efforts effectively, various cells may 


be created to plan, organize and coordinate IEDD operations. Close liaison and integration amongst 


these cells is essential for the successful conduct of IEDD operations. Detailed tasks of each cell / 


organization are covered in the following sections: 


2.5.2.1. Intelligence Cell. This cell is responsible for collection, analysis and dissemination 


of information on IED system for IEDD operations in the mission area. The main tasks of the 


Intelligence cell (U-2) are: 


 Assess the IED threat. 


 Develop and disseminate IED information to the common operating picture. 


 Identify intelligence requirements and operational gaps to optimise IEDD operations within the 


area of operation. 


 Recommend FP measures. 


2.5.2.2. Operations Cell. Planning and coordination for the conduct of IEDD operations, 


capacity building and support measures will be managed by this cell. The cell will also act as the 


focal point for all stake holders and will prepare advice on IED response for the HOM or Working 


Group under the supervision of the IED Advisor. Tasks of this cell (U-3, U-5, U-6 & U-8) are: 


 Synchronize and plan IED activities. 


 Track and log developments in the IED threat. 
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 Coordinate C-IED activities with HQs (military or police) and host government agencies. 


 Plan exploitation operations. 


 Establish IEDD capacity-building requirements.  


2.5.2.3. CIMIC and Information Management Cell.  All source intelligence gathering and 


information management are key to successful implementation of IED-TM strategy in mission and 


non-mission settings. This cell will keep mission personnel (military, police and civilians) updated 


about the IED threat, aim to reduce or prevent an aggressor’s influence and extend the peacekeeping 


influence on locals using physical and psychological means. Tasks of this cell (U-9) are: 


 Carry out coordination with civil departments, NGOs and locals for development of the IED 


information picture. 


 Plan and conduct influence activities. 


 Plan and conduct the IED awareness and information campaign if mandated. 


2.5.2.4. Training and Evaluation Cell. The U-7 manages the in-mission training, evaluation 


and lessons-learned process. This process should incorporate TTPs, equipment, and other related 


change proposals to include reach-back capabilities that form the mission prepare-the-force 


initiatives. Chapter 5 of this handbook further defines qualifications and provides training guidelines. 


The cell will have a critical role to play in determining training standards and the level of expertise 


required by IEDD forces to meet the threat level. It will interact with the Intelligence and Operation 


cells to analyze and identify capability gaps in order to plan in-mission training and update training 


standards. Tasks of U-7 will: 


 Prepare training plans, guidelines and organization of IED training. 


 Provide guidance and support to Sector HQ and IED-TM units in development of training 


packages and up gradation of  TTPs.  


 Carry out in mission IEDD training evaluation. 


 Carry out evaluation of the IEDD force operational readiness.  


2.5.2.5. Liaison.  Regardless of the command structure and arrangements, effective liaison 


will be vital.  Liaison officers (LOs) foster knowledge-sharing and understanding, and enhance 


mutual trust and team work.  Depending upon the level of the IED threat, consideration should be 


given to establishing explosives hazards LOs within key organizations including: 


 Mission partner, national C-IED organizations 


 Military and police HQ 


 Mission component HQs 


 T/PCCs HQs 
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 Host nation security forces 


2.5.2.6. Embedded staff.  Embedding of staff in FHQ and units has proved a very successful 


mechanism for nations with a small military commitment to quickly access IED information and 


knowledge and gain specialist skills.  These arrangements can provide benefit through timely 


warning of a major change in the IED threat or development of new IED countermeasures. 


2.6 IED-TM Units - Search and EOD teams employment 


For effective IED threat mitigation in the mission area, defensive as well as proactive operations/ 


activities will need to be conducted by (Military/ Police) Units/ Teams in the field. Understanding of 


operational employment and capabilities of the IED-TM force is essential for Command and staff 


officers at FHQ. This will assist the Commander in situating the efforts, planning effects-based 


employment of the IED-TM force, and taking appropriate and timely decisions to mitigate the IED 


threat in the mission area.   


2.6.1. IED-TM Unit structure 


Identification of a uniform capability to comprehensively mitigate the IED threat in the mission area 


is the key task during the mission planning stage. The structure of IED-TM Unit and teams will vary 


according to the mission mandate, the mission size and the IED threat environment. Factors 


determining the size of the force and its major components are discussed in section 2.3. 


2.6.2. Employment of IED Units/ sub-Units. Based on the threat assessment and mission 


planning, the commander of the IEDD Unit / Subunit will be the focal point to plan, coordinate and 


execute IED-TM operations / activities in support of the FC intent. Detailed tasks of the IED-TM 


unit are given in Annex A. Units/ Teams in the mission area will: 


 Conduct IED-TM operations as per the FHQ (military and police) FP plan. 


 Conduct search and disposal tasks to include (but not limited to) the following: 


o Route clearance  


o Urban area clearance 


o Area clearance 


o Entry point search (vehicle/ personnel) 


o Disposal of explosive ordnance finds 


 Conduct Level 1technical exploitation (ESI). 


 Respond to bomb calls on authorization by FHQ.  


 Support FHQ in IED awareness in the mission area. 


 Share IED information including threat warnings on behalf of FHQ. 


 Ensure the availability of relevant equipment to address the latest threat in the mission area. 
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 Update TTPs for FP and PoC according to the latest threat in the mission area. 


2.6.3. Capabilities of IED-TM units/ subunits. Military FHQ and UN police staff must be 


acquainted themselves with capabilities and TTPs of units/ subunits so that their employment is best 


utilized in reducing the IED threat level in mission area. IED-TM units/ subunits will:   


 Assess IED threats in the mission area. 


 Advise FHQ on the planning of IED operations in high, medium and low threat zones. 


 Search and dispose of all kinds of IEDs, including complex IEDs. 


 Search and dispose of all kinds of UXO, except NBC munitions. 


 Provide search cover to UN convoys, installations and dignitaries. 


 Carry out ESI of IED incidents and advise FHQ (military and police) on preventive measures to 


avert future IED attacks. 


 Contribute to IED awareness programs in the mission area, if required. 


2.7 Mechanism of monitoring and reporting 


The uninterrupted flow of information is essential for the conduct of safe and effective operations.  


Staffs, troops and units under an IED threat need to communicate quickly, clearly, and concisely so 


that IED-TMs missions can be planned and executed successfully. Standardized report and message 


formats enable easier interpretation and efficient exchange of information. Standardized specimens 


of the following IED/ EO reporting forms are attached at Annex B 


 IED / EO reporting form. 


 Suggested layout of IED/UXO demolition/neutralization certificate. 


 Suggested layout of investigation report on captured/recovered IED/UXO held under the 


custody of law enforcing agencies. 


 Suggested layout of IED/UXO incident report. 


 Suggested layout of post blast investigation report. 


The standardisation of forms is particularly important in combined operations as they reduce the 


impact of different operating languages and ease the collation and transmission of complex 


information.   


The IEDD report is the authoritative technical record of an IED event that is used to develop 


technical intelligence, to confirm adversary / friendly TTPs, to share information with allies, and to 


Standardized report and message formats enable easier interpretation and 


efficient exchange of information particularly in combined operations as they 


reduce the impact of different operating languages and ease the collation and 


transmission of complex information 
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assist in aggressor’s trend analysis. Timeliness and accurate reporting is the key to ensuring a well-


informed community and is invaluable in analysing trends and formulating future RSP.  


The reporting system facilitates information flow and development of an overall picture covering the 


following aspects: 


 The threat and hazard situation. 


 The locations of IEDs and explosive ordnance. 


 Reporting of IEDs found during routine missions. 


 The explosive ordnance type, quantity and incident site. 


 Residual risk. 


 IED Intelligence. 


 The workload of IED forces (type, duration and number of operations). 


 Collection and submission of archival information (reports, photographs, drawings of incident 


site / disposal procedure /result). 


Missions should ensure the use of a standardized process for recording, collecting, analyzing and 


disseminating IED incident data.  Data collection processes should be tailored according to mission 


requirements for potential use by, where relevant, the IED-TM units along with FHQ staff. 


Collection, amalgamation and filing of contemporary data from IED reports is essential for 


monitoring IED activity within the area of operations. Sharing information with key stakeholders 


within the mission and UN HQ will directly assist with investigations, intelligence threat 


assessments, identification of recurring patterns and methods of attack, vulnerabilities and any 


remaining or new capability gaps.  The information sharing can also enhance cooperation with local 


military and police security forces, who will ultimately inherit the C-IED responsibility. 


2.8 Guidelines for Operating under IED Threat 


It is important for UN forces operating under an IED threat to seriously consider its impact when 


planning and executing operations and tasks. Information about IED indicators and signs are given at 


Annex C and general awareness about IEDs are given at Annex D.  


2.8.1. Preventive actions 


During the conduct of operations, UN forces (military and police) can mitigate the IED threat by 


applying the following preventive actions: 


 Avoid routine behaviour. 


 Vary routes and timing. 


 Maintain a high level of alertness. 
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 Plan the establishment of check posts and patrolling activities keeping in mind threat 


assessments such as hotspot areas, infiltration routes adopted by the aggressor (IED emplacers), 


timing of IED placement (before sunrise or after sunset), patterns of earlier incidents, possible 


targets and etcetera. 


 Conduct training on procedures for action on identification of threat, on IED find and on IED 


attack. 


 Maintain a quick response capability in the event of IED attacks and rehearse procedures – 


prepare for the unexpected. 


 Be vigilant about out of the ordinary behaviour and IED-linked indicators. 


 Take notes and report any suspicious activity. 


 Assume that all attacks with IEDs are followed up with ambushes or further IEDs. 


 Keep a safe distance between vehicles in convoys. 


 Adjust the speed and distance between the vehicles in a convoy according to the situation and 


threat assessment. 


 Be aware of canalizing terrain and conduct the appropriate drills. 


 In areas of high risk/exposure, consider modifying vehicles to provide additional protection from 


blast and debris from an explosion. 


 Emphasize the importance of maintaining an offensive posture, conducting security patrols, 


establishing over-watch on likely attack positions, and always being ready to approach and/or 


engage the local population. 


2.8.2. Render safe procedure (RSP) guidelines. The following guiding IED-TM principles are to 


be adhered to in all IEDD operations: 


 Remote means will be the primary RSP. 


 Manual RSP actions shall be carried out only as a last resort. 


 The operator shall be exposed to the device for the minimum period of time. 


 Mandatory soak times shall be observed before any manual approach. 


 The operator shall revert to remote means whenever possible. 


 Destruction in situ (or blow in place) is the safest method to dispose of an IED.  The course of 


action selected will depend upon the FC’s policy which will be based upon the level of expertise 


possessed by IEDD units and teams, the threat to installation/ personnel, the mission mandate 


and the local commander’s recommendations. 
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Chapter 3 


 Functions Contributing to IED Threat Mitigation 


 


 


 


 


It is important to balance proactive, reactive and enabling 


activities based on an assessment of critical IED system 


vulnerabilities and an assessment of the Force and UNPOL 


capability to degrade those vulnerabilities 
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3.1 Operational assessment considerations 


The purpose of an operational assessment is to bring the UN political, security, development, 


humanitarian and human rights entities together to develop a shared understanding of the IED threat 


in conflict or post-conflict situations. The assessment includes the roles of stakeholders and core 


peace consolidation priorities and proposes options for UN in-mission IED-TM efforts on the basis 


of an assessment of risks and opportunities. Whether as part of mission start-up planning or during 


the life-cycle, the operational assessment provides a basis for the development of recommendations 


on IED threat mitigation approaches. It includes the commitment of effort (military and police) 


along with integrated support from stake holders for the consideration of the FC and if appropriate, 


the HOM.  


During the conduct of the operational assessment the possible threat of IEDs or other explosive 


hazards, in and around the host country should be taken into account. As part of these considerations 


it should be recognised that of the activities conducted by any aggressor’s organization, generating 


local support and support from similar organizations often has the greatest impact on its long-term 


effectiveness. For example: 


 Technical. Expertise of a technical nature may be moved within a host nation between one 


region and another or from one organization to another allowing the aggressors to gain from one 


another’s experience. 


 Financial. Money or material may pass unencumbered from cities to towns even over borders. 


 Transportation. This may include providing safe passage through check posts or borders. 


3.2 Operational planning considerations 


IEDs are but one operational threat facing a Commander. As such, planning to counter IEDs is done 


as part of the normal operational planning processes that address all threats faced by the Force. This 


ensures comprehensive FP measures are employed and that the IED-TM activities are coordinated as 


part of the risk management process and operation plan. 


3.3 IED Threat Mitigation Activities 


Due to the robust nature of most IED systems, mitigation measures taken against only one node of 


the system are unlikely to impact decisively on the use of IEDs by an aggressor. However, IED 


systems are vulnerable to comprehensive mitigation measures which may involve diplomatic, 


economic or security forces actions. Accordingly, the strategy for responding to an IED threat is to 


view the threat comprehensively and conduct mitigation activities across the IED system. IED-


Activities are based on a thorough analysis of IED system vulnerabilities and are: 
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 Intelligence-led and proactive, aiming to degrade the aggressor’s development and adaptive 


capability through effective interdiction and superior countermeasures. 


 Applied simultaneously by civil, military and police elements against the IED system’s critical 


vulnerabilities. 


 Proactive, defensive and enabling and underpinned by comprehensive information activities 


including civil-military cooperation. 


3.4 IED Threat Mitigation Plan 


3.4.1. In developing the operation plan it is important to understand the capability and time matrix:  


 Activities undertaken close to the point of an IED attack will achieve more immediate effects, 


such as ensuring FP by defeating a specific IED.  


 Activities conducted before the point of attack will have substantial medium term effects, such as 


preventing the emplacement of an IED or by denying movement of IED precursors and/or the 


emplacers. 


 Activities undertaken to achieve effects even earlier, such as information gathering activities or 


the removal of financial and material support from the aggressor, may have a longer lasting 


effect on an IED system, but may require more resources and take much longer to achieve. 


3.4.2. It is important to balance proactive, reactive and enabling IED-TM  activities based on an 


assessment of critical IED system vulnerabilities and an assessment of the military and police 


capability to degrade those vulnerabilities.  


3.4.3. As outlined in the preceding paragraphs, preventing the emplacement of an IED through 


proactive measures will have substantial medium term effects. These activities could include 


identifying the personnel and sources involved in the IED material supply chain through intelligence 


and investigative efforts.  


3.5 Exploitation 


Valuable technical intelligence to support IED-TM can be derived from the exploitation of captured 


information and materiel. Exploitation in-mission is coordinated by U2 (see Chapter 2) and may be 


limited by the mission mandate, resources or expertise available. IED related exploitation is 


managed as part of the overall exploitation effort. It includes:  


 Examination, analysis and archiving of documents, photographs, computers and other 


information storage media. 


It is important to balance proactive, reactive and enabling IED-TM activities 
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 Examination, analysis and archiving of weapons and equipment, including IEDs and 


components.  


3.5.1. Exploitation considerations 


IED-TM exploitation may also include collection and analysis of forensic evidence and biometric 


data.  


Key exploitation considerations include the following:  


 Technical intelligence. Critical information is provided by the timely recovery of IEDs (pre or 


post-initiation), device-making equipment and forensic evidence, including biometric data. 


Establishing and deploying teams to recover, exploit and transport IED material and forensic 


evidence is highly desirable.  


 Biometric data. Biometric data provides an ability to identify individuals who have been 


involved in IED activities. Biometric data must be collected in accordance with Mission mandate 


and should be utilized solely to facilitate  


Intelligence gained from exploitation can predict aggressor actions, support degradation of an IED 


system and assist the detection and neutralisation of IEDs. It also enhances mitigation efforts by 


supporting the development of FP measures, including TTPs, and the following:  


 Evaluation.  FP measures need to evolve as the threat changes and when the aggressor’s TTPs 


change in response to friendly force actions. The capability of responsive evaluation based on 


lessons learned supports: 


o Timely review and dissemination of revised FP measures. 


o Training upgrades. 


o Capability development.  


o Equipment acquisition.  


 Maintenance of capability effectiveness. Countering an evolving IED threat requires constant 


redevelop and validation of countermeasures and techniques. This is focused by FP priorities and 


includes ensuring that intelligence gained through exploitation is used to maintain and improve 


the effectiveness of the FPECM capability.  


Intelligence gained from exploitation can predict aggressor actions, support 


degradation of an IED system and assist the detection and neutralisation of 


IEDs 
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 Information activities. After an IED incident, information activities may be directed at 


countering and undermining aggressor efforts to legitimise IED use, focusing on the negative 


impacts of IED use. 


3.5.2. Exploitation activities 


Exploitation activities are classified by level according to the assets available and the amount of 


potential data that can be exploited. The exploitation levels are: 


Level 1 (field exploitation). This captures the IED incident context (scene and events) and 


preserves, recovers and identifies physical artefacts. That is normally conducted by specialists such 


as EOD teams, ‘high-risk’ search teams or ‘sensitive-site exploitation’ teams. It may include an 


immediate assessment of aggressor TTPs and capabilities and provide support to FP vulnerability 


assessment. Level 1exploitation reports should focus on FP and be disseminated to tactical elements 


to enhance FP. 


Level 2.  If available, Level 2 exploitation is conducted by specialists and scientists in either a 


UN deployed laboratory or one provided by host nation capabilities within the mission area. This 


level focuses on the detailed technical and forensic examination of evidence to determine the source 


of components and the nature of IED construction and to identify the individuals associated with it. 


That in turn further informs FP, intelligence analysis and efforts to degrade the aggressor’s network. 


Level 3.  Out-of-Mission area exploitation is conducted by ‘national-level’ laboratories of 


Member States using reach back capabilities. The analysis often feeds back into the strategic arena, 


focusing on degrading the strategic and operational elements of the aggressor’s network. 


Biometric data is identified using technologies that measure and analyse human body characteristics 


such as fingerprints, eye retinas and irises, voice patterns, facial patterns, and hand measurements for 


identification purposes. Biometric data is distinctive for each person. Aggregated biometric signature 


collection and exploitation provides an unprecedented capability to identify and track persons of 


intelligence and security interest. 


3.6 Threat Mitigation assets management 


3.6.1. Mitigation Overview 


Military and Police Forces need to minimise the potential physical, psychological and operational 


effects of an IED incident. The primary focus of mitigation activities is on FP and PoC using a 


combination of material solutions and TTPs. FP measures and TTPs are directed at reducing the 


effect of IED attacks thus providing UN mission elements (military and police) the freedom to 


conduct their operations. Protection planning may also need to consider protective measures for the 







 


IED Threat Mitigation Military and Police Handbook                         58 


local population and infrastructure, including possible controls on movement. Generalized mitigation 


activities include:  


 Disrupting or redirecting blast energy or fragmentation. 


 Providing blast and fragmentation protection for key infrastructure, platforms, structures and 


personnel. 


 Ensuring development of effective TTPs. That will include:  


o IED event, ambush and medical evacuation drills, which reduce potential target exposure in 


terms of time and space during an IED incident. 


o Detailed route planning and avoiding established patterns and predictable forms of 


behaviour. 


o Establishing a disciplined approach to pre-mission procedures, including rehearsals and 


equipment inspections.  


o Risk management treatments identified during pre-operation planning. 


o Using risk management procedures, balancing the IED risks against the impact of IED Threat 


Mitigation measures on the conduct of operations. 


3.6.2. Mitigation activities  


Mitigation includes technical, tactical, and information activities undertaken to minimise the effects 


of an IED event as follows: 


 Technical. Technical mitigation is concerned with the disruption or redirection of blast energy 


and fragments to reduce damage to the target. Armour and similar devices are the most common 


technical solutions to this requirement. 


 Tactical. Tactical considerations play an important part in reducing the effects of an IED’s blast. 


They include issues such as the use of spacing and the considered positioning of troops (military 


and police) to reduce the number of elements of a force directly exposed to the potential effects 


of an explosion. Lessons learned and TTPs are fundamental elements of tactical mitigation. 


 TTPs. TTPs are critical in enabling UN agencies the freedom to carry out their normal tasks, 


within an IED threat environment. A disciplined approach to TTPs at all levels and within all 


environments, collective and individual, cannot be over emphasised. TTPs must be regularly 


evaluated and reviewed as a result of lessons learned and of new intelligence on the evolving 


threat.  


3.6.3. Threat mitigation considerations 


 Commander’s policy to clear, bypass, breach or exploit. To effectively manage threats in an 


IED environment, commanders must provide guidance when a threat is to be cleared, bypassed, 
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secured or exploited. This guidance will empower junior commanders to make decisions on 


whether to search for IEDs, whether to mark and bypass the IED, to isolate the area for follow-


on IEDD neutralization, remotely destroy the device, or to hold the ground and to exploit the 


device. 


 Risk Management. Mitigation measures should be applied based on a risk-management 


approach. Commanders must balance the IED risks against the impact of IED threat mitigation 


particularly FP and PoC measures, on the conduct of operations and achievement of the 


commander’s desired end state. In particular, the ability of the military and police force to 


conduct the tasks required to facilitate the implementation of the mission mandate must be 


considered. Commanders should ensure risk management is fully integrated into planning 


processes, and must be supported by a responsive and ongoing threat-assessment process. 


 Medical Treatment. Medical capability and training must consider the nature and types of 


physical and psychological injuries that result from IEDs. 


3.6.4. Mitigation assets 


There are a range of mitigation assets available within a Mission setting. Some assets provide direct 


mitigation whereas others are indirect. Unity of effort is a key prerequisite for success, given the 


complexity and potential for friction within this area or operational activities. Scarce assets should 


be: 


 Commanded at the highest practical level. With access to integrated intelligence. This is likely 


to be at the Mission or FHQ level. However, highly specialist capabilities of Member States (e.g. 


bomb-data analysis) will be controlled at the national level. 


 Controlled at the lowest practical level. This can be at the subunit level, dependent on the threat, 


operation, and availability of IEDD resources, and local conditions. 


3.6.4.1. Search & IEDD assets.  Search and EOD units are deployed to reduce the IED threat 


in the mission area. Configuration of Search and EOD assets will depend on the mandate and the 


IED threat and may include high risk search teams, EDDs and route search Teams. The following 


issues need to be considered while deploying these assets: 


 Specialized Search teams are employed for IED search and positive IED identification. 


 IEDD teams are employed to render safe and dispose of IEDs and perform post-blast 


investigation.  


 Search and EOD teams must be provided with dedicated security.  


 Better information flow mechanism assures timely response to IEDs.  
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 Search and EOD teams need to be adequately equipped with threat specific search, disposal, 


Level 1 exploitation equipment and EDDs to enable the safest possible conduct of their 


duties. 


 For a more comprehensive understanding of EOD units, please refer to the EOD Manual.  


3.6.4.2. Level 1 exploitation. As indicated previously, exploitation assets are grouped by the 


level of capability they provide. The most common in-mission capability will be Level 1, which 


includes EOD teams and Weapons Technical Intelligence (WTI) Teams. 


3.6.4.3. Civil-Military coordination (CIMIC). The Head of Military Component/FCs and 


Police Headquarters are responsible for conducting outreach and engagement with the local 


population. Interaction with local leaders, influential actors in civil society and vulnerable sections 


of the population is part of the overall Force and Mission communications strategy. Securing local 


and host nation support is an essential element of Force and Mission success and is a key strength of 


the UN in mitigating the IED threat. CIMIC also requires interaction with UN civilian partners, UN 


agencies, non-governmental organizations. 


 Effective CIMIC systems will enhance FP. CIMIC is necessary to develop a robust interface 


with the local population and develop trust and respect for the military force. This interface with 


the local population will assist in the generation of a safer environment for the military force. 


 Many TCCs will have their own national CIMIC-related activities that also require coordination 


with other Mission actors to ensure the UN presents a coherent posture. All CIMIC activities 


must be conducted in close coordination with the Mission’s civilian leadership to ensure 


consistency with the Mission’s political and operational strategy. 


3.6.4.4. ISR. It continues to play a critical role in the IED detection and neutralization 


activity. Experience suggests that timely reporting of emplacement of IEDs can be achieved using all 


source information provided from the All Sources Information Fusion Unit (ASIFU) if one is 


established. 


3.6.4.5. FPECM Assets. Force Protection Electronic Counter Measures (FPECM) uses the 


electromagnetic spectrum (EMS) for FP. Many IED initiators are electronic, such as cell phones and 


car alarm systems, and such IEDs are collectively known as RCIEDs. FPECM interrupts signals 


used to initiate RCIEDs. Key FPECM considerations are as follows:  


 FPECM can affect friendly use of the EMS and so requires dedicated EMS focal point to          


de-conflict with other EMS users (managed by U6 staff, where applicable).  


Configuration of Search and EOD assets will depend on the mandate and IED 


threat within the mission area 
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 Linkages between EMS and FPECM are important to the development and deployment of new 


software to counter emerging threats.  


 The IED threat is usually based on commercial off-the-shelf technology and as such the 


frequencies and communications technologies used can change rapidly. To counter this agility, 


FPECM equipment uses programmable software, for which configuration management of 


FPECM software is critical.  


 Critical friendly force frequencies are programmed into FPECM equipment so that they can be 


detected, identified and not jammed by FPECM, or protected by other technical means. 


 If the TCC/PCC are unable to bring an FPECM capability as part of their COE then 


consideration should be given for UN DFS to provide FPECM as UNOE. 


3.7 IED awareness 


3.7.1. Aim of IED awareness effort 


It is important that IED safety awareness be included in threat mitigation efforts. The primary 


agency for the conduct of this within UN Missions is UNMAS. At FHQ (military and police) level, 


U2 and U-9 are responsible for planning IED awareness. The efforts should aim to raise awareness 


and provide basic safety information concerning the threat of landmines, ERW, EO and IEDs to 


organizations and individuals working in affected areas, and to help them to: 


 Establish appropriate safety procedures. 


 Avoid contact with mines, ERW, EO and IEDs. 


 Take appropriate action in emergency situations.  


3.7.2. Contents of IED awareness campaigns. IED awareness contributes immensely to overall 


mitigation efforts. Any IED awareness campaign should ensure that it covers all the in-mission 


agencies, including NGOs and civilians within the mission area.  The content of any IED Awareness 


campaign should also include other explosive threats such as mines and ERW and EO. Possible 


content could include the following: 


 Collecting detailed information on the IED / mine / ERW/ EO threat in the area of operations, 


and updating this information regularly. Consideration should be given to keeping a visual brief 


available (a map or spread sheet identifying dangerous areas). 


 Establishing IED safety procedures, in particular by establishing a ‘vehicle and travel’ reporting 


system. All personnel must be educated and updated on IEDs, awareness guidelines are included 


at Annex D.  


Any IED Awareness campaign should ensure that it covers all of the in-mission 


agencies, including NGOs and civilians within the mission area 
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 Maintaining updated and verified contact details of IED response centres, UN security officers, 


the Multinational EOD Coordination Cell (MN EOD CC), Mission Contingents, local police and 


medical facilities. 


 Providing IED-related information to UN military and police staff in a convenient format, 


including information on safe routes and dangerous areas in areas of operation, as well as 


emergency contact information. 


 Ensuring that all staff who may be at risk (including drivers, interpreters and guides) receive IED 


awareness training and are familiar with IED safety procedures. 


 Understanding that levels of alertness to the IED threat will decrease over time; and safety 


refresher training may be required.  


 Ensuring that staff receives first-aid training, with special focus on trauma care, and that vehicles 


are equipped with first-aid and trauma-care kits. 


 Equipping vehicles and staff with effective communication equipment and maps, and providing 


training in their use. 


 In areas of high risk and high exposure, consider modifying vehicles to provide additional 


protection from an explosion.  


 Regular conduct of IED briefs and distribution of reports to ensure all personnel are aware of 


current and changing IED threats. 


 Working with communities to identify ‘triggers and tripwires’ buzzwords for indicators of 


activity during the development stage of the attack. This would include setting up processes to 


identify. 
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Kenyan engineer inspects for IED in Kismayo, southern Somalia. AMISOM 2012 
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Chapter 4 


 IED Threat Mitigation Roles and Responsibilities within Military and 


Police HQs 


 


 


 


IED threat mitigation is a process that must be integrated fully 


into staff and training functions at UN level 
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4.1 HQs in context: 


In the context of the developing IED threat worldwide, there is a strong likelihood that many future 


UN deployments will experience an IED threat. This threat whilst possessing characteristics 


common across missions will also have aspects that are unique to a specific mission area.  


This chapter does not seek to redefine the traditional staff functions or structures of missions. Rather 


it utilizes and augments capabilities within the existing mission framework. It does this by providing 


planning processes and IED threat mitigation measures that the FC through the HQ can tailor within 


the environmental and operational realities. This will take place in the ‘Mission Space’ the size and 


makeup of which is determined by the governing mandate, the available resources and the particular 


ROEs that come with the mission type. 


IED threat mitigation is a process that must be integrated fully into staff and training functions at the 


UN level. An understanding of the IED threat is however vital due to the nature of the threat to 


FHQs, which concern themselves with the mission generally, and to the operational arms and police 


components, which are concerned with achieving the mission. As such, IED-TM must be integrated 


across all mission areas and encompass military, police and civil actors. This is of course recognized 


by the UN ‘DPKO-DFS Guidelines
30


.  


4.2 HQs and the need for a systemic response 


                                            
30


 DPKO-DFS Guidelines on Improvised Explosive Device (IED) Threat Mitigation in Mission Settings. 


http://dag.un.org/handle/11176/387428?show=full 


Figure 4.1 Systematic IED response structure at Military and Police HQ 
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IEDs are a systemic problem requiring action at strategic, operational and tactical levels (figure 


4.1). The IED-TM approach will vary and will be dependent on the mission mandate, however, 


activities will remain predominantly defensive consisting of search operations (to include ISR), and 


aimed at preventing a successful IED attack in the first instance. ECM, EOD and WTI teams will 


then be utilized on finds/strikes to defeat and exploit devices. The UN’s ‘Use of Force’ policy will 


clearly mandate the limits of the employment of force to defeat the IED network.  


4.3  IED Threat Mitigation activities 


4.3.1. At the operational levels, the IED activity for military/police staff primarily revolves around 


understanding the threat (U-2, U-6, U-9), and pursuing and preventing it (U-3, U-5, U-7). 


o Understanding. Understanding the IED threat and mitigation tasks underpins all actions at 


all levels. It involves creating a picture of the IED system in the mission area and addressees 


how that system interacts with the human, physical and information environments. It is 


undertaken at operational and tactical levels. 


o Pursuing. This involves the full spectrum of actions in support of peacekeeping efforts 


inside and outside the mission area in order to degrade the aggressor’s IED capabilities and 


capacities. 


o Preventing.  These activities both inside and outside the mission area involve influencing 


aggressors to reject involvement in the IED network. 


 At the tactical level, staff has the responsibility for protecting (U-3, U-5,U-6, U-8) and preparing 


the force (U-7).  


o Protecting. This is ensured by tactical measures to provide freedom of movement to the 


force and the locals.  


o Preparing. This involves building the capabilities of the force according to the IED threat 


environment and is, necessary to carry out the mission’s mandate. 


4.4 Organization of IED Threat Mitigation activities by FHQ (military and police) staff` 


As per the task assigned to the FHQ by the office of SRSG or the office of UNHQ, FHQ staff must 


appreciate and incorporate IED threat mitigation in planning for mandate. There are various mission 


types including support to Peacekeeping and political negotiations, providing a secure environment, 


observation and monitoring, preventive employment, disarmament, demobilization and reintegration 


(DDR), assist in restoration of law and order etc. 
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4.4.1. FHQ (military and police) is responsible for operational readiness, performance improvement 


and evaluation of deployed units in the mission areas. Additionally, FHQ (military and police) is  


 


 


 


 


also invited to provide input and monitor the operational readiness preparation of the units to be 


deployed in UN missions. Towards this end, staff at FHQ provides input, guidelines and directions 


to T/PCCs during various stages of the performance improvement cycle (figure 4.2) which occurs 


before deployment and in-mission. Detailed responsibilities of FHQ staff are given in DFS’s 


Operational Readiness Assurance and Performance Improvement Policy 2015. Regarding C-IED 


capability development, FHQ staff should be able to provide detailed input to C-IED units on the 


following aspects: 


Figure 4.2 Operational readiness assurance and performance improvement cycle 
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4.4.1.1. Pre-mission deployment. Guidelines for IED-TM unit’s capabilities: 


o Prepare documents and doctrines concerning the contemporary peacekeeping environment 


o Assess the IED threat in the intended mission area. 


o Assess training standards and equipment required by units and individuals before deployment 


to the IED affected environment. 


o Assess ballistic protection requirement for vehicles and personnel. 


o Prepare IEDs and explosive awareness training requirements for UN personnel. 


o Prepare SOPs on the movement of convoys, patrols and UN personnel in the mission area. 


o Plan submission of reports and returns on IED and ERW found or incident. 


o Plan IED threat perception, information operations and feedback mechanism. 


o Advise on specialized IED equipment and training requirements. 


o Plan the extent of exploitation and the requirement for appropriate facilities. 


4.4.1.2. On deployment to the UN mission  


o Arrange the Operational Readiness Assurance program and the evaluation program for 


vetting of incoming IEDD units. 


o Share lessons learnt in terms of personnel, equipment, procedures, plans for updating SOPs 


and up-grading of training standards. 


o Provide detailed information analysis on the IED threat.  


o Organize reconnaissance and briefings for familiarization with the IED threat environment 


including updating of SOPs for conducting operations. 


o Provide required IED equipment. 


4.4.1.3. During UN mission deployment 


o Conduct periodic operational evaluation of units. 


o Organize refresher training for units on IED threat mitigation measures and specialized 


search and EOD team training. 


o Assign IED-TM tasks to maintain operational fitness of units. 


o Provide regular updates on aggressor’s TTPs and share analysis reports with HQs and units. 


o Organize IED threat management workshops for senior and junior leadership. 


o Coordinate the establishment of support structures such as an exploitation facility or training 


center.  


4.4.2. Battle Rhythm Integration: Within the FHQ, the IED Advisor directs policy in the macro 


and micro sense in accordance with overarching policy of the FC. However, it is the existing or 


specially designated staff in various cells (operation, intelligence, training and CIMIC) that will 
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continuously monitor the aggressor’s network and TTPs, consider and implement TTPs and plan and 


manage operations. The IED Advisor must ensure that any IED-TM activities are made part of the 


battle rhythm of the HQ. Co-ordination between the staff functions is key and this is depicted in 


figure 4.3: 


 


 


 


4.4.3. Innovations  


Military and police HQ’s staff should plan and implement their assigned tasks. Innovations within 


HQs that will support the integration of efforts are: 


o Commanders and Staff must identify which tasks are relevant, suitable and mandated within 


the operating framework. 


o Responsibility for the chosen tasks must be assigned to a specific staff or person. 


o Tasks should be subject to rigorous analysis so as to highlight resource and information 


gaps. 


o Staff must coordinate actions and avoid operating in isolation. IED-TM actions require an 


integrated approach horizontally and vertically amongst the staff and a multitude of stake 


holders in the mission space. 


4.5 Responsibilities of military and police HQ to direct and implement threat mitigation 


efforts 


The FHQ (military/ police) has a critical role in organizing an effect based effort in the mission area. 


Responsibilities of FHQ command and staff are shown below. Detailed responsibilities of various 


staff appointments are tabulated in Annex E. 


Figure 4.3 Coordination of staff functions – Battle Rhythm 


Military/ Police HQ has a critical role in organizing an effect-based effort in the 


mission area 
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4.5.1. FC/PC. The FC/PC is responsible for the overall IED-TM effort in the mission area. In line 


with the strategic direction of UNHQ, the FC/PC will organize the IED threat mitigation activities in 


order to achieve a secure peacekeeping environment for UN personnel, civilians and locals. He will 


take measures to build capacity ensuring availability of resources and support structures. He will 


clearly state the IED disposal policy. 


4.5.2. The IED Advisor. The IED Advisor will enable, oversee and lead the C-IED effort at Force 


HQ. He will: 


o Serve as the focal point for the FC/PC and will advise on planning and conduct of IED threat 


mitigation activities. 


o Coordinate the actions and capabilities of the various branches of staff against the IED 


network.  


o Maintain continuous liaison on IED threat-related matters with the office of SRSG and 


DPKO for strategic input and lateral coordination with the HOPC and the Police IED 


Advisor (as applicable) on operational employment of IED assets. 


o Monitor the battle rhythm of the aggressor for timely response actions. 


o Provide specialist advice to U2 staff in assessing and monitoring the IED threat, and 


conducting IED-related Intelligence operations. 


o Advise U3, U6, U7 for FP measures (military and police) in accordance with the IED threat 


balancing the need to protect the force (military and police) while not inhibiting the 


commander’s freedom of action and campaign end state. 


o Issue threat warnings to Sector HQs and units and periodic information analysis reports. 


o Analyze the aggressor’s TTPs and identify in-mission capacity building requirements.  


o For additional information on the IED Advisor, consult the EOD Unit Manual.  


4.5.3. Intelligence Cell. The U2 is responsible for intelligence preparation of the operational 


environment (IPOE), engineer intelligence, and the IED threat profile. In supporting the 


development of the IED-TM plan, the U2 ensures that the following are included in the IPOE 


process: 


o Detailed threat analysis within the mission area in order to create an IED threat picture 


including levels of threat in geographical zones.   


o Updating of intelligence maps to identify safe and threatened routes, and friendly and hostile 


territories for planning of operations. 
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o Coordinating and fusing all IED-related intelligence/information originating from mission 


area of operations. 


o Supporting the planning of IED technical intelligence collection operations. 


o Providing timely information on the evolving IED threat, including FP measures and PoC, 


for the information of staff involved in developing plans. 


o Exploiting information and technical intelligence gathered from IED incidents, or from 


captured devices to proactively support IED-TM objectives. 


o Initiating threat assessment reports and regular updates of the IED threat mosaic. 


4.5.4. Operations Cell. U-3, U-5, U-6 and U-8 will: 


o Plan and conduct IED threat mitigation activities. 


o Plan and coordinate the disposal of explosive based hazardous material. 


o Prepare plans for FP and PoC. 


o Plan and coordinate threat mitigation measures and the control of IED transportation within 


the host country. 


o Implement tactical SOPs for the prevention of IED emplacement by the aggressor.  


o Manage internal and external coordination of IED operations within the UN peacekeeping 


setups and with the host government’s agencies.   


o Plan the development of support facilities such as exploitation and training areas.  


o Plan and acquire equipment and services required for IED threat mitigation. 


o Initiate reports and returns on IEDD operations. 


o Evaluate the aggressor’s IED TTPs and provides technical expertise to actively counter IED 


threats in the mission area. 


o Provide ECM management support. Also provide FPECM focal if there is no dedicated ECM 


advisor. 


o Provide support in the developing and updating of TTPs to counter the IED threat. 


o Provide technical support for planning and conducting operations. 


o Coordinate exploitation activities for IEDs and ERW in the mission area. 


o Identify new equipment requirements in support of operations. 


o Initiate updates on IED trends and technical analysis reports. 


4.5.5. Training & Evaluation Cell. U-7 is responsible for: 


o Plan and organize in mission training of the force. 


o Prepare training standards and update in the light of in-mission evaluation and lesson-learnt 


processes. 
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o Prepare training evaluation reports to improve the capability of Police and Military 


personnel. 


o Organize refresher training for Search and EOD units or teams in concert with U-8. 


o Formulate pre-mission training evaluation guidelines. 


o Conduct in-mission operational evaluation of the IED force. 


o Identify uniformed capabilities to deal with the IED threat and propose areas of improvement 


for IED units. 


4.5.6. CIMIC and Information Management Cell. Responsibilities of U-9 are to: 


o Develop an information databank and regularly interact with intelligence and civil points of 


contacts to keep the IED information picture updated. 


o Prepare and implement the IED awareness module in line with the operational environment. 


o Monitor IED threat related disinformation by aggressors and develop themes to negate their 


influence on UN mission personnel as well as on civilians. 


o Plan and conduct community services for training of local police and civilians. 


o Undertake community policing information activities. 


4.5.7. Coordination mechanism: Mutually agreed processes must be designed to achieve synergy 


among the stakeholders. This requires a fluid exchange of information among the HQs, JOCs, and 


branches within the HQ, the host government and its forces, and other external agencies. Information 


exchange processes will be shaped by the mandate, the assessed threat, the resources available and 


the HoM’s direction. In this sense the processes outlined are scalable. The co-ordination of the 


processes will not be a responsibility of any one individual; rather all involved are expected to 


respond proactively.  


4.5.8. Threat evaluation. Information from a variety of sources is key to detecting the IED threat. 


HUMINT retains a priority for the UN but aerial systems both manned and unmanned will play an 


ever greater role in detecting the threat. No system alone will provide the required clarity to fully 


understand a threat. An evaluation of the threat can only occur with the fusion of the various 


information sources at all staff levels.  


4.5.9. IED reporting. Accurate and timely reporting is essential at the strategic and the tactical 


levels. Timely reporting helps identify threats quickly. HQs need to standardize reporting across 


their mission areas as a priority. Specimen reporting forms are discussed in Chapter 2 (section 2.7) 


and given at Annex B.  


Mutually agreed processes must be designed to achieve synergy 


among the stakeholders 
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4.6 Responsibilities of Sector the HQ (military and police) 


Detailed guidelines and SOPs will come from military or police HQ. Guidelines on the identification 


of responsibilities and purposes are tabulated in Annex E. Some of the responsibilities of sector HQ 


staff are given below.  


4.6.1. Sector commander 


o Control the IED-TM effort in the sector. 


o Nominate a focal point to coordinate IED activities in support of FP/PC’s intent. 


o Make recommendations to the FC/PC for use in IED threat mitigation planning. 


4.6.2. Sector HQ staff 


o Synchronize and coordinate the IED-TM effort in the sector under the IED focal person. 


o Plan and control the employment of the IEDD unit or teams against the IED threat. 


o Analyse the IED threat in the area and provide input to the F/PHQ. 


o Disseminate IED threat reports and alerts to under command-units and the Police component. 


o Organize training of units and teams and facilitate training evaluation by the F/PHQ. 


o Coordinate evidence collection and its secure transportation for exploitation.  


o Plan and organize IED awareness training for all under command units and UN personnel in 


the sector. 


o Initiate regular intelligence and operational reports and returns. 


4.7 Guidelines for deployed UN personnel on IEDs 


Being informed about the IED threat, being prepared for all eventualities and strictly following 


protocols while dealing with IEDs, mines, ERW and UXOs can go a long way towards ensuring the 


safety of personnel, equipment and civilians. Individual and event-specific guidelines will be 


covered in unit manuals and SOPs issued by the respective HQs. These should be detailed guidelines 


and must include: 


o Actions on the IED find 


o Actions on the IED explosion 


o Policy on disposal (demolish, disruption, neutralization, exploitation) 
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Chapter 5 


 Training 


 


 


 


Establishment of common minimum training standards ensure 


that deploying forces possess the basic knowledge and skills to 


successfully conduct operations in an IED environment 
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5.1 Context 


Due to the increase in the IED threat to UN personnel both in-mission and outside mission areas, 


general IED awareness is part of mandatory pre-deployment training, whether the mission is facing 


an IED threat or not. In this respect, two IED awareness training modules are available for United 


Nations staff; the Safe and Secure Approaches in Field Environments (SSAFE) training provided by 


the Department of Safety and Security (DSS) and the Online Safety Training on Landmines and 


Explosive Remnants of War
31


 provided by UNMAS. Reference should also be made to Introduction 


to UN Peacekeeping Pre Deployment Training Standards, Specialized Training Modules for Military 


Experts on Mission 1st edition 2010. 


This Chapter is intended to assist F/PHQ and Sector HQ commands and staffs (military and police) 


to achieve training and operational readiness of IED-TM units in particular and deployed units in 


general, to conduct operations to mitigation the threat of IEDs. It discusses the broader aspects of 


IED training. Enforcement of common minimum training standards ensures that forces to be 


deployed possess the basic knowledge and skills necessary to successfully conduct operations in an 


IED environment. Then while deployed, continuation training and updated IED threat briefs 


maintain personal situational awareness on the IED threat and enemy TTPs at an acceptable level. 


The chapter also identifies training responsibilities of the Force (military/ police) Commander 


emphasising force development and maintenance of training standards throughout the mission’s 


tenure. Development of host-nation IED-TM capability is also included as part of the training 


strategy.  


5.2 Fundamental training requirements 


Training requirements for peacekeeping mission deployment in the IED domain are in addition to 


standard training requirements for each type of unit in a particular mission. It is mandatory for all 


personnel to undertake IED awareness training prior to entering a mission area that has an IED 


threat. For the IED-TM unit the fundamental training requirements
32


 are: 


 Force protection (FP). 


 Protection of civilians (PoC). 


 Intimate knowledge of the mission-specific geographic and IED threat environment. 


 In accordance with the FC’s training directives (IED specific elements), pre-deployment 


guidelines and DPKO’s Integrated Training Services (ITS) for each specific mission. 


                                            
31


 Handbook is available in English - http://www.mineaction.org/sites/default/files/publications/Handbook_English.pdf), 


French - http://www.mineaction.org/sites/default/files/publications/Handbook_French.pdf, and Arabic - 


http://www.mineaction.org/sites/default/files/publications/Handbook_Arabic.pdf 
32


  UNHQ, UN Peacekeeping Missions Military Engineer Unit Manual, 2015 
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 Training lessons learnt from previous deployments. 


 Awareness training on IEDs. 


5.3 Command and Staff training responsibilities 


Responsibilities for ensuring troops are adequately trained and qualified before their deployment and 


during their employment on any UN peacekeeping mission are shared between command and staff.  


Effective training is fundamental to successful operations in an IED threat environment. It must be 


reinforced by strong leadership, and a disciplined approach to develop a professional mindset.  


5.3.1. Command responsibilities.  Command has the overall responsibility to maintain the force’s 


operational readiness so that they are capable of fulfilling their tasks in support of the mission 


mandate.  Operational readiness is the ability to provide a timely and appropriate military response 


to any threat.  Sufficient number of troops along with adequate equipment to mitigate the IED threat 


is a valid requirement for any mission. However, proper individual and collective training are the 


most important aspect in effectively achieving enduring IED threat mitigation. 


Training and education are the aspects of the IED operations that are concerned with ensuring that 


all individuals and units in the force have a thorough understanding of, and are appropriately 


prepared in IED-TM doctrine and procedures to the level required by their operational role. Such 


preparation should include IED threat familiarization, cultural awareness (as this is often vital when 


conducting operations in IED environments) and training personnel to employ the correct TTPs—


developed as the output of the lessons-learned process. Commander’s responsibilities include: 


 Ensuring that intelligence on enemy IED TTPs is passed quickly to manoeuvre forces in order 


that friendly TTP can be modified to be as up-to-date, appropriate and effective as possible. 


 Giving special attention to training of IEDD units for their effect based and threat based 


employment to achieve IED threat management and reduction in the mission area.   


 Ensuring all manoeuvre forces are familiar with the appropriate TTPs for detecting IEDs, as well 


as with the capabilities of units that are available to support them.  


 Quickly addressing any deficiencies through the provision of additional resources, and/or by 


adapting training to the needs of the mission, in response to the evolving threat. 


5.3.2. Staff responsibilities.  Military and Police staff of a UN mission HQ directly support the 


FC/PC’s intent and vision to deal with IED threats. Their actions are guided by the operational 


requirements of FP and PoC needed, to fulfill the mission mandate, in line with the Commander’s 


priorities. To ensure maintenance of operational readiness of the, staff from the training cell 


supported by intelligence and operations cells bear important responsibilities related to training 


While training is but one component of operational readiness, it is the most critical 
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which are listed below. Specific tasks for relevant staff officers to assist the training cell are listed in 


Annex E. 


 Training cell.  The U7 section plays a critical role within the FHQ in implementing the 


Commander’s directions and intent. Working closely with the Operations and Intelligence cells, 


it is responsible for: 


o Preparation of IED training parameters for pre-deployment training. 


o Organizing IED-TM train-the-trainers courses for induction training conducted under 


contingent arrangements. 


o Defining and updating in-mission IED training standards based on results from the lessons 


learned process and from the threat assessment. 


o Preparation of training evaluation reports of IED units to provide feedback to FC on the level 


of training achieved by units and identifies shortfalls. 


o Identification of capability gaps for mitigating the IED threat and recommendation of 


corrective actions to fulfill the requirements. 


 Support from intelligence and operations cells.   


o Intelligence Cell (U-2).  This cell must be able to provide valuable and timely information 


and technical intelligence from exploitation tasks following IED incidents. This information 


should also be fed into the lessons-learned process and used to define any adjustment to 


training requirements in order to maintain unit readiness and minimize risks to the force. 


o Operations Cell (U-3, U-5, U-6 & U-8). Support of the operations cell is vital to training 


needs for effective FP and PoC. The cell will: 


 Provide input to the training cell on operational needs to determine areas of focus for IED 


training.  


 Plan the resources required for IED training specific to the mission mandate, without 


adversely affecting operational readiness. 


 Coordinate training facilities, ranges, ammunition and equipment management, and other 


resources used to deliver in-mission training.  


 Provide input on tactical and technical aspects of IED TTPs.   


 Coordinate FPECM aspects. 


5.4 IED-TM training qualification – All types of Unit, Sub-Unit and Individual Level 


5.4.1. IED Threat Mitigation training for individuals. All UN staff, including civilian and 


individual military and police personnel of T/PCC should undertake basic IED threat mitigation 


training before or when deploying in UN missions which face an IED threat. The UN can conduct 
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and support limited training to P/TCCs that need it. IED training should be planned on the following 


lines: 


o General awareness about IED the threat environment in the mission area. 


o IED familiarization including information about IED components and mechanism. 


o IED prevention measures including standoff, ballistic protection, protection of vehicle and 


building against the IED threat.  


o Monitoring and reporting.       


o First aid. 


o Dos and Don’ts. 


5.4.2. Basic IED-TM training of units and subunits. T/PCCs deploying uniformed personnel to 


peacekeeping operations bear responsibility for ensuring that military and police operating in high-


risk environments are properly prepared before deployment, have the appropriate equipment, and are 


qualified in the use of TTPs. Basic training should be imparted to all units and subunits earmarked 


for deployment in the UN mission. This should encompass all the measures that prepare units to 


operate in an IED threat environment. These include detailed IED awareness training, preparation of 


documentation such as IED recognition handbooks, coordinated SOPs to direct what actions to take 


in an IED environment and dissemination of lessons learned. The following points should be kept in 


mind by T/PCCs while planning the training of units and subunits: 


o Awareness about the prevailing IED threat environment in the mission area, understanding of 


road signs indicating IED placement, knowledge of IED precursors, local behaviours etc.  


o Training in a UN peacekeeping context must focus on prediction and prevention; that is the 


ability to use good information to predict what might happen next. This should be added into 


the training process so that IED attack patterns can be recognized, areas or routes of highest 


risk identified and the risk of personnel coming into contact with IEDs reduced.
33


 


o Consideration should be given to the use of simulation systems and mock exercises to 


enhance realism for post IED scenarios and to expose personnel to realistic training whilst 


still in a safe and controlled environment. 


o Drills and procedures, including protection measures during convoy moves, movement of 


vehicles and interaction with locals during public meetings. 
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  (UNHQ, UNIBAM Vol II, Anx J, 2012). 


All UN staff, including civilian and individual military and police personnel of 


T/PCC should undertake basic IED threat mitigation training before or when 


deploying to UN missions which face an IED threat 
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o Training must be information-driven and operations-driven. It should include regular 


updating of routine drills and procedures on the basis of contemporary IED threat 


information.  


o Training on post-IED attack actions is critical to assisting in minimizing the effects of 


attacks. Crisis action planning consists of post IED-attack actions e.g. medical response, 


personnel evacuation, and other immediate actions. Preparation of the force in these actions 


prior to an IED attack will limit the impact of an IED incident on UN peacekeeping 


personnel.  


o Training measures also incorporate rehearsals of drills and IED crisis action plans. 


Organizing regular rehearsals promote confidence and the ability of deployed units and UN 


personnel to respond to the IED threat. 


5.5 Specialized training requirements of IED-TM Units 


IED-TM units and teams deployed to the mission 


area are expected to operate in a high-risk 


environment and perform tasks that demand them to 


be professionally sound, both tactically and 


technically. It is the responsibility of T/PCCs to 


develop and maintain the highest level of 


operational skill by providing fully equipped 


outfits. In line with the UN peacekeeping training 


system, these units will undergo various phases 


such as pre-deployment training, induction training, 


ongoing or in-mission training (a command 


responsibility vital to ensure maintenance of operational readiness) and on-the-job training. 


5.5.1. Pre-deployment training 


In accordance with the DPKO/DFS Policy on training for all UN peacekeeping personnel, and under 


General Assembly resolution A/49/37, member states bear the responsibility for the pre-deployment 


training of all military and police contingents provided to UN PKO. Member states should include 


IED awareness modules as part of pre-deployment training for all personnel. 


Common training standards, applied before deployments, will ensure personnel have the knowledge 


and the skills necessary to successfully perform search and EOD tasks and conduct joint IED threat 


mitigation operations in the IED threat environment. Basic and advanced training and advanced 
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education are national responsibilities and should meet or exceed UN standards. IED-TM training 


standards must be achieved prior to deployment.  


Pre-deployment training and education should be designed to ensure that: 


 The correct structures are in place to conduct IED-TM tasks, in accordance with prevailing IED 


threat and that the plan is understood at all levels. 


 All commanders and key staff are able to monitor and identify current and emerging threats. 


 All commanders and key staff are thoroughly aware of the capabilities and limitations of their 


IED SME in areas of advanced search, EOD/IEDD, and exploitation to enable them to: 


o Develop timely procedures and TTPs (employing reach-back if required). 


o Disseminate new procedures and TTPs in a timely manner.Support cordon and search 


operations. 


o Command and support search, EOD and IEDD operations. 


 All Search and EOD team members deploying to the mission should be able to undergo pre-


deployment training on the following: 


o IEDs and their threats and methods of attack. 


o Ground sign awareness. 


o Operation of common and special IED equipment including proficiency in specialist 


vehicles. 


o Basic search techniques. 


o Conduct of vital point/vital area drills (VP/VA check drill). 


o Conduct of route search, vehicle search, building search drills and procedures. 


o Apply physical FP measures. 


o Apply reporting responsibility
34


. 


o Understanding and conducting forensics and exploitation. 


o Conduct “actions-on” drills (action on IED strike/ Incident management e.g., contact 


explosion, casualty). 


o Employment of handlers and EDD. 


o Understanding and employing ECM. 


5.5.2. Induction training 


The requirement for and skills of professionally qualified searchers, EOD operators and WTIs has 


increased significantly to effectively counter IED threat in-mission and non-mission settings. 
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 General procedures for SITREP writing and submission given in Section 4.1, UN SOPs for Reporting (P-10), 


Introduction to UN Peacekeeping Pre Deployment Training Standards, Specialized Training Modules for Military 


Experts on Mission 1st edition 2010. 
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T/PCCs should plan and organize training of units/ search and EOD teams for deployment. Required 


training standards should be targeted to achieve sound IED awareness and specialised  training
35


. 


Areas of expertise to be developed during in-mission induction training include: 


 In-mission IED threat familiarization (aggressor’s TTPs) and threat management. 


 IED search procedures (route search, area search, building search) incorporating geographical 


limitations. 


 Protective measures for the UN installations. 


 VBIED detection on check points and entry points. 


 Identification of IED precursors. 


 Explosive scene investigation. 


 Evidence collection and exploitation.     


 A high standard of expertise in operation of entire range of the equipment. 


 Emergency actions (first aid, casualty evacuation). 


 Recording and reporting. 


5.5.3. Ongoing or in-mission training 


The FHQ and the sector HQs (military and police) are responsible for monitoring the evolving IED 


threat, reporting any changes to its subordinate commands and directing appropriate responses for 


countering the new IED threat. In-mission training of IED-TM units is the responsibility of 


commander of the EOD unit
36


. Upgrading of TTPs should be organised periodically (six monthly) in 


order to counter an aggressor’s evolving TTPs. At the same time it is also important to improve upon 


the operational skill of searchers, EOD technicians and WTIs to adapt to new techniques and 


equipment. Updating on IEDs, UXOs and ERW threat in the mission area should be a regular 


feature. The commander and key staff officers should keep themselves abreast with information 


analysis and IED threat assessment reports and ECM updates issued by FHQ. 


5.6 Integrated training (in-mission or designated T/PCC) 


5.6.1. Pre-deployment. The UN must be capable of operating safely and effectively in 


environments where asymmetric tactics, such as IEDs, are employed. Regardless of the threat 


environment, it is very important that individuals, units and HQs are appropriately trained in IED-


TM concepts and procedures to the level required by their operational role, so that they can operate 


as effectively and safely as possible. This is the P/TCC’s responsibility. It is equally important that 


the training standards adopted by T/PCCs are uniform, to ensure a common understanding and 
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  US Department of Homeland Security, 2013 
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 Training may be organized for Search and EOD teams on the lines of Training and Qualifications (NTSG – Chapter 


13) 
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interoperability among multinational forces. As far as possible, standards used for pre-deployment 


training should remain consistent with those applied during deployment in order to avoid confusion 


and the adding of risks to the mission.  


5.6.2. In-mission training 


 In mission, threat-specific training for IEDs is a continuation of pre-deployment training. It 


should begin as early as possible after arrival in mission area as part of the reception, staging, 


onward movement, and integration processes.   


 Despite units being trained and qualified before deploying on a peacekeeping mission, working 


in such a multinational context may demand troops to operate or become familiar with new 


equipment in support of the plan. Capability integration may then be necessary to align all units. 


The FC may delegate this responsibility to one or more T/PCCs to conduct the required training 


once deployed. 


 In long mission deployments and performance of routine tasks, the units may develop 


complacency resulting in lowering of their guards. It may also lead to reduced expertise of 


technicians and operators of sophisticated equipment which is less frequently employed such that 


their ability to respond to complex situations is affected.  


 If the staff and operators are not constantly exposed to the IED threat or when tasks are not 


conducted on a regular basis, their skills and their ability to adequately react, and developed 


capacity for response and following of procedures may decline to a point where remedial training 


becomes a necessity.  


 It is highly recommended that in-mission force level training on IED mitigation should bring 


together all stakeholders who bear a responsibility.   


 In addition to the UN military and police units, training shall include participation from host 


nation military and security forces, if mandated. 


5.6.3. Integrated support by the host nation security forces for IED training (if mandated) is 


targeted to: 


 Develop a capability within the host nation security force and prepare it to take on IED threats as 


part of military capacity building. 


 Compensate for the lack of technological experience through host nation knowledge of the 


aggressor’s TTPs, their abettors, facilitators and financiers, an understanding of the pattern of life 


and an innate awareness of the AO. 
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 Ensure that host-nation forces gain experience and confidence from conducting operations 


alongside the deployed forces and ensure that they are left an enduring means to train 


themselves.  


 Anticipate and plan from the outset, within operational security constraints, the training and 


education of the host nation security forces. This capacity building will be achieved initially 


through mentoring, followed by partnering until the host-nation force can operate independently.  


5.7 Lessons-learned process 


 The lessons-learned process is especially relevant to IED-TM. This will require formal and informal 


reporting methods, the submission of detailed after-action reports, their widest dissemination and 


staff visits to operational areas of responsibilities. Formal links between lessons-learned staffs, 


doctrine writers, training authorities, and trainers need to be established and exploited. Furthermore, 


commanders in the field must be forthcoming and candid in the acknowledgement of errors so others 


may learn, missions may be better accomplished and injury and loss of life avoided. IED training is 


to be kept current by incorporating the operational evaluation and lessons learned processes.  


Consideration should be given to: 


 Establishing in-mission training centres and programs. 


 Developing a reach-back capability to operational and strategic assets to ensure that C-IED 


training incorporates the latest IED information and material including lessons-learned, TTPs 


and equipment. 


5.8 Integrated mission training cell (IMTC)  


The IMTC comprises integrated civilian, military and police training cells under a civilian chief to 


develop mission training plans, conduct mission-specific and scenario-based induction training, 


undertake specific and advanced training and develop training solutions to identified gaps and 


lessons learnt. Based on the mission and the training plan prepared by the training cell, each 


component will develop component specific training directives. The IMTC should serve as a 


resource and coordinating office for additional mission-specific training for contingents as 


requirements arise.  Where T/PCCs are deployed in mission settings with an IED threat, they should 


ensure coordination with the IMTCs for necessary additional training requirements. 


Commanders in the field must be forthcoming and candid in the 


acknowledgement of errors so others may learn, missions may be better 


accomplished and unnecessary loss of life avoided 
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UN vehicle blown up by an IED - MINUSMA.  
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Chapter 6 


 Evaluation 


 


Chapter 6 –Evaluation 


 


Due to the hazardous nature of the tasks, performance 


evaluation of IED Units is an extremely important 


responsibility of command and staff at Force HQ 
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6.1 Context 


Because of the hazardous nature of the tasks performed by IED-TM units, their performance 


evaluation is an extremely important responsibility of command and staff at Force HQ. Evaluation 


will assist in maintenance of the highest standards of skill, alertness and up-to-date drills and 


procedures. Evaluation of the IED threat mitigation capabilities of T/PCC forces before deployment 


and when in-mission should be conducted diligently in order to meet FP standards and maintain 


operational readiness to support the mandate. Evaluations conducted according to the UN’s, OMA 


and DPKO policies, SOPs and Guidelines are extremely useful to T/PCCs, their contingent 


commanders, UN planners and in-mission leadership. They help in the organization, training, 


equipping, deploying and employing of military and police personnel in operations. Evaluations 


assess and monitor the state of individual and collective training standards, and assist in improving 


the performance of HQs and deployed units. Above all, the purpose of the capability evaluation is to 


assist T/PCCs and military contingents in meeting national and UN standards of performance and 


interoperability
37


. 


6.2 The aim of evaluation 


Evaluations: 


 Provide commander with the knowledge of capabilities of IED-TM assets before and after 


deployment. 


 Examine and grade designated forces against UN prescribed or required standards. 


 Identify major and minor shortfalls in national or unit resources or performance. 


 Provide recommendations to commanders for the in-mission improvement of operational 


standards and capabilities linked with the in-mission lessons learned. 


6.3 Evaluation principles 


The evaluation process examine the military and police operational readiness and capability of staffs, 


units and force components with regard to their resources and proficiency, in order to determine if 


they can effectively and efficiently conduct missions and tasks. The following principles apply: 


 Evaluation of HQs staff will normally be responsibility of the military or police commander. 
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  UNPKO-OMA Standing Operating Procedures Force and Sector Commander’s Evaluation of Subordinate Military 


Entities in Peacekeeping Operations, January 2016 


The evaluation process examines the military and police operational readiness 


and capability of staffs, units and force components with regard to their 


resources and proficiency 
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 Evaluation of T/PCC operational capabilities and performance standards of units will be carried 


out by national entities before deployment. 


 Evaluation will be carried out prior to deployment and in-mission on a regular basis. 


6.4 Evaluation guidelines  


Evaluation guidelines are covered in DPKO DFS Policy on Operational Readiness Assurance, and 


Performance Improvement - 2015, UN Military Engineer Unit Manual – 2016, DPKO OMA SOPs 


Force and Sector Commander’s Evaluation of Subordinate Military Entities in PKO – 2016, DPKO 


UNIBAM Vol I & II - 2016. Additionally: 


 Self-evaluation is a continuous process. It is the responsibility of T/PCCs to evaluate before 


deployment to a UN mission. Once deployed, commanders of respective units are responsible to 


for regularly carrying out operational evaluations of their respective units.  


 Periodic evaluation of HQ and under-command units is the responsibilities of the respective HQ. 


DPKO is responsible for evaluation of FHQ. 


 The primary purpose of field mission evaluations is to strengthen the ability of DPKO, DFS and 


missions to accumulate and utilize experience, thus enhancing the efficiency of peacekeeping 


operations. 


6.5 Evaluation cycle. The diagram below (figure 6.1) describes the sequence of activities which 


precede and follow the evaluation activity and how the results fit into the learning cycle of the HQ. 


Figure 6.1 The sequence of evaluation activities 
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6.5.1. FHQ (military and police) evaluation process 


 Force or sector commander defines the process of evaluation of HQ staff. 


 The evaluation process involves a force and sector HQ team visiting each unit and then 


submitting the evaluation report to force and sector commanders and to the commander of the 


evaluated unit. 


 The F/PC issues the evaluation directive which includes tasks for the evaluation team. 


 The F/PC defines an evaluation team based on specific requirements of evaluation. An SME 


(from inside or outside the mission’s military/police component) may be part of the evaluation 


team
38


. 


 The F/PC are to submit, once a quarter, a summarized and consolidated report of Force and 


Sector evaluations and findings to OMA at DPKO for UNHQ information and action as 


appropriate. 


 Evaluation reports are shared by the OMA with relevant T/PCCs to assist in the improvement of 


performance standards for future deployments. 


 Accepted recommendations of evaluation teams are thereafter implemented by the force or sector 


commander and the evaluated unit. 


 Generic lessons from these reports are entered into DPKOs division for policy, evaluation and 


training input. 


 The evaluated unit is responsible for best implementation of recommendations and for feeding 


progress to the FHQ (military and police) through the sector HQ. 


6.5.2. Police evaluation process (in addition to paragraph 6.5.1) 


 The HOPC will establish an internal evaluation unit for inspection and analysis of the police 


component, in accordance with the DPKO-DFS Policy
39


. 


 In case of integrated mission, the ‘best practice officer’ or ‘focal point’ will work in coordination 


with evaluated unit staff and ensure that police unit is linked to best practice unit
40


.  


 Detailed evaluation responsibilities are covered in UN Department of Field Support Guidelines 


Police Command in UN PKO and Special Political Missions. 


6.6 IED-TM specific evaluation criteria 


 As highlighted in previous chapters, the entire UN mission including HQs, deployed units 


(military and police), UN personnel (military and civilians) are the target of IED systems. 
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  DPKO-DFS, Guidelines on Design, Delivery and Evaluation of Training, 2014 
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Accordingly the counter measures against this threat, in general, suggest certain actions at all 


levels (understanding the threat, protecting, preventing, preparing and pursuing).   


 It is the responsibility of T/PCCs, FHQ, sector HQs and commanders of deployed units to ensure 


that the deployed force fully understands the IED threat, are fully equipped according to the 


MOU of the mission, trained and motivated at all times to undertake assigned tasks. 


 Evaluation criteria will vary with the operational responsibilities and the degree of threat to 


which the units are exposed. IED-TM units deployed in mission have the responsibility of 


undertaking IED operations (search, detection and disposal of IEDs) in a high threat 


environment. Field units on the other hand are responsible for maintaining the highest degree of 


alertness to prevent IED incidents and for supporting units in search and EOD operations.   


 In the IED domain, the operational readiness of the UN mission will, therefore, be evaluated as a 


tandem approach, involving operational and training evaluation of the IED-TM units and 


maneuver elements against a singular IED threat. 


 IED evaluation will be based on the mission requirements of maneuver elements to determine if: 


o Organizational structures support the performance of assigned tasks. 


o Operational standards are achieved. 


o Capability to perform mission essential tasks is attained. 


o Requisite standards are achieved in training. 


o Administrative and logistics capacity is sufficient to support the mission. 


6.7 Conduct of evaluations 


 Evaluation should be based on measurable and quantifiable standards that are specific, 


achievable, realistic and time-bound in nature.  


 Evaluations may be conducted in a graduated manner by level (from individual soldiers to 


commanders); activity (team, platoon, company or battalion); and in a task-oriented manner to 


systematically build expertise and integrate capabilities for collective application.  


 In addition to national training standards, further guidance on conducting evaluations is available 


in the evaluation checklist at Annex F, and UN policies, directives, SOPs and guidelines as 


indicated at the start of this chapter. 


6.7.1. Pre-deployment evaluations 


T/PCCs are responsible for conducting independent evaluations and self-evaluation of (deploying) 


forces units, sub-units and individuals. In an IED threat environment, a military contingent is 


expected to be appropriately familiarized with the threat, well trained and qualified in basic military 


skills and conventional military tactics, techniques and procedures. In addition, IED-TM units are 
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specially trained to undertake tasks in accomplishing the mission mandate. It is T/PCC’s 


responsibility to ensure that personnel and units are operationally ready to deploy and implement 


mandated tasks. However, evaluation by the T/PCC can be supported by assessments by DPKO 


through organized pre-deployment visits (PDV) by an advisory team of DPKO/OMA, PD and 


UNMAS, DFS, ITS and representatives from the mission FHQ prior to a contingent’s deployment to 


the mission area
41


. Additionally, UN can arrange limited training and evaluation in a third country 


prior to deployment at the cost of the T/PCC. 


6.7.1.1. The purpose of pre-deployment evaluation is to:  


 Develop confidence in all stake holders including T/PCC, UNHQ and FHQ in the capabilities of 


units to undertake assigned tasks in IED threat environment. 


 Determine the level of pre-deployment training proficiency attained by IED-TM units in basic 


TTPs and other military components in IED mitigation capability in line with training standards 


referenced in Chapter 5.  


 Improve interoperability with other UN national contingents in individual and collective tasks. 


 Identify shortcomings and take corrective measures for capability enhancement before 


deployment. 


6.7.1.2. Prior to evaluation and UN DPKO’s PDV, in order to meet specific to  requirements 


of UN mission, T/PCCs may undertake the following activities: 


 Raising and establishing the unit in accordance with the mission-specific UN Statement of Unit 


Requirement. 


 Training and equipping in accordance with the standard IED-TM Unit tasks and expected 


operational demands. 


 Developing mission-specific, task-oriented, individual and collective expertise and capabilities. 


 Identifying shortcomings and taking remedial action to improve capabilities. 


 Making timely adjustments and mid-course corrections. 


 Utilizing experienced trainers from other units to train those awaiting deployment. 


 Final pre-deployment inspection and evaluation by national peacekeeping experts. 


6.7.2. In-mission evaluations 


                                            
41


 Ibid 29. 


T/PCCs are responsible to conduct independent evaluations and self-evaluation 


of (deploying) forces units, sub-units and individuals 
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Unit commanders undertake self-evaluation of their units and subunits to understand the fitness of 


their troops for the tasks likely to be allotted to them within the mandate. In-mission evaluations of 


units for IED-TM operational requirements should include: 


 Conducting the first in-mission evaluation of all units within two to three months of deployment 


to validate and match the standards achieved prior to deployment. This must be followed by 


quarterly/half yearly evaluations in accordance with mission norms. The following capabilities 


should be evaluated: 


o Understanding the IED threat and the aggressor’s TTPs. 


o Force protection requirements. 


o IED search and EOD TTPs.  


o ESI and evidence collection. 


o Exploitation activities (Related staff). 


o Crisis actions. 


o EDD accreditation (until specific accreditation for ‘arms and explosive search (AES) dogs’ 


are developed, ‘mine detection dogs’ (MDD) accreditation (Annex A Chapter 9 of UN Mine 


Action NTSG 8) may be utilized). 


 At all levels commanders are responsible for continuously and simultaneously monitoring and 


reviewing in-mission operational performance. 


 Instituting periodic selective evaluations will identify weak areas to administer corrective 


actions. 


 Reassessing capabilities and skills based on Information analysis reports and operational 


assessments on IED threat meriting changes in mission’s operational situation, or when there is a 


gap between requirements and performance. 


6.8 Evaluation support 


6.8.1. Independent evaluation support 


 T/PCCs shall authoritatively determine how well their personnel, units and equipment are 


prepared to undertake tasks or perform peacekeeping duties to mitigate IEDs in an IED threat 


environment. This is achieved by conducting independent evaluations using SMEs, from  


training centres (if available), national training centres and officers who have previous command 


or staff experience in IED threat mitigation tasks during their tenure in UN missions.  


 Adequate resources in terms of an IED display room, training facility, training areas, classrooms 


and IEDD equipment will significantly improve preparation and evaluation exercises.  
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 T/PCCs should incorporate UNPKO-OMA guidelines and recommendations in the evaluation 


reports to ensure the operational preparedness of units is suitable for the intended UN mission 


environment. 


 Additionally, the UN FHQ (military and police) through established evaluation mechanisms 


(force and sector HQ) conducts its own assessment of units after deployment. In this way, 


multiple evaluations contribute to higher states of operational readiness and performance. 


6.8.2. Mission leadership assistance 


The mission leadership supports evaluation by coordinating and providing the following assistance: 


 Providing T/PCCs with expected performance goals for all IED-TM Units, pre-deployment 


preparation requirements and mission-oriented task requirements. 


 Providing IED threat assessment reports and information analysis reports to T/PCCs before 


deployment and Sector HQ / units on regular basis to facilitate all time operational readiness.   


 Ensuring that all military component units are aware of the evaluation process
42


.  


 Carrying out in-mission operational performance and capability evaluation of the contingent as 


and when required. Provides and coordinates the required resources and staff to conduct 


evaluations and centralized, technical on-the-job training to strengthen evaluated shortfalls. 


 Guiding and supporting T/PCCs to improve shortfalls, adopt midcourse corrections and take 


action with the mission command and staff on evaluation findings. 


 Developing a mission-specific IED mitigation training plan and monitoring the required training. 


 Providing Performance Evaluation Forms (PEFs) for commanders. 


6.8.3. UNHQ assistance 


DPKO/DFS plays a key role in guiding and facilitating T/PCC in achievement of evaluation and 


operational readiness. In addition to this handbook, numerous references offer guidelines and 


standards by which UN T/PCCs can evaluate their operational readiness. UN assistance includes: 


 Guiding, assisting, facilitating or supplementing T/PCC efforts in evaluation. 


 Providing evaluation advice through the Integrated Training Service
43


. 


 Providing an Operational Advisory Team from DPKO/DFS to guide and assist emerging T/PCCs 


(assistance on request for other T/PCCs). 


 In the IED-TM context, DPKO / DFS may provide the mission and T/PCC with strategic 


guidance and oversight by: 


                                            
42
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o Conducting a pre-deployment assessment to determine that the contingent is ready for 


deployment in IED threat environment. 


o Guiding and assisting emerging T/PCCs (and other T/PCCs on request), focusing on meeting 


the force requirements and capacity building. 


 The work of the evaluation team is guided by the principles of transparency, independence, 


consultation, and relevance. The evaluation team also works in close partnership with the 


Inspection and Evaluation Division of the Office of Internal Oversight Services as well as the 


Peacekeeping Strategic Partnership Office of DPKO.  


6.8.4. Collective responsibilities  


T/PCCs are encouraged to modify and formalize the evaluation methodology, criteria and 


procedures presented in this handbook to suit their needs in conducting their evaluations. For T/PCC 


contingents deploying to UN missions, the development and use of detailed standards and checklists, 


focusing on peacekeeping and IED mitigation preparedness, will yield great benefits in terms of 


operational readiness and early identification of unit capabilities that need improvement. Early 


identification allows performance or equipment shortfalls to be addressed before they start to cause 


problems. T/PCCs that lack the financial or the technical ability to support their deploying units with 


the resources needed to meet minimum national and UN standards should immediately seek to 


discuss their needs with DPKO/DFS at UNHQ. 


6.9 Use of check lists. Checklists are considered to be helpful tools in the evaluation process and 


can be used as a baseline for each type of evaluation. Specimen checklists are at Annex F to K. It is 


up to evaluators to fine-tune these checklists for their individual purposes.  


6.10 Mission Capability Rating (McR). Following completion of the evaluation, the comments 


for each of the IED-TM related Military Requirements and Capabilities will be examined to 


determine if any areas are graded as “unsatisfactory”, which when combined, prevent or 


significantly affect the accomplishment of the overall task or mission.  


 Should such areas be identified within a criterion, then that criterion is to be noted in the Final 


Evaluation Report as a “major shortfall”. 


 Any other criterion that contains areas graded as “marginal”, but which do not significantly 


affect the overall evaluation of the criteria as “satisfactory” are to be noted simply as “minor 


T/PCCs that lack the financial or the technical ability to support their deploying 


units with the resources needed to meet minimum national and UN standards 


should immediately seek to discuss their needs with DPKO/DFS at UNHQ 
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shortfall”. The overall MCR indicates the degree to which the Unit/HQ’s ability to perform 


sustained operations in executing its assigned mission.  


 The following definitions apply: 


o IED-TM Mission Capable (MC). The Unit/HQ meets the UN requirements in all areas, 


performs sustained IED-TM operations and executes its assigned mission in a competent or 


superior manner. No major shortfalls exist. 


o IED-TM MC but minor corrections required. The Unit/HQ generally meets the UN 


requirements, performs sustained IED-TM operations and executes its assigned mission. 


However, some elements of the mission execution or its sustainability are limited by one or 


more shortfalls. 


o IED-TM MC but major corrections required. The Unit/HQ meets the UN requirements, 


performs sustained IED-TM operations and executes its assigned mission. However, many 


elements of the mission execution or its sustainability are limited by shortfalls. 


o C-IED Not Yet Mission Capable minor corrections required. The number or the 


seriousness of one or more shortfalls would most likely prevent the unit from executing its 


assigned mission effectively. In this case a re-evaluation must be scheduled before that 


unit/HQ is considered available for UN employment. 


o IED-TM Not Yet Mission Capable major corrections required. The number or the 


seriousness of many shortfalls would most likely prevent the unit from executing its assigned 


mission effectively. In this case a re-evaluation must be scheduled before that unit/HQ is 


considered available for UN employment. 


o IED-TM Not Mission Capable (NMC). The number or the seriousness of shortfalls would 


prevent the unit from executing its assigned mission. In this case a re-evaluation must be 


scheduled before that unit/HQ is considered available for UN employment. 


6.11 Suspension or exception to policy. Some elements may not be evaluated. Occasionally, a 


Unit/HQ may be prevented from sufficiently demonstrating the capability to perform a specific 


requirement due to circumstances beyond its control, e.g. weather, unavailability of a range or target 


resources, etc. In this case, two options will be available. Based on the monitoring of Units/HQ 


plans, reports and procedures, it will be possible either: 


 To attempt to determine if there is sufficient equipment, skill and expertise available that the 


criteria could be met if the opportunity or situation were encountered; or 


 To use the comment “Not Evaluated” (NE) and explain the reason that prevented the 


evaluation. 
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Contact 


 


UN IED Survivability Project Manager 


Lt Colonel José Antonio Latorre    


latorrej@un.org 


 


PDT Capability Development  


Lt Colonel Jorge Cadima    


cadima@un.org 


 


Or Policy and Best Practices Service: 


peacekeeping-bestpractices@un.org 
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Annex A 


IED-TM Units - Search and EOD teams tasks 


1.1 IED-TM units deployed on UN missions must ensure that personnel qualifications are current 


and that pre-deployment training relates to threat assessments specific to the mission. Identified 


critical capability gaps should be addressed and fully implemented within the organization before the 


deployment, in order to maximize IED Threat Mitigation once deployed. 


The IED-TM Unit/ Team is a specialist resource that should not be employed in general UXO search 


activities. IED-TM Teams (Search and EOD) should always be provided with local protection during 


employment. 


1.2 Search Teams.  A typical search team may be comprised of ten members as follows: 


 Team Leader 


 Second in Command (2IC) 


 Four Searchers 


 Two handlers with EDDs 


 ECM operator 


 Vehicle driver 


1.2.1 Search Team Leader 


 Monitor the fitness and alertness state of search team and EDDs. 


 Conduct a primary survey of the area / route / building and establish Incident Control Point 


(ICP). 


 Brief searchers and EDD handlers on the task. 


 Conduct the search by using standard procedures. 


 Ensure protection of the team and an uninterrupted search. 


 Mark and report suspicious items / IEDs to the EOD team leader. 


 Continually re-evaluate the efficiency of the searchers throughout the operation. 


1.2.2 Handler of EDD 


Provide support to search teams. The main responsibilities of the EDD handler are to: 


 Ensure and monitor the fitness of the EDD before and during its employment. 
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 Evaluate the EDD before employment for search duties on daily basis. 


 Employ the EDD on searches as per standard drills.  


 Ensure duration of employment of the EDD is within its capability. 


 Keep the EDD hydrated. 


 Deploy the EDD intelligently to check each suspected area. 


 Informs the team leader when the EDD shows interest or gives indication.   


1.3 EOD Team. Typical EOD Team configuration is: 


 Operator 1 (Team leader) 


 Operator 2 (Equipment handler) 


 ECM operator 


 ESI operator 


1.3.1 Responsibilities of EOD Team Leader 


 Plan and synchronize EOD activities. 


 Maintain constant contact with search team leader. 


 Carry out the disposal of IED after confirmation by search team leader,. 


 Confirm safe disposal of IED / suspicious item. 


 Collect evidence (ESI) for forensic analysis. 


 Process the disposal report as per the specimen attached at Annex B, as appropriate. 


1.3.2 ESI.  ESI (Level 1 exploitation) is the responsibility of the EOD team. The team will collect 


samples and carry out on-the-spot analysis. Samples of IED precursors will also be collected and 


dispatched for Level 2 exploitation. Responsibilities with regard to ESI are: 


 Conduct an overall scene evaluation.  


 Use standardised drills and procedures for the collection of samples. 


 Collect both visible and invisible samples using standard drills. 


 Avoid handling of the sample by more than one ESI operator. 


 Ensuring samples are not left unsecured or unattended. 


 To wrap and tag the samples for further exploitation as per ESI procedures. 


 Take photographs or videos of the scene and collected samples. 


 Process the investigation report as per specimen attached as Annex B. 


1.3.3 Ammunition Technical Officer (ATO). The duties of the ATO are to: 


 Provide technical assistance to the IED-TM Unit (EOD teams). 


 Provide assistance to identify the explosive contents of IEDs. 
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 Provide technical advice for RSPs in the case of UXO disposal. 


 Evaluate investigative information and recovered materials from a technical perspective. 


 Advise on demolition techniques. 


1.4 Intelligence Officer of a IED-TM Unit. He will: 


 Coordinate with local police or UNPOL field component, as applicable. 


 Analyze the situation and determine the reasons for the incidents. 


 Take a video and still photos of the incident point and surrounding if not already done by search 


or EOD teams. 


1.5 Render Safe Procedures (RSPs)  


RSPs and disposal techniques for IEDs and UXOs will largely depend on the threat, the on-site 


assessment by the disposal team, and the T/PCC established TTPs.  Since TTPs cannot realistically 


be developed for every eventuality, the team must formulate the best approach. IEDD TTPs will 


evolve in line with a changing threat and emerging technologies. Safety must remain the most 


important consideration in designing RSPs and disposal techniques. 


In order of priority, the IEDD philosophy for RSPs includes: 


 Preservation of life.  The safeguarding of human life takes precedence over all other concerns. 


 Preservation of property.  The protection of property and equipment may have a significant 


importance in some mission areas. 


 Preservation and collection of forensic evidence.  Forensic evidence should be collected and 


preserved commensurate with the restraints of the tactical situation. 


 Return to normality.  All RSPs must restore the situation to normality as soon as possible, 


commensurate with safety. 


RSPs and disposal specialists require a secure immediate environment with no / minimum 


interference while performing their tasks. Search & EOD teams, if employed independently, require 


local protection while carrying out tasks. Teams can respond in a timely manner when dedicated 


security is provided by the supported force. 
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Annex B 


 


 


A Priority of requesting unit  Immediate ___ urgent ___ routine ____ no threat ____ 


B Incident reported by 1 Rank or position  


  2 Contact name  


  3 Unit identification / Call sign  


  4 Contact method  


C Name of other force present    


D POC for further information 1 Rank or position  


  2 Contact name  


  3 Unit identification/ Call sign  


  4 Contact method  


  5 Rendezvous location for Search & 


EOD / IEDD Team 


 


E DTG for IED/EO discovery  IED/EO was discovered  


F Location / area of IED/EO 1 Grid reference  


  2 Additional location information  


  3 Under water Yes___ No____ 


  4 Buried Yes___ No____ 


G Photograph taken and sent to  Email addresss 


……………..@......... 


Yes___ No____ 


G IED/EO identification 


estimate 


 What? How many? 


(Use ID Guide codes) 


 


G Safety measures undertaken 1 Evacuation distance in meters  


  2 Other protective measures taken  


H Effect on operation  Totally disrupted major____ Minor____ nil____ 


I Other significant information   


J Date and signature   


 


IED / EO Reporting Form 


Inform Your Superiors Through Your Chain Of Command 


 TOUCH, MOVE OR DISTURB THE IED / EO 


 USE MOBILE PHONE OR RADIO WITHIN 50 M OF THE IED / EO 


 ALLOW ANYONE TO RE-ENTER THE CORDON 


 GIVE INFORMATION TO CIVILIANS OR TO THE MEDIA 


NEVER
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Suggested Layout of IED/UXO Demolition/Neutralization Certificate 


 


1. We the undersigned at    District               area     on (date) -


_____________ time     , inspected/examined the under mentioned Improvised 


Explosive Device/Unexploded Ordnance thoroughly, mutually agreed and carried out 


neutralization/demolition of the Improvised Explosive Device/Unexploded Ordnance  “In-


situation”/taking at    area after obtaining permission from Judge/Magistrate: 


a.  (IED/UXO1) 


b.  (IED/UXO2) 


2. We mutually agreed that the recovered/captured Improvised Explosive Device/ Unexploded 


Ordnance is/are  


a. required/not required to be kept as evidence and so handed over to police authority after 


collection of following evidences (finger print, picture and video footage etc): 


 1. 


 2. 


b. not required/not required to be kept as evidence and so carried out demolition of IED/UXO at site 


 1. 


 2. 


 


 


(Sign of Police Representative)   (Sign of Search and EOD Team Leader) 


Number:      Number/ATO Number: 


Rank and Name:     Rank and Name: 


Appointment:      Appointment: 


Unit:       Unit: 


Place:       Place: 


Date:       Date: 
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Suggested Layout of Investigation Report on Captured/Recovered IED/UXO Held Under the 


Custody of Law Enforcing Agencies 


Place:     


Date of Inspection:      
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(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 


 


 


 


         


Sign of ATO 


Name with Rank: 


ATO Number: 


Unit: 


Date: 


Signature of Search & EOD Team Leader 


Name with Rank: 


Unit: 


Date: 
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Suggested Layout of IED/UXO Incident Report 


Improvised Explosive 


Device Incident Report (File 


Number) 


1.  Formation 


and Search & 


EOD Team 


Number 


2.  Control 


Number 


3.  Unusual 


 


4.  Routine 


 


SECTION A: INITIAL INFORMATION 


5.  Date/Time 


Reported 


9.  Incident Location 11.  Item(s) Reported 


6.  Reported By 


7.  Phone Number 


10.  Whom to Contact (including 


telephone number) 8.  Address 


SECTION B: ACTION BY EOD OPERATOR 


12.  Personnel 


Dispatched 


13.  Date/Time 14.  Travel 


Data 


15.  Man Hours 


 13.1.  Departure 14.1  Air-


Flying Time 


15.1.  Travel 


 13.2.  Arrival 14.2  Vehicle-


Mileage 


15.2.  Incident 


 13.3  Completion 


16.  Confirmed 


Identification/Nomenclature 


17.  Disposition 


18.  Incident Narrative (Include all Significant Details and Problems) 


Separate page may be attached. 


19.          Authentication 


19.1  IEDD Team Leader 


 


19.2.  Telephone Number. 19.3.  Date 
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Suggested Layout of Post Blast Investigation Report 


1. Who has Informed and What was the Information Given.  


2. Date, Time, Place and Location of IED/UXO Incident.  Be specific as to where the 


IED/bomb is planted, i.e. cargo hold of an aircraft, dickey trunk of vehicle, toilet or any other place 


etc.  


3. Type of incident. Incendiary bombing, attempted bombing, recovery of IED, stolen 


explosive, recovered explosive or any other etc.  


4. Delivery Method.   In what manner the bombing has been done; human bombing/ driven 


into/ rocket attack/ mailed/ placed, thrown or any other.  


5. Suspect or Group Description.   Whether advance notice was received or claimed after the 


explosion. Whether suspects are known for blast activities or any other.  


6. Target.    National leader, politician, UN convoy, sensitive installation, general mass etc.  


7. Probable Reasons. Sabotage, public harassment, extortion, or any other etc. 


8. Description of Explosive Devices.  


8.1 Explosive.  Type, weight, colour, country of origin, homemade etc.  


8.2 Container.  Standard or improvised, suitcase, car, pipe, carton, transistor (Explain make and 


type). 


8.3 Fillers Marking.  If any. 


8.4 Manufacturer.  Name of the company that produced the item.  


8.5 Size.  Exact size and dimension.  


8.6 Booster.  If the explosive charge contained the booster to improve the detonation.  


8.7 Lot Number and Batch Number.  Lot No and Batch No of explosive, container, fuze body 


etc with name of the manufacturer.  


8.8. Detonator and Initiating Mechanism. 


8.8.1 Detonator Details.  Electric or non electric (Safety Fuze). If it is electrical whether booby 


trap was used, insulation, colour, diameter, closing plug etc.  


8.8.2 Type of Battery Used.  Details of battery, size, trade name, voltage, local or outside.  


8.8.3 Non Electric.  Type of detonator and safety fuze, length of safety fuze.  


8.8.4 Command Detonated.  Radio control, Command wire, Walkie-Talkie, FM or any other.  


8.8.5 Chemical.  When device is initiated by reaction of substance (Time pencil), Sulphuric acid 


on Potassium chlorate, WP on action in air, colour band etc.  
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8.8.6 Other Components.  Components not listed above such as closing plug, fuze body, base 


plate, rocket motor etc.  


9. Pre-incident Information.  What happened prior to the incident warning? Attempt, threat to 


the target, security measures adopted any function, meeting, transport stolen or acquired, explosive 


stolen from military or commercial organizations.  


10. Incident.  Circumstance of explosion, damage pattern, whether explosion was followed by 


fire etc.     


11. Height of Fireball Noticed.   


12. Type of Sound Heard.  


13. Colour of Fireball.   


14. Number of People Killed.  


15. Number of People Injured.  


16. Extent of Damage Caused.  


17. Evidence Details. Show exhibit separately as applicable. 


17.1 Who collected the residual components and where were they sent. 


17.2 Spot Test Result (If done). Type of reagent used and result. 


17.3 Forensic Report (If done). Method and equipment used for analysis. (Detailed report to be 


attached as exhibit)  


20. Deduction:  


20.1 Probable Causes.  


20.2 Most Probable Cause. 


21. Recommendations:  


21.1.  


21.2. 


21.3 


22. Sketch of the Explosion Site with Photograph. To be attached as annex. 


23. Any other information. 


 


 


 


 


Signature of Team Leader  
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Annex C 


IED indicators and signs 


1.1  Context 


Having numerous means of detection can increase the prospects of locating IEDs during the conduct 


of a mission. Significant information can be drawn from maintaining persistent awareness of the 


operational surroundings and contribute to intelligence efforts.  This often represents the best means 


of detection that can be achieved by any force member while in garrison, during a patrol, or any 


other activity supporting the mission mandate, including interactions with the local population. The 


following indicators should be looked for by UN personnel during implementation of an IED threat 


mitigation campaign:  


1.1.1 Changes in patterns of life.  A sudden absence of playing children, people, normal traffic 


or other daily activity may indicate an impending IED attack. 


1.1.2 Colour.  Look for contrasting colours, freshly disturbed earth or concrete that does not match 


the surrounding areas. 


1.1.3 Discard-able. Discarded materiel unwittingly or unknowingly left on the scene by the 


aggressor provide important clues such as exposed detonating cord, adhesive tape or other parts of 


the IED.   


1.1.4 Markers.  Markers are used to trigger the IED at the right time.  Look for prominent objects 


that might be used as a marker and watch for indicators by the side of the road such as tires, rock 


piles, ribbon or tape that may identify an IED location, or serve as an aiming reference. 


 


Figure: Disturbed 


earth and exposed 


cord may indicate 


IED 


Figure  


Absence of People and 


Normal Traffic may 


Indicate IED 


People and Normal Traffic Absence of People and Normal 


Traffic 
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1.1.5 Shapes.  Take note of object outlines and unknown devices that seem out of place for the 


environment that you are in. 


1.1.6 Graffiti.  Be aware of symbols or writing on buildings and walls that might serve as a 


warning to locals (interpreters will usually be needed). 


6.8.5. Signs.  Pay attention to newly erected placards and signs that seem out of place or might 


serve as warning to locals and messages to aggressors.  


1.1.7 Unusual or suspicious individuals.  Repeated, prolonged presence of unknown individuals, 


personnel on overpasses or in a clearly marked restricted area, deliberate observation or picture 


taking, video recording (of ordinary activities, military movements, buildings, landmarks, friendly 


forces, security practices, etc), map sketching, or testing of security measures. 


1.1.8 Suspicious behaviour.  The following may indicate the enemy intent to use IEDs: 


o Questions about security, force capabilities and strength, etc.  


o Choreographed or timed movements of individual(s) or vehicles. 


o Unusual requests for public documents: blueprints, schedules, maps, routes, etc. 


o Theft or loss of uniforms, military equipment, ID cards, official vehicles, license plates, 


explosives or precursors. 


o Obvious martial / combat type training occurring in secret. (Bombs are often only a 


component of an attack, and have been used in combination with guns and other weapons 


and tactics)  


1.1.9 Unusual or suspicious vehicles.  Vehicles following or ahead of your convoy for a long 


distance and then pulling off to the side of the road.  Cars parked on the side of the road with 


flashing lights are indications that something is wrong. 


1.1.10 Other Visible IED Indicators. 


o Wires lay out in plain sight. 


o Dead animals along the roadways. 


o Freshly dug holes or pavement patching on or along the road that may serve as possible IED 


emplacement sites. 


o Obstacles and craters in the roadway used to channel the convoy.  


Vehicle quickly overtaking convoy 


Figure 


Abnormal vehicle 


behaviour may indicate an 


imminent IED attack 
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o Signals with flare or city lights (switched off/on) as the convoy approaches. 


 


1.2 Characteristics of an IED attack site along route  


 Regular patterns set by military and police forces during move. 


 Channelization effect. 


 Slow go terrain / choke points. 


 Site where IED can be easily placed and hidden. 


 Aiming marker / clear line of sight. 


 Key terrain that supports follow-on ambush. 


1.3 Probable IED Location 


IEDs may be placed anywhere. Common areas of IED emplacement include, but are not limited to:  


 By the shoulder or buried under the surface of the road.  


 Inside the culverts or concealed in the walls of culverts. 


 On the trees astride the road. 


 Potholes in paved roads – additionally, the aggressors may make their own ‘potholes’ to emplace 


IEDs.  


 Unpaved roads – in tire ruts of likely movement areas.  


 In areas with built-up and/ or restrictive terrain that provide ample cover and concealment. 


 Inside, beside or buried under heaps of any type of material or packaging.  


 Concealed in cars, trucks, motorcycles, bicycles, dead animals and human carcasses.  


 As secondary IEDs near the main IED, especially designed to target first responders. 


 Placement in a manner that directs the blast into the kill zone (i.e. placed along road side or 


against rock piles, sand/ dirt piles, etc) 


 Areas that slow, stop, or canalize vehicles of military and police within the IED’s blast radius. 


 Where they can be combined with follow on small-arms and RPG fire. 


 In previously used IED sites, i.e. potholes that are covered with dirt or sand. Frequently multiple 


IEDs can be daisy-chained together. 


 Abandoned huts for placement of VOIEDs.  


Figure: Various 


IED Indicators 


IED attack 
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Annex D 


IED Awareness 


2.1 Context 


It is important that IED safety awareness to be included in any threat mitigation efforts. The primary 


agency for the conduct of this within the UN Mission is UNMAS. UNMAS aims to raise awareness 


and provide basic safety information concerning the threat of landmines, ERW and IEDs to 


organizations and individuals working in affected areas, and to help them to: 


 Establish appropriate safety procedures. 


 Avoid contact with mines, ERW and IEDs and; 


 Take appropriate action in emergency situations. 


2.2 Contents of IED awareness 


Any IED awareness campaign should ensure that it covers all the mission agencies, including NGOs 


and civilians within the mission area. The content of any IED awareness campaign should also 


incorporate other explosive threats such as mines and ERW. Possible content could include the 


following: 


 Collecting detailed information on the IED/mine/ERW threat in the area of operations, and 


updating this information regularly. Consider keeping a visual brief available (a map or spread 


sheet identifying dangerous areas). 


 Establishing IED/mine/ERW safety procedures in accordance with endorsed (UNMAS) 


procedures. In particular, establish a vehicle and travel reporting system. 


 Maintaining updated and verified contact details of mine action centres and agencies, UN 


security officers, Multinational EOD Coordination Cell (MN EOD CC) and National Point of 


Contact EOD (NPOC EOD) of peacekeeping, local police and medical facilities. 


 Request IED related information from the mission HQ. 


 Providing IED/mine/ERW related information to staff, including information on safe routes and 


dangerous areas in areas of operation, as well as emergency contact information. 


 Understanding that levels of alertness to the IED threat may decrease over time; and safety 


refresher training may be required. 


 Ensuring that staff receives first-aid training, with special focus on trauma care, and that vehicles 


are equipped with first-aid and trauma-care kits. 


 Equipping vehicles and staff with effective communication equipment, ECM and maps, and 


providing training in their use. 
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 In areas of high risk and high exposure, special (MRAP, blast proof) vehicles should be provided 


for additional protection from an explosion. 
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Annex E 


 IED Threat Mitigation Responsibilities  


Tasks are intended as a guide and are listed to assist HQ staff in developing an IED-TM Capability. These tasks need to be scaled as per the level 


of the HQ, its mandate, threat environment and availability of IED-TM assets. Likely tasks of HQ staff to plan and organize C-IED effort in 


mission setting are: 


 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


1. All Staff Specialist input for briefing 


HOM and FC (military and 


police) 


Support strategic level 


decision making 


Understanding 


Preventing 


Protecting  


Preparing 


 


Intelligence Cell in Lead (U2) 


2. Information exchange 


and management (U-2, 


U-3, U-6 and U-9) 


 


Create and manage a mission   


IED-TM database to collate 


IED incidents 


Provides operational picture 


of AOR to support pattern 


analysis (increases 


situational awareness). 


Helps identify IED networks 


Understanding 


Preparing 


 


This will include IED 


locations/ timings, type, 


target, and aggressor’s 


TTP.  


 


3. Information Exchange 


and Management (U-2, 


U-3, U-6) 


Create common reporting 


terminology 


Consistency in reporting. 


Helps accuracy in 


operational assessments 


Understanding 


Preventing 


Preparing 


 


4. Threat Assessment (U-


2) 


Analyze IED Threat and 


identify threat zones (high to 


low) 


Identify areas of focus for 


operational planning 


Understanding 


Preparing 


 


5. Information Analysis 


(U-2,U-5) 


Predict and identify IED 


network activities and behavior 


(financing, training, 


recruitment, construction) 


Understand the  IED network Understanding 


Preventing 


Preparing 


War gaming, pattern 


analysis 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


6.. Information analysis 


(U-2,U-5)  also  


information operations 


(U-2, U-9) 


Identify IED supporting 


infrastructure. Materials 


provider supply lines. 


Communications facilities   


Understand the  IED network Understanding 


Preventing 


Preparing 


Exploitation is key. Also 


SIGINT  


7. Information Analysis 


(U-2,U-5, U-8)   


Study aggressor’s TTPs - IED 


emplacement and targeting 


Inform all in-mission HQs 


about aggressor’s TTPs. 


Helps understanding of 


aggressor’s IED capabilities  


Understanding 


Pursuing 


Protecting  


Preparing 


 


8. Information Analysis 


(U-2,U-5)  also 


IEDD/EOD/WTI  (U-


8) 


Make recommendations as to 


how/ where IED threats might 


develop.  


Identify where FP might 


have to be developed (e.g. 


additional ECM) 


Understanding 


Preventing 


Preparing 


 


Include aggressor’s 


future intentions. 


Operations Cell in Lead (U3, U5, U6) 


9. Operations and Plans 


(U-3, U-5) 


 


Provide lead, direction and 


coordination for IED-TM 


related activities  


Ensure IED-TM employment 


is effect based and focused  


Preventing 


Preparing 


Pursuing 


Protecting 


 


10. Operations and plans 


(U-3, U-5) also 


information exchange 


and management (U-


2,U-3, U-6) 


Include IED related input into 


routine SITREPs 


Ensure commanders and 


staff retains IED-TM 


situational awareness.  


Understanding 


Preparing 


 


 


 


11. Operations and plans 


(U-3, U-5) also training 


(incl lessons learned) 


(U-7) 


Assess in-mission force FP 


capabilities 


Assist in validation TTPs for 


force protection 


Preventing 


Preparing 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


12. Operations and plans 


(U-3, U-5), Engineer 


(U-8) and 


communication (U-6) 


Plan search and EOD 


operations  


Reduce IED network 


effectiveness 


Preventing 


Pursuing 


Protecting 


 


13. Operations and plans 


(U-3, U-5) also 


intelligence (U-2) and 


CIMIC (U-9) 


Provide general direction for 


the prioritization of IED-TM 


information gathering 


opportunities against tactical 


operations  


Ensure exploitation and 


information gathering 


opportunities are used 


without inappropriate impact 


on operations.  


Understanding 


Preventing 


Pursuing 


 


 


14. Co-ordination (U-3) Co-ord all IED-TM activities 


within the Mil/Pol staff and 


among higher/lower HQs, other 


units and agencies 


Defeat aggressor’s IED 


system 


Understanding 


Preventing 


Protecting  


Preparing 


IED advisor to lead. Role 


of U-3 as they represent 


the core IED-TM 


functional area. 


15. Operations and plans 


(U-3, U-5) 


Coordinate IED-TM 


contributions to operational 


planning 


Ensure coordinated IED-TM 


support to all operations for 


FP  


Understanding 


Preventing 


Preparing 


Protecting 


 


16. FP (U-3, U-2) 


 


Prediction and dissemination of 


likely IED targets and locations 


Support forces in defeating 


IED ensuring FP 


Understanding 


Preventing 


Preparing 


Protecting 


 


17. FP (U-3, U-7) also 


IEDD/EOD/WTI (U-8) 


and Communication 


officer (U-6) 


Monitor and evaluate friendly 


forces protection capabilities 


monitor the RCIED threat 


frequency list  


Manage ECM capabilities 


throughout the battle space  


Understanding 


Preparing 


Protecting 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


18. IEDD/EOD/WTI (U-8) 


FP (U-3, U-7) 


communication (U-6) 


Monitor the RCIED threat 


frequency list  


Inform all owners of ECM 


FP equipment on RCIED 


threats 


Understanding 


Preparing 


Protecting 


 


19. IEDD/EOD/WTI (U-8)  


FP (U-3, U-7), 


communication (U-6)  


 


Identify ECM FP characteristics 


for national, UN and civilian 


EW systems.  


Contribute to ECM 


throughout the battle space  


Understanding 


Preventing 


Preparing 


Protecting 


 


20. IEDD/EOD/WTI (U-8) 


FP (U-3, U-7) and 


communication (U-6) 


Monitor and evaluate EW force 


protection equipment and TTPs 


effectiveness in relation to the 


threat 


Confirm that equipment, 


procedures and threat fills 


covers  threat spectrum 


Understanding 


Preventing 


Preparing 


 


21. IEDD/EOD/WTI (U-8) 


FP and PoC (U-3, U-7) 


communication (U-6) 


Issue and maintain the policy on 


EW pre-detonation of IEDs 


Ensure FP TTPs are 


consistent with security of 


civilian personnel.  


Understanding 


Preventing 


Protecting 


 


Training Cell (U7 in lead) 


22. Training standards 


formulation (U-7) and 


intelligence (U-2) 


Prepare search and EOD 


training standards to defeat IED 


and precursors based on 


information analysis 


Standardization of search 


and EOD capability to defeat 


aggressors TTPs 


Preparing 


Protecting 


 


23. Training  (U-7), FP (U-


3, U-7) and 


IEDD/EOD/WTI (U-8) 


Develop and conduct  


exploitation awareness training 


as part of IED-TM training 


Ensure value of exploitation 


is understood (enables levels 


2 to be undertaken) 


Preventing 


Protecting  


Preparing 


 


24. Training (including 


Lessons learned) (U-7), 


IEDD/EOD/WTI (U-8) 


and 


CIMIC (U-9) 


Develop and manage IED, EO 


and UXO awareness training 


programmers and educate 


within UN personnel and local 


populace  


Fulfill force protection 


requirements. Mitigate 


explosive hazards to civilian 


personnel. Prevent civilians 


supplying ERW / EO to IED 


Preventing 


Preparing 


Protecting 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


 system.  


CIMIC and information management Cell (U9 in the lead) 


25. Information operations 


(U-2, U-9) also CIMIC 


(U-9) Military Public 


Information Office 


(MPIO/INFO Ops) 


Co-ord passing of IED 


information to UN 


establishments and other 


external agencies as appropriate 


Enables all partner/ 


stakeholders to ensure 


requisite protection measures  


Understanding 


Preventing 


Protecting  


Preparing 


To include NGOs and 


host nation forces  


26. ISR (U-2, U-3) and U-9 


 


Plan ISR usage in support of    


IED-TM operations 


Focus on IED system 


elements that led themselves 


to detection 


Pursuing 


Preventing 


Protecting  


 


27. CIMIC (U-9), 


HUMINT and ISR (U-


2, U-3)  


Develop information based 


picture of IED system 


Ensures IED-TM related 


information is gathered and 


the results are analyzed 


Understanding  


28. 


 


 


Information Operations 


(U-2, U-9) and 


IEDD/EOD/WTI (U-8 


Write and disseminate IED 


threats awareness reports 


Ensure timely issue of IED 


threat warning to forces 


Understanding 


Preventing 


Protecting  


Preparing 


 


29. Information Operations 


(U-2, U-9) 


 


Coordinate IED-TM 


contribution to information 


operations 


Create awareness of IEDs 


among locals to discourage 


support to aggressor.  


Understanding 


Preventing 


Preparing 


 


30. Information Operations 


(U-9) 


Influencing local populace to 


support IED-TM efforts 


Awareness and trust gaining    


Engineer (U8 in the lead) 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


31. IEDD/EOD/WTI (U-8) Develop search parameters for 


IEDs detection 


Analyze IED emplacement 


pattern and TTPs of 


aggressor and indicate types 


of IEDs and precursors  


Understanding 


Preparing 


Preventing 


 


32. IEDD/EOD/WTI (U-8) 


also operations (U-3) 


 


Force protection and organize 


search operations 


Prepare and organize plans 


for route search, vehicle 


search and building search 


Preventing 


Protecting 


Preparing 


 


33. IEDD/EOD/WTI (U-8) 


 


Issue policy for exploitation at 


levels 1-3 including WIT 


This capability is needed to 


fully exploit the IED threat 


Understanding 


Pursuing 


Preventing 


Protecting  


Preparing 


 


34. IEDD/EOD/WTI (U-8) 


 


Create a level 2 exploitation 


capability 


Provides timely and 


operationally focused 


information and evidence 


that ensures correct search 


TTPs and FP measures 


Understanding 


Preventing 


Protecting  


Pursuing 


Necessary Labs 


equipment will be  


resourced at FHQ level 


35. IEDD/EOD/WTI (U-8) 


 


Create level 1 (WTI) SOPs Common standards leads to 


understand exploitation of 


material 


Understanding 


Pursuing 


Preventing 


 


36. IEDD/EOD/WTI (U-8) 


also information 


exchange and 


management (U-2,U-3, 


U-6) 


Monitor IED activity in other 


missions 


With a view to understanding 


threat migration possibilities 


Understanding 


Preventing 


Preparing 


 


37. IEDD/EOD/WTI (U-8) 


also information 


Provide feedback (positive) to 


tactical level of successes from 


Encourages continued 


support to exploitation 


Understanding 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


exchange and 


management (U-2,U-3, 


U-6) also military 


public information 


office (MPIO/INFO 


Ops) 


exploitation efforts by those at the tactical 


level 


38. IEDD/EOD/WTI (U-8) 


also information 


operations (U-2, U-9) 


Fuse and analyze exploitation 


reports to identify sources of 


components 


Ensure that intelligence 


information is integrated 


Understanding 


Preparing 


 


39.  IEDD/EOD/WTI (U-


8) also Operations and 


Plans (U-3, U-5) 


 


Contribute to targeting process 


and prioritization of IED 


network personnel  


Deny IED network ability to 


conduct operations, to mount 


operations against IED 


network personnel. Ensure 


wider intelligence gathering 


is not unduly affected by 


personnel targeting  


Understanding 


Preventing 


Preparing 


Pursuing 


 


 


40. IEDD/EOD/WTI (U-8) Establish and maintain 


situational awareness of ERW 


locations, demining and 


clearance operation within the 


AO 


Predict possible explosive 


source for IED networks, to 


improve situational 


awareness of security force. 


Gain information of 


explosives hazards and 


ensure EO disposal 


operations get priority. 


Identify the legitimate uses/ 


storage and transit of 


explosive within AOR. Be 


Understanding 


Preventing 


 


Mines, EO, UXOs 
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 Staff functions 


contributing to C-IED 


Specified task Purpose IED-TM 


activity 


output (KOA) 


Comments 


able to identify legitimate 


explosives should they enter 


the IED network. 


41. IEDD/EOD/WTI (U-8) Ensure ERW / EO data is 


incorporated into the IED-TM 


database.  


Improve situational 


awareness for security 


forces.  


Preparing 


 


 


42. IEDD/EOD/WTI (U-8) Issue and manage EOD policy 


and identify EOD capability  


Ensure standard practice, 


understanding of EOD 


operations and develop EOD 


capability to neutralize the 


threat 


Preparing 


 


 


43. EDD/EOD/WTI (U-8) Direct force lay-down of 


EOD/IEDD assets within AOR  


Make best use of IEDD/EOD 


resources.  


Preparing 


 


 


44. EDD/EOD/WTI (U-8)   Issue tasking and recovery 


policy for EOD/IEDD assets 


within AOR. 


Make best use of IEDD/EOD 


resources. 


Preparing 


 


 


45. EDD/EOD/WTI (U-8) 


also Information 


Analysis (U-2,U-5) 


 


Monitor EOD reports and 


maintain EOD map and register. 


Assist/support host nation on 


EOD tasks.  


Understanding 


Preparing 


 


 


46. EDD/EOD/WTI (U-8) 


also Information 


Analysis (U-2,U-5) 


Monitor IEDD reports and 


storyboards to evaluate IEDD 


TTPs in relation to threats 


Identify equipment or TTPs 


gaps within IEDD capability 


Understanding 


Preparing 


TTPs will remain 


responsibility of 


contributing country 
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Annex F 


Pre-Deployment Evaluation Checklist 


Serial Evaluation Criteria 


unsatisfactory 


to excellent 


(0-5) 


Remarks 


A Generic peacekeeping skills.  Are all personnel trained on 


and sensitized to the generic UN policy guidelines and 


directives for conducting peacekeeping operations?  Do 


they demonstrate a clear understanding of these guidelines 


and directives? 


  


B Mission-specific peacekeeping skills.  Are all personnel 


trained, equipped and organized to perform mission 


essential tasks as per peacekeeping norms?  Is the unit 


capable of performing in line with mission mandate(s)? 


  


C Basic/conventional skills.  Is the unit trained in basic 


infantry skills like firing personal weapons and minor 


tactics in accordance with national standards? 


  


D Physical and mental robustness.  Is the Unit physically 


and mentally robust enough to be deployed to the harsh 


conditions of the field mission? 


  


E Core-specific capabilities.  Is the Unit able to perform core 


tasks based on unit organization, tasks assigned and type of 


Mission? 


  


F Mine, EOD and IED-awareness and mitigation.   Is the 


Unit aware of minefield, explosive ordnance and IED 


hazards?  Are the basic protective measures known and 


trained? 


  


G Leadership.  Is the unit chain of command capable, 


responsive and accountable for delivering in a peacekeeping 


environment? 


  


H Command and Staff.  Is the unit command and staff 


integrated, trained and capable of planning, organizing, 
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coordinating and directing the multifaceted operational and 


administrative tasks in the peacekeeping environment? 


I Training.  Has the Unit undertaken peacekeeping-oriented 


and Mission-specific training?  Has it achieved the requisite 


standards?  


  


J Resources.  Is the unit carrying or in possession of the 


required number of personnel, arms, ammunition, 


equipment, accessories, spares, unit stores and expendables 


as per MOU and Mission requirements? 


  


K Equipment maintenance/management.  Does the unit 


maintain a minimum serviceability state of 90 percent and 


does it have the capability to organize preventive 


maintenance and repair/recovery in situ? 


  


L Weapons, instruments and vehicles.  Are all weapons 


zeroed, instruments calibrated, vehicles maintained and 


inspected and certified for correctness and functionality as 


per required standards. 


  


M Logistics.  In case of deployment at more than one location, 


are the forward deployed elements configured for 


independent and self-sustained logistics capability (food, 


water, accommodation, hygiene and sanitation, transport, 


and medical), or do they receive this support from the 


hosting headquarters? 


  


N Medical.  Do all personnel meet the requisite medical 


standards?  Have they been inoculated as per Mission 


requirements and have they cleared the periodic medical 


examination?   Does the unit have access to a fully 


operational medical facility (Medical Level 1) in 


accordance with the MOU? 


  


O Integrity.  Are all unit personnel aware of applicable UN 


rules, regulations and code of conduct, and have they 


demonstrated high standards of professionalism and 


integrity? 


  







 


IED Threat Mitigation Military and Police Handbook                         121 


 


 


 


 


P Welfare.  Does the unit maintain high standards of 


personnel welfare as per national standards and Mission 


requirements? 


  


Q Legal.  Do unit personnel and commanders clearly 


understand the responsibility to adhere to, promote and 


protect the legal framework for UN peacekeeping 


operations with specific reference to SOFA/SOMA, ROE, 


Human Rights and Humanitarian Law, other relevant 


international legal statutes and the host nation law? 


  


R Evaluation.  Has the unit carried out a formal evaluation?  


Have shortcomings been rectified?  Have TCC authorities 


certified the unit to be fit for deployment to the Mission on 


time? 


  


 
Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Annex G 


Pre-Deployment IED Threat Mitigation Training – Collective Evaluation 


Ser Operational 


activity  


Evaluation of the ability to: Unsatisfactory 


to excellent  


(0-5) 


Name of 


evaluator 


1 Prevent Conduct intelligence preparation of the 


battlefield (IPB) in an IED environment  


  


Plan and employ organic and external 


intelligence, surveillance and reconnaissance 


(ISR) assets to identify element of the IED 


system  


  


Plan and employ the intelligence cycle to defeat 


the IED system  


  


Fuse exploitation products with other intelligence 


sources  


  


Analyze adversary IED TTPs    


Plan and conduct information activities to defeat 


the IED system  


  


2. Predict Plan and conduct operations to disrupt adversary 


IED operations and their logistic support  


  


Plan and conduct operations to neutralise local 


support to adversary IED activities  


  


Plan and conduct operations to neutralise 


identified IEDs and caches  


  


Plan ECM operations against the IED system    


Plan and conduct information activities to defeat 


the IED system  


  


Plan and conduct military search operations    


Identify friendly and own unit TTP patterns    


Plan and conduct route clearance operations    


3 Detect Conduct IPB in an IED environment    
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Analyze adversary IED TTPs    


Plan and conduct information activities to defeat 


the IED system  


  


Plan and conduct military search operations    


Plan and conduct route clearance operations    


4 Neutralize Plan and conduct operations with ECM    


Plan and conduct IEDD operations    


Complete appropriate IED reports and returns    


5 


 


Mitigate Conduct mission planning in an IED 


environment  


  


Conduct convoy drills in an IED environment    


Conduct dismounted drills in an IED 


environment  
  


Conduct drills for a vulnerable point crossing    


React to IED attack    


Conduct IED incident management    


Conduct individual and unit IED-TM training    


6 Exploit Use exploitation products to support prevent and 


predict activities  


  


Plan and control the employment of exploitation 


assets in support of the mission-wide exploitation 


system  


  


Complete appropriate IED reports and returns    


 
Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Annex H 


Pre-Deployment IED Threat Mitigation Training - Evaluation of Individuals 


 


 


Ser Operation


al Activity  


Evaluation of the ability to: Unsatisfactory 


to excellent 


(0-5) 


Name of 


evaluator 


1 Prevent Describe the IED System    


Describe the individual's role in defeating the 


IED system  


  


Describe the local cultures and influences as it 


applies to defeating the IED system  


  


2 Predict Describe the IED system    


Describe the individual's role in defeating the 


IED system  


  


Describe the impact of operations on the IED 


system  


  


Identify friendly and own unit (TTP) patterns    


Identify aggressor IED attack TTPs   


Identify aggressor complex attack TTPs   


Conduct military search   


Describe local cultures and influences as it 


applies to defeating the IED system 


  


3 Detect Identify the main parts of an IED    


Describe and identify the different IED types    


Identify the components commonly used to 


construct each of the types of IED  


  


Conduct basic military search    


Describe route clearance operations    


Identify aggressor complex attack TTPs    


Identify possible IED indicators    


Identify possible suicide attack indicators    


Conduct the 5 and 20/25 meter drills    


Identify vulnerable points    


Conduct drills for a vulnerable point crossing    


Conduct check point drills    


4 Neutralize Operate Electronic Countermeasures (ECM) 


equipment  


  


Conduct ECM TTPs    


Conduct the 4 C's (Confirm, Clear, Cordon, 


Control)  
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Use appropriate IED reporting procedures    


Describe IED Disposal responders and their roles    


Conduct IEDD responder call out procedures    


5 


 


Mitigate Conduct convoy drills in an IED environment    


Conduct dismounted drills in an IED 


environment  


  


Conduct drills for a vulnerable point crossing    


Conduct check point drills    


React to IED attack    


6 Exploit Describe the purpose of exploitation    


Recognize / identify areas and material of 


forensic value  


  


Describe the principles of site preservation and 


material handling  


  


Conduct technical and forensic material 


preservation  


  


Conduct technical and forensic material 


collection (in extremis only)  


  


Complete appropriate CIED reports    


Describe IED exploitation responders and their 


roles  


  


Recognize the exploitation process and its 


support to the intelligence cycle and future 


operations  


  


 


Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Annex I 


HQ IED Threat Mitigation Evaluation Check List Category 1 – Standard Unit 


 


 


Standard to be met: 


- Capable of providing an appropriate level of IED Threat Mitigation 


 


Elements  Unsatisfactory 


to excellent 


(0-5) 


  N/A  N/E 


1. Is the command / staff aware of the different types 


of IED's? 


   


2. Does the command / staff know the difference between 


C-IED and EOD? 


   


3. Does the command /staff know how to act after an IED 


incident? 


   


4. Does the command / staff understand options available 


on IED Find? 


   


5. Does the command / staff knows about ECM 


management and FP measures? 


   


6. Are the unit individuals aware of commander’s 


policy on IED threat mitigation? 


   


7. Were the C-IED individual training requirements met 


(UN standards) 


   


8. Are the C-IED collective training requirements met 


(UN standards) 


   


Note:  For evaluation of specialized units (C-IED teams) refer to the EOD-IEDD manual, Engineer 


Handbook and other UNMUM manuals 


 
Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Annex J 


HQ IED Threat Mitigation Evaluation Check List Category 2 – Senior staff (SS) of HQ 


Standard to be met: 


- Capable of providing an appropriate level of FP for the group 


- Staff must have conducted general (IED-TM) training 


- Staff must know and apply a basic IED-TM procedure 


- Staff must be able to adapt activity inside the AO taking into account IED threat 


 


Was the SS trained and able to carry out IED-TM TTPs in order to maintain freedom of maneuver 


and to minimise the risk of death or injury from IEDs. 


 


 


Elements  Unsatisfactory 


to excellent 


(0-5) 


  N/A  N/E 


1. Does the SS have an effective group FP organization?    


2. Does the SS have develop a FP plan, in accordance with HQ 


FP policy, that incorporates or at least considers the following: 


 Security Alert States in accordance with HQ alert states? 


 Measures for different Security Alert State are known by 


units and in accordance with HQ Alert state? 


 Additional FP measures taken when necessary? (if 


applicable) 


 In absence of ROEs, SS has promulgated standard self-


defence response for any incident? 


   


3. Is the SS aware of force security responsibilities over the 


entire chain of command? 


   


4. Is the security plan included, but not limited to, anti-


aggressor measures in the following situations: 


 Security plan include briefings, information, security 


measures, etc.? 


 Active/Passive Defense? 


 Recuperation from the effects of an IED attack? 


   


5. Were security plans took into account of guards, patrols, 


orders, IEDs, emergency evacuation, contingency planning, 


communications systems, etc. (if applicable)? 


   


6. Is the FP Planning Instructions include, but not limited to: 


 C-IED: Threat, risk, measures, etc.? 
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 SS orders to carry out checks of security without previous 


notice to units? 


7. Is the SS prepared to cope with and recover 


from the effects of attack through the restoration of 


essential services and the conduct of operations with 


minimum disruption? 


   


8. Does the SS know the difference between 


search and EOD? 


   


9. Does the SS know how to act after an IED incident?    


10. Are the C-IED individual training requirements met?    


11. Are the C-IED collective training requirements met?    


12. Has all members of the SS received appropriate general 


and mission specific countering improvised explosive devices 


(IED-TM) training? 


   


13. Is the SS able to achieve continual sharing of relevant IED 


information with HQs, adjacent SSs and units? 


   


14. Is the SS aware of ECM management?    


15. Do they understand RCIED threat and requirement of 


ECM? 


   


 


Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Annex K 


HQ IED Threat Mitigation Evaluation Check List Category 3 – Military and Police HQ Staff 


 


Standard to be met: 


- Capable to coordinate the establishment of detailed plans and arrangements covering search, EOD 


and IEDD including military and police means and in relationships with local civilian authorities. 


- All staff members must have conducted general and mission specific IED-TM training. 


- Staff must know and apply a IED-TM doctrine and facilitate for IED-TM concept of operations and 


IED threat mitigation framework. 


- Staff must be able to influence activity inside and outside the AO to deter involvement in the IED 


System and reject IEDs as an aggressor’s tactic. 


- Staff must facilitate building capability within own forces to conduct large spectrum IED Threat 


Mitigation with an emphasis on search activities within an IED threat environment. 


- Staff must be able to develop a comprehensive picture of the IED system and its interaction with 


the human, physical and information environments. 


- Staff must be able to plan and conduct operations inside and outside the AO in relationships with 


local civilian authorities in order to degrade an adversary IED capability. 


 


 


Elements   Unsatisfactory  


To Excellent 


(0-5) 


  N/A  N/E 


Is the HQ staff aware of the different types of 


IED's? 


Is the HQ staff aware of the difference between IED-TM 


and EOD? 


Has all members of the HQ staff received appropriate general 


and mission specific IED-TM training? 


Do the staff know : 


 The different levels of exploitation? 


 Who collects evidences after an IED incident? 


 The role of a IED exploitation Laboratory? 


   


2. Did the HQ have a C-IED cell? 


Did the HQ IED-TM cell know: 


 What an IED network is? 


 What an IED system is? 


 The different levels of exploitation? 


 Who collects evidences after an IED incident? 


 What is the role of a IED exploitation Laboratory? 


 What are RSPs and what is FHQ policy on RSPs? 
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Is the HQ capable to plan and prepare IED-TM operations? 


Is the HQ able to support IED-TM operations? 


   


4. Is the HQ staff able to achieve continual sharing 


of relevant IED information with Higher HQs, adjacent 


SCs and  units? 


   


5. Has the IED-TM activities and measures been 


coordinated with higher HQ,  civilian authorities and 


subordinate units? 


   


6. Do the HQ make full use of unit’s IED-TM capabilities?    


8. Do the HQ conduct full spectrum IED threat mitigation 


activities including both reactive and proactive actions? 


   


9. Is the HQ prepared to cope with and recover from the effects 


of IED attack through the restoration of essential services and 


the conduct of peace keeping activities with minimum 


disruption? 


   


10. Has the HQ adequate resources (i.e. ISR, prudent planning, 


assets capacity etc.) to influence and deter the use of IED? 


   


11. Is the HQ staff aware of the enablers in a maritime IED-


TM environment (if applicable)? 


Is the staff aware, which role maritime enablers 


are playing in support of IED-TM operations (if applicable)? 


   


12. Has the HQ implemented a robust FP including IED 


protection measures inside and outside the AO? 


Does the HQ staff have develop a FP plan, in accordance with 


both UN policy and the FP policy of the participating and host 


nations, that incorporates or at least considers the following: 


 Staff Security Officer named for security and FP, with      


IED-TM experience and knowledge in the matter? 


 HQ instructions include IED-TM coordination with host 


nation, local authorities in accordance with different parent 


nations? 


 HQ definition of Security Alert States? 


 IED Measures for different Security Alert State known by 


units and in accordance with Alert state in force? 


 Additional FP measures taken when necessary? (if 


applicable.) 


 Staff carried out periodic checks? 


 In absence of ROEs, HQ staff had promulgated standard 
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self-defence response for any IED incident? 


Is the HQ staff aware of force security responsibilities over the 


entire chain of command? 


Is a Security Inspection Programme established? 


5. Is the security plan included, but not limited to, 


measures in the following situations: 


 IED attacks with divers (if applicable)? 


 IED attacks by small boats (if applicable)? 


 Security plan include briefings, information, security 


 measures, etc.? 


 Active/Passive Defense? 


 Recuperation from the effects of major IED attack? 


Are IED security plans taken into account of guards, 


patrols, orders, emergency evacuation, contingency planning, 


communications systems, etc. (if applicable)? 


Is HQ IED threat mitigation policy considered the execution of 


training exercises/ tactical serials or drills? 


Is the FP Planning Instructions include, but not limited to: 


 IED Intelligence info/ assessment and threat reporting 


system instructions? 


 Command and Control: Authority, ROE, plans, preplans, 


etc.? 


 Defence and Security: Warning/alert state, alert/warning 


system, risk, etc.? 


 IED-TM: Threat, risk, measures, etc.? 


 HQ orders to carry out checks of security without previous 


notice to units? 


Evaluation Grading 


 0  -  Not mission capable 


 1  -  Not yet mission capable, major corrections required 


 2  -  Not yet mission capable, minor corrections required 


 3  -  Mission capable, major corrections required 


 4  -  Mission capable, minor correction required 


 5  -  Fully mission capable 
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Scope 


The United Nations Improvised Explosive Device Disposal (IEDD) Standards have been 
developed to fill a gap in the technical guidance required to respond to the expanding 
and increasingly complex problem of IEDs.  
 
IEDs impede humanitarian access as well as other UN operations and impact on 
civilians, United Nations personnel and clearance organizations. In all areas of its IED 
response, the United Nations requires a safe, cost-effective and coherent approach to 
IED disposal. The United Nations has a duty of care to ensure that those entrusted with 
the task of IED disposal have a competent and practical standard to reference to protect 
their own lives and ensure operational and cost effectiveness. 
 
The United Nations IEDD Standards are of a technical nature; they are for use by IED 
disposal operators and for the organizations and units that employ them under the 
auspices of the United Nations. For Explosive Ordnance Disposal (EOD) Units deployed 
in United Nations Peacekeeping Operations, the IEDD Standards outline the 
competencies required by individuals to meet the collective unit requirements set forth in 
the United Nations EOD Unit Manual. For commercial and non-governmental 
organizations contracted by the United Nations, these Standards provide the basis for 
evaluation of the contractors Standard Operating Procedures (SOPs) for IED disposal 
operations where the context or mandate objective is not humanitarian. 
 
In today’s asymmetric environment, and the multi-dimensional nature of Mission 
activities, the United Nations must be prepared to respond safely and in a timely, cost-
effective manner to IED threats before well-defined humanitarian space emerges. The 
International Mine Action Standards (IMAS) provide the framework for humanitarian 
response of all explosive devices cleared under humanitarian conditions in strict 
compliance with humanitarian principles.  
 
The elaboration of these IEDD Standards has been coordinated by the United Nations 
Mine Action Service, supported by the Office of Military Affairs of the United Nations 
Department of Peacekeeping Operations, and with the technical advice of national 
experts having specific expertise in IED threat mitigation. This process also involved 
extensive outreach and consultations with experts from the mine action sector to 
incorporate best and most current practices, wherever applicable. 
 
The IEDD Standards have been developed without prejudice to the scope and 
definitions provided in the Anti-Personnel Mine Ban Convention and the Convention on 
Certain Conventional Weapons. 
 
These IEDD Standards are intended for use by the United Nations. Member States may 
also choose to refer to them in the development of national policies and practices. 
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Chapter 1 


Introduction to Improvised Explosive Device Disposal 


1.1 Context of the IED Threat 


An Improvised Explosive Device (IED) is “a device placed or fabricated in an improvised 
manner incorporating destructive, lethal, noxious, pyrotechnic, or incendiary chemicals 
and designed to destroy, incapacitate, harass, or distract. It may incorporate military 
stores, but is normally devised from nonmilitary components.”1 
 
Those who manufacture IEDs continuously alter the characteristics, the functioning or the 
delivery method of the device. IEDs generally consist of a switch, power source, initiator, 
container and explosives. All IEDs can be classified as either timed, command, and 
victim-operated2. There are, by definition, no manufacturing standards for IED 
construction although trends may appear and there may be attempts to achieve 
commonality between IED components. The safe conduct of IED disposal therefore, 
relies upon appropriately trained and qualified IEDD operators having a thorough 
knowledge in this area and of the increasing complexity of these devices. 


 
IEDs are among the world’s oldest types of weapons. The use of IEDs as a weapon of 
choice by non-state armed groups is a clear trend over the last decades. IED attacks3 do 
not target only armed forces, security forces or parties engaged in conflict but also 
civilians, government and local officials, and members of humanitarian organizations. IED 
attacks take a toll both in terms of human casualties and psychological impact as well as 
cause materiel damage to vehicles, infrastructure and resources / supplies. IEDs are 
often indiscriminate killers hampering reconstruction efforts, stabilization tasks and the 
delivery of the humanitarian aid in conflict and post conflict environments. The clearance 
of IEDs, along with explosive remnants of war (ERW), which can be used as explosive 
precursor materiel to manufacture IEDs, are essential prerequisite for the safe and 
unimpeded delivery of humanitarian assistance and the return of life to normal in a post 
conflict environment. 
 
IED attacks occur in urban, semi-urban and rural locations against static and mobile 
targets. Casualties of IED attacks are typically and overwhelmingly civilians.4 Such 
attacks have a destabilizing effect, leading to widespread fear, political instability, 


                                            


1 UNMAS Improvised Explosive Device (IED) Lexicon 


2 A detailed description of the IEDs can be found in the UNMAS IED Lexicon. The specifics of IEDs found in various 
areas are not covered. IEDs may have enhancements, including Chemical, Biological, Radiological or Nuclear (CBRN) 
and range from simple to complex. The threat from improvised CBRN devices must be considered when undertaking 
the area threat assessment. However, the capabilities to respond to these threats are not covered in this document. 


3 An aggressive and violent action by an IED aggressor designed to destroy, incapacitate, harass or distract an intended 
target. 


4 Action on Armed Violence, Improvised Explosive Device Monitor, 2017,  
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diminishing the legitimacy of the ruling government as well as impeding socioeconomic 
life. The impact can also be felt beyond immediate borders and on a regional level as 
well. Media and political attention given to the actions of IED aggressors5 can reach far 
beyond the borders of the country in which an attack occurs. 
 
IED manufacturers continually adapt their design to circumvent effective IED threat 
mitigation6 measures and spread/share their knowledge by using numerous 
communication technologies available. Therefore, addressing the issue of IEDs requires 
appropriately informed, trained, equipped and supported personnel from responding 
organizations who would be tasked to dispose of these devices.  
 
In-depth knowledge of the IED threat picture7 enables efficient identification of the 
resources, training, equipment and capabilities required to effectively mitigate the threat. 
Considering the safety of the IED Disposal (IEDD) operator (and any tasks involving these 
devices) as a priority, these improvised devices must be studied to determine their 
components, their functioning, and their methods of employment within a context of local 
factors. This technical and operational information must be recorded and shared at 
national level by all actors engaged in IED disposal8 to allow as accurate an IED threat 
picture as possible to be developed and to adapt the most appropriate IEDD tactics and 
methods. An IEDD Organization9 must take into account “the need to share” principle and 
the sensitivity of the information. 
 
In IEDD, the “need to share” principle refers to the requirement for all IEDD Organizations 
in a given locality to share information on IEDs they find with other IEDD Organizations 
operating in the same area or region. This exchange of information can be through the 
designated IEDD authority10 or an appropriate mechanism agreed with the designated 
authority. Information sharing is essential in IEDD to maintain an accurate IED threat 
picture which is a basic requirement for safe, effective, and efficient IEDD operations in 
any threat environment.  The "need to share" principle supports maintaining the safe, 
effective and efficient capabilities of personnel, and the safety and security of other 
humanitarian organizations and the general population in the area or region.     


                                            
5 An IED aggressor is any person or group of persons or organization that has the intent and / or capacity to inflict or 
threaten physical violence through the use or threatened use of IEDs. 


6 A whole of United Nations approach which focuses on the application of physical, procedural and training responses 
which can collectively be applied to mitigate the threats posed and consequences of IED attacks. 


7 An assessment of the potential use of IEDs in a defined geographical area by a stated IED aggressor or aggressor(s) 
against a stated entity in terms of the technical complexity and tactical sophistication along with the aggressor(s) intent, 
capabilities and opportunities along with local factors. 


8 IEDD Operators may be generated either from government, military, police, commercial or NGO entities.  


9 The entity that is permitted by the designated IEDD authority to undertake IEDD in line with agreed terms of reference 
drafted in line with the contents of the IEDD standards. 


10 The entity with responsibility for the conduct and standards by which IEDD is conducted in a defined geographical 
area, within a defined UN Mandate or an agreed SOFA or SOMA. The mechanism by which a designated authority is 
identified is a national legislative responsible who should designate a suitable entity to fulfil this role. In the case that 
no suitable functioning national mechanism exists, the UN may advise / propose a suitable entity to act as the 
designated authority. 
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Due to the fact that IEDs are used as an asymmetric or hybrid tool of conflict, all 
assessments of the threats and hazards that they pose must involve consideration of the 
technical explosive hazards and the tactical security hazards. Tactical security hazards 
require consideration of how IEDs are employed and the context of the wider security in 
the local area of employment. Due to the improvised nature of IEDs and the typical 
manner of employment, IEDD activities must be threat assessment centric.  
 
It is the responsibility of each organization considering to undertake IEDD to assess and 
identify any aspect of the proposed IEDD operations that may conflict with their 
organization’s operating principles as part of the process of assessing Statements of 
Requirements (SOR). IEDD organizations must address the issue(s) encouraging them 
to accept and partake in the sharing of technical and tactical IED information in both the 
SOR for IEDD activities and the Terms of Reference (TOR) under which they will operate. 
 
It is the responsibility of the designated IEDD authority11  overseeing IEDD organizations 
to ensure that those involved in IED disposal are correctly informed, educated, trained, 
equipped and supported with the appropriate capabilities according to the IED threat 
picture and the wider explosive ordnance threat and fulfill their mandate safely, effectively 
and efficiently. 
 
The IEDD Standards set out the IEDD capability requirements for IEDD Organizations 
tasked to undertake IED disposal in support of United Nations Missions and United 
Nations peace operations in which the operating environment is not permissive to purely 
humanitarian clearance. The Standards provides the means by which the IED threat 
picture can be developed for a given threat environment and from which the appropriate 
safe, effective and efficient IEDD capabilities can be determined. The IEDD capabilities, 
in turn, will inform the training that IEDD Organizations and its operators will be required 
to undertake to develop the necessary Knowledge, Skills and Attitude12 (KSA) and to 
determine the associated IEDD equipment requirements. See figure 1.1 below. 
 


 
Figure 1-1 – Knowledge, skills and attitude components of competent IEDD 


personnel 


 


                                            
11 The entity with responsibility for the conduct and standards by which IEDD is conducted in a defined geographical 
area, within a defined UN Mandate or an agreed SOFA or SOMA. The mechanism by which a designated authority is 
identified is a national responsibility. This does not presuppose the creation of a new governmental entity, 
wherever possible, existing structures should be used. In the case that no suitable functioning national mechanism 
exists, the United Nation may advise / propose a suitable entity to act as the designated authority.  


12 In an IED threat environment attitude refers to a person’s confidence, determination and robustness to operate safely, 
effectively and efficiently in an IED threat environment. 
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Additionally, the IEDD Standards provide guidance on IED clearance based on best 


practices within the IEDD philosophy and principles. Finally, these Standards also 


provide guidance on IED risk education. 


 


1.2 Roles and Actors 


The construction and emplacement of IEDs outside of conflict or post-conflict 
environments is considered a criminal act and in such cases, IED disposal is normally 
under the jurisdiction of the national state security forces and emergency services. Within 
conflict areas the status of the national security services may vary between fully 
operational to partially operational, or totally non-existent. Nonetheless, these national 
institutions may retain primacy and/or they may share responsibilities with the United 
Nations, and other international organizations.  


United Nations IED threat mitigation efforts in mission settings may vary depending on 
whether there is a permissive, semi-permissive or non-permissive operating environment. 
Humanitarian IED disposal only takes place in a permissive operating environment, and 
is elaborated by the International Mine Action Standards. In urgent or emergency 
humanitarian crises, the need will likely exist for IED disposal to take place in a semi- or 
non-permissive environments for the protection of civilians, United Nations personnel and 
humanitarian actors; it is for these semi and non-permissive environments that the IEDD 
Standards are written. 


The organization responsible for the personnel undertaking IED disposal should maintain 
situational awareness by conducting regular threat assessments. These assessments will 
inform the necessary risk mitigation measures and competency standards required, 
permitting IED disposal personnel to operate in such environments safely, effectively and 
efficiently. This process is elaborated in Chapter 2.  


The designated IEDD authority is the principal entity responsible for policy making, 
management, oversight and coordination of IED disposal activities in an affected country. 
The United Nations may fulfill this role for an interim period if conditions do not exist for 
such an authority to be established or to function. As soon as conditions are present, the 
United Nations shall encourage and assist the national government in the establishment 
of such an entity and provide technical advice and support to a designated IEDD authority, 
as requested. 


The IEDD policy13 of the designated IEDD authority or the United Nations, acting in that 
capacity on an interim basis, should include detail on the primacy of action within national 
security frameworks, the authority to act, organizational structures and priorities and 
principles. The designated IEDD authority or the United Nations should therefore decide 
on the roles the different IEDD Organizations may have. These roles will have to be 


                                            
13 The strategic plan of the designated IEDD authority or in their absence the United Nations for a given country in 
relation to how IEDD activities are to be conducted by IEDD organizations. This policy will also outline the roles the 
different IEDD organizations may have. 
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coordinated with the relevant governmental authorities. The possible but not exclusive list 
roles of IEDD organizations can be engaged in are: 


• IED Clearance 


• Protection 


• IED Awareness and Risk Education 


• Capacity Building 


• Information Management  
 
Chapter 3 provides more details on IED disposal capabilities required by IEDD 
organizations. IED Search competencies are beyond the scope of these Standards. 
Reference to international best practice is recommended when information on this 
enabler to IEDD is required. 


 


1.2.1 IED Clearance 


Clearance of IEDs refers to tasks or actions to ensure the removal and/or destruction of 
all IED hazards from a specified area to an agreed standard. The agreed standard is set 
out in the terms of reference between the designated IEDD authority and the IEDD 
organization undertaking the clearance. The agreed standard may include clearance to a 
specified depth when the threat of sub-surface IEDs exists.  


 


IED clearance for the purpose of these Standards can take place in rural, semi-urban and 
urban locations and is divided into open area IED clearance and infrastructure and urban 
space clearance. The breakdown of the nine potential procedures used in IED clearance 
is provided in figure 1-2. How an IEDD organization undertakes these phases of IED 
clearance is a matter between the designated IEDD authority and the IEDD organization 
and should be outlined in the Terms of Reference (TOR) under which the IEDD 
organization operates. 


 
Figure 1-2 – Range of procedures within IED clearance 


 


1.2.1.1 Open Area IED Clearance 


IEDs can be designed for use to counter mobility and to deny access to certain open 
areas, typically on approaches to an area, resource, or facility that is being protected. 
Special attention needs to be paid to such situations which involve the use of IEDs with 
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specificity on the technical complexity and tactical sophistication of the IEDs being of 
utmost importance. These Standards define open area IED clearance as procedures to 
ensure the removal and / or destruction of all IEDs and associated hazards from a 
specified area to an agreed standard. Open area IED clearance is conducted in open 
uninhabited areas without any infrastructure or buildings present and is usually conducted 
in permissive operating environments. It is undertaken by basic, intermediate or advanced 
IEDD teams most often in support of developmental initiatives rather than in emergency 
contexts. 


1.2.1.2 Infrastructure and Urban Space IED Clearance 


IEDs are often used to deny access to infrastructure in both rural and urban environments 
making the return of local inhabitants more difficult. IEDs inside buildings present a 
different technical challenge and require a separate set of skills, equipment and 
procedures than those needed for open area IED clearance. Infrastructure and urban 
space IED clearance refers to procedures to ensure the removal and / or destruction of 
all IEDs and associated hazards from buildings, structures, facilities and their immediate 
surrounding spaces. Building and infrastructure IED clearance is conducted in permissive 
and semi-permissive operating environments. Building and infrastructure IED clearance 
should only be undertaken by intermediate or advanced IEDD teams. It should be noted 
that the presence of rubble may make the clearance of urban areas extremely difficult 
and hazardous.  In addition, the presence of buried human remains may also pose a 
health risk to IED Search and IEDD personnel. 


1.2.1.3. Protection - Mobility Protection and IED Incident Response 


Protection is understood as all measures and means employed to minimize the 
vulnerability of personnel, facilities and equipment against IED threats, and in all 
situations, to preserve freedom of movement for operational effectiveness. The nature 
and complexity of the risk associated with these activities differs from the ones associated 
with area or infrastructure clearance. In a United Nations mission context, where the 
mission mandate is to protect civilians, United Nations personnel and humanitarian 
actors, there is a necessity to allow the delivery of critical mandate activities and 
humanitarian aid, usually through the protection of convoys. This can be referred to as 
Mobility Protection.  


Mobility Protection refers to procedures to ensure the clearance of all IEDs and 
associated hazards obstructing the movement to, through or past a given location or area 
and is designed to facilitate the removal of an IED to allow a specific temporary purpose 
(e.g. movement of a convoy with humanitarian assistance). Mobility Protection can only 
be undertaken by advanced IEDD teams and may be required to be conducted in all types 
of operating environment, including non-permissive environments.   


At times, it may also be necessary for IEDD organizations to undertake a timely response 
to an unplanned IED task, referred to as IED Incident Response. IED Incident Response 
refers to procedures to ensure the removal and / or destruction of all IEDs and associated 
hazards which are located or detected separately from an ongoing planned IEDD 
operation and is reported or turned-in by another party after being found. IED incident 
response can only be undertaken by advanced IEDD teams and may be conducted in all 
types of operating environment including non-permissive environments. As directed by 
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the appropriate tasking authority in line with the procedures set out in the terms of 
reference under which the IEDD organization operates, IEDD personnel may undertake 
IED incident response tasks in the absence of national or other available IEDD 
capabilities, within their certified competency standard and available specialized 
equipment. 


1.2.1.4. IED Awareness and Risk Education 


IEDD organizations may be involved in the delivery of IED awareness to troop contributing 
country (TCC) or police contributing country (PCC) personnel and others involved in the 
provision of security in the country they are operating. IED awareness refers to a 
comprehensive set of IED theory presentations and practical lessons, which may include 
written and / or practical assessments, with the intent to provide or increase the 
knowledge and awareness of recipients in relation to IEDs, their threat and basic threat 
mitigation measures. Further information on IED awareness is provided in chapter 4 
Training.  


IED risk education refers to activities which seek to reduce the risk of death and injuries 
from IED by raising awareness of men, women, boys and girlsin accordance with their 
different vulnerabilities, roles and needs, and promoting safe behaviour. Efforts include 
public information dissemination, education and training, and community IEDD liaison. 
Further information on IED risk education is provided in Chapter 8. 


1.2.1.5. Capacity Building  


Where the local security forces do not possess adequate IEDD capabilities for the IED 
threat, the United Nations may be called to build capacity as part of national security 
forces development. Capacity building includes various types of support, ranging from 
strategic advice on IEDD capability development and institution building to training and 
educating local IEDD teams and the development of doctrine. TCCs/PCCs or IEDD 
organizations may be tasked to train, accompany, advise and assist local security 
services in the development of IEDD capabilities. Such mentorship will require the 
capability to train IEDD teams and provide them with the necessary KSA to develop 
competent IEDD operators. Mentors may also accompany newly trained IEDD teams on 
IEDD operations to advise and assist as they develop their competencies and confidence 
and gain experience. It is important that mentoring be for a limited time with an end state 
and that the local IEDD teams are competent and confident to operate safely, effectively 
and efficiently without the need for mentor assistance. 


1.2.1.6. Information Management 


Information management is a crucial activity within IEDD that enables maintaining as 


accurate an IED threat picture as possible, which in turn helps to maintain the most 


appropriate capabilities in terms of IEDD operator competencies, equipment and support 


to IEDD teams. IEDD Information management encompasses the collection, the 


reporting, the analysis, the sharing and the dissemination of information related to the 


IEDD tasks (IED reporting and recovering of components), between the community of 


actors involved in IEDD in the area or region. This is essential to assess the evolution of 


the wider explosive ordnance threat, and the IED threat, and to maintain the situational 
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awareness of all actual and potential IED aggressors. IEDD organizations and their 


operators must at all times maintain security over IEDD tactics and methods to prevent 


the publication, broadcast, observation or monitoring IEDD tactics and methods by 


entities who are not authorized to do so and to prevent their dissemination beyond those 


who need to have knowledge of IEDD tactics and methods. 


Further information on IEDD information management is provided in Chapter 7. 


 


1.3 IEDD Fundamentals 


IEDD fundamentals refer to the IEDD philosophy and associated IEDD principles on 
which these standards are based. 


 


1.3.1 IEDD Philosophy  


Every IEDD task is unique and it is therefore not possible to enforce definitive IEDD rules; 
however an IEDD philosophy and principles can be applied to empower safe, effective 
and efficient IEDD capabilities. For example, examining trends in the semi-industrial 
production of IEDs could indicate similarities in the construction and use of the IEDs. The 
improvised character of the devices, however, distinguishes them from conventional 
munitions. It is therefore imperative to gain an in-depth knowledge of the IED threat 
(construction, emplacement and environment) prior to establishing standard clearance 
procedures and to frequently reassess the IED threat in order to facilitate the amendment 
of standard clearance procedures when the threat is assessed to have changed. IEDD 
organizations are encouraged to develop best practices to be used to oversee IEDD 
activities. Such best practices should not be templated drills but safe, effective and 
efficient operating procedures that are appropriate for the assessed IED threat and the 
IEDD capabilities. Such operating procedures should not be prescriptive but should 
facilitate and encourage critical thinking by the IEDD operators implementing them, taking 
into account the context of the tactical setting.14 


Those involved in planning the generation of IEDD capability and the conduct of IEDD 
operations should be aware of the IEDD philosophy that guides IEDD operators in the 
planning and execution of IEDD tasks and plans. The United Nations IEDD philosophy is 
based on the following (the priority of each can vary depending on the operational 
context)15:  


a. Preservation of life: The safeguarding of human life takes precedence over all else.  


                                            


14 These standard or technical operating procedures should be issued by the designated IEDD authority and should 


determine how IEDD operations are to be conducted within the designated area of operations.  These SOPs or TOPs 
should be issued to all entities engaged in IEDD operations on a 'need to know basis' but should not be published 
openly. 


15 In the specific case of UN PK Operations, EOD units may be directed to add the removal of the threat as 
part of the philosophy. Please refer to the UN DPKO EOD Unit Manual, p.13, para. 1.4 
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b. Preservation of property: Property preservation is in keeping with the aim of 
preventing an IED from causing damage. 


c. Returning the situation to normal or restoring freedom of movement as soon as 
possible: The removal of the threat posed by an IED is central to the raison d’être of 
IEDD.   


d. Preservation and collection of components and information: Activities done without 
compromising personal safety. IED components are recorded and recovered, in 
support of improving the situational awareness as to the threat in the area of 
operations, in line with designated IEDD authority agreements, and consistent with 
this philosophy. 


 


1.3.2 IEDD Principles  


The guiding principles of IEDD are as follows: 


a. Remote means are to be used whenever possible within the tactical situation of the 


task. Where remote means are not possible, semi-remote means are to be used 


whenever feasible. 


b. Manual render safe action is only to be carried out as a last resort, where all other 


possible means have been exhausted. 


c. One-person risk16.  


d. The operator is to spend the minimum amount of time in the target area and is to 


return to the use of remote means whenever practicable. 


e. Prior to making a manual approach, safe waiting periods are observed. Waiting 


periods are times which an IEDD operator must allow to elapse; the times are 


mandatory and cover both the primary and secondary safe waiting periods17, 18 19. In 


extremis situations, where time is a crucial factor, the waiting periods could be 


shortened. 


f. Operations shall be properly planned,20 but operators must at all times remain 


situationally aware and be prepared to undertake dynamic risk assessment as the 


situation changes. 


                                            
16 A principle which requires that only one operator be within the assessed danger area of an IED during any part of a 
render safe procedure.  
17 The term ‘soak time’ is used in some EOD communities to refer to safe waiting periods. 
18 Exceptions can be made to safe waiting periods if operational priorities dictate or if by following the IEDD philosophy 
(above) is contravened. 
19 The policy on safe waiting periods to be used are to be provided to IEDD teams by their parent IEDD organization, 
which should be threat driven and may be determined in consultation with the designated IEDD authority 
20The EOD Operator’s knowledge, including knowledge of IED construction techniques, must allow him/her to:  


1. Make a full assessment of the threat; 
2. Have an awareness of any special hazard associated with a component, particularly explosives, other than the 


obvious explosive hazard, so that appropriate precautions can be taken; 
3. Determine the most appropriate Render Safe Procedure (RSP) considering the type of explosives and construction 


encountered; 
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g. Neutralization through disruption of an IED is the primary option. 


h. No positive EOD action is to be undertaken until the cordon and evacuation is in place. 


In cases that an evacuation is not possible, the IEDD team will adopt protective 


measures. 


1.4 Planning IEDD Capability Requirements 


The decision to establish IEDD capabilities is determined by available contamination 
information received from the national government, designated IEDD authority or the 
United Nations. The planning of the requirements must ensure that a process of 
information gathering and analysis is implemented as soon as possible so that a 
comprehensive assessment of the IED threat and its impact on communities and the 
humanitarian / developmental activities can be made. The true extent of the IED problem 
may be difficult to assess, therefore the Information Management and the lessons learned 
processes are required throughout the whole life of a programme, as depicted in Figure 
1-3.The information gained through this approach will also assist in establishing a national 
IEDD policy and strategy linked to development priorities.  


 


Figure 1-3 – IEDD Cycle 


 


The responsibility for managing all IEDD related issues, mentioned in this standard, 
remains in the hands of appropriate IEDD qualified experts. Due to the specific 
characteristics of the IED threat and its mitigation, there is a need to establish a proper 
management structure staffed with qualified IEDD personnel both at operational level, to 
plan and carry out IEDD activities, and at the level of the designated IEDD authority / 


                                            


4. Identify the components of an IED so that after completion of a RSP the operator can identify how the device was 
intended to function and to assist in the collection of components and information; 


5. Provide technical advice. 
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IEDD organization / United Nations to manage and support national IEDD activities. 
Further information on management structures involved is provided in Chapter 2. 


Certain factors will determine the required IEDD capabilities and the necessary 
configuration to carry out the assessed IEDD tasks. Further information on the 
development of IEDD capabilities is provided in Chapter 3.  


IEDD capabilities and their tasks will be largely shaped by the following factors: 


a. IED threat: 


IEDD requires a thorough understanding of IED construction and their methods of use in 
a given area of operations. Some information may be classified; however, in keeping with 
the principle of “need to share” and the maintenance of an accurate IED threat picture, 
appropriate mechanisms for the transfer of information from, between and to IEDD 
organizations must be established and coordinated. Issues surrounding the sharing of 
data between partners/IEDD organizations at all levels should be resolved at the earliest 
opportunity. Understanding the threat is key in preparing the appropriate IEDD 
capabilities. 


 


b. Aggressor intent, capability and opportunity: 


An IED aggressor refers to any person or group of persons or organization that has the 
intent and capacity to inflict or threaten physical violence through the use or threatened 
use of IEDs. Aggressor intent refers to the desired aim or purpose that any person or 
group of persons or organization are trying to achieve through the use or threatened use 
of physical violence. Aggressor capability refers to the classification of the ability or 
potential ability of an aggressor to achieve their desired aims when assessed under their 
doctrine, equipment, competencies and structure. Opportunity refers to the assessment 
of the chances of a set of circumstances that makes it possible for an aggressor to carry 
out an attack. Assessment of an aggressor intent, capability and opportunity collectively 
make up the three pillars of a threat assessment. 


 


c. Operating environment: 


The environment in which the IEDD capability will be deployed must be considered from 
a physical environmental perspective and a social perspective. Physical environment 
perspective refers to consideration of the terrain, access, altitude, vital infrastructure, and 
weather factors. Social environment factors include demographics, population details, 
economy, history of the conflict, historical and contemporary political situation and 
displaced persons. The operating environment can be categorized from benign or 
permissive to hostile or non-permissive with everything in between referred to as semi-
permissive. 


 


d. Available resources: 


All resources that are required, directly or in support of an IEDD capability, need to be 
considered in relation to the constraints associated with the maintenance or lack of 
equipment. Some resources that need to be considered in relation to an IEDD capability 
include: 


• Personnel – IEDD personnel with competencies, IEDD support personnel, security 
services. 







 


21 


• Equipment – critical equipment and all sundry materiel and personnel needed to 
maintain and sustain it. 


• Funds to maintain and sustain the IEDD capability from either national sources or from 
external donors or loans. 


 
 


e. Legal considerations: 


Legal considerations to be incorporated can have a major influence on the ability of an 
IEDD organization to develop, maintain and sustain a stated IEDD capability. Such legal 
considerations may include: 


• Legal requirement on an IEDD organization imposed by the designated IEDD authority 
or the host country law; 


• The production of IED reports generated by the IEDD organization for use by the 
national authority or other host nation government agency; 


• The procurement, handling, transport and storage of energetic material for use in 
IEDD; 


• Liability for harm or damage caused due to IEDD operations; 


• Mechanism for the enforcement of cordon and evacuation, and the removal of persons 
from within the assessed danger area of an IED; 


• Implications from the mandate under which a United Nations mission is operating. 
 


Expert legal advice should be sought by the designated IEDD authority from the most 
appropriate means and sources when drafting the terms of reference under which IEDD 
organizations will operate. 
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Chapter 2 


IEDD Planning 


The nature of IEDD operations is inherently more complex than traditional mine action.  
The introduction of human aggressors, and their unlimited inventiveness, into the 
equation results in a considerably more complex, dynamic and evolving threat.  
Organizations conducting IEDD must understand that the threat, both from the IEDs and 
the way they are employed, can and will change rapidly and that their personnel could 
themselves become the direct target of the IEDs they encounter.  In developing an 
understanding of current, and likely future aggressors it is likely that IEDD organizations 
will be considered a valuable target.  It is inevitable that IEDD personnel will be observed 
by aggressor networks who are attempting to identify patterns, capability gaps, and 
weaknesses that can be exploited.  


The IED threat, both the technical and tactical aspects, can change quickly in response 
to the countermeasures, tactics and methods employed by IEDD organizations.  This shift 
requires those organizations undertaking IEDD operations to constantly evaluate the 
appropriateness of their tactics, techniques and procedures (TTPs).  In order to stay 
ahead of the threat and mitigate the risk to the greatest extent possible, the designated 
IEDD authority and IEDD organizations must work together to collect, assess and 
disseminate tactical and technical observations. Organizations such as the UN 
Department of Safety and Security (DSS) and UNMAS may serve a focal point for the 
coordination of this information.  


This chapter aims to identify the planning process(es), which must be driven at every level 
by robust and detailed threat assessments, required to identify the complete spectrum of 
capability that will be required to counter the IED threat.  IEDD planning is a multi-
disciplinary activity but at its very heart must have suitably qualified and experienced 
IEDD operators to properly interpret the threat and inform the technical requirement at 
every level.   


The threat from IEDs can be broken down into “technical” and “tactical” which, when 
combined, will give the overarching threat picture to IEDD operators and organizations. 
The “technical” threat refers to the analysis of the aggressors’ likely ability to use complex 
components and switches, particularly Radio Command, along with their ability to source 
those components. The “tactical” threat refers to the tactics, techniques, and procedures 
as well as a myriad of subjective factors, based on the aggressor’s intent and history, to 
understand the likely method of employment of a device. 


 


2.1 Planning and Threat Assessment 


Planning and threat assessment will take place at three levels: 


• National 


• Area 


• Scene 
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In military jargon, the National level may be considered to be strategic, Area level to be 
operational and Scene level may be considered to be tactical. The relationship between 
the three is explained graphically in Figure 2-1.  This chart further shows the relationships 
between planning activity, the development of Terms of Reference (TORs) and delivery 
of reporting as capability is planned for, contracted and deployed. 


 


 


Figure 2-1 IEDD Planning 


 


2.1.1 National Level  


National level planning and threat assessment relates to higher level planning to assess 
the present and potential future explosive hazard threats in a wider geographical region 
or country.  National level planning and threat assessment is the essential first step in 
determining the safe, effective and efficient IEDD capabilities to be deployed to the IED 
threat environment and will be instrumental in determining the detail of the statement of 
requirements (SOR) to be communicated to prospective capability providers.   


It is impossible to be completely prescriptive about who, exactly, will be involved in this 
National level planning and threat assessment but it will typically be led by the designated 
IEDD authority and include other organizations as required and appropriate.  It is unlikely 
that prospective capability providers, other than national civil or military teams, will be 
included in this stage of planning and threat assessment.  Once complete the National 
planning and threat assessment process will be the basis against which capability 
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requirements are put forward for tender and against which detailed terms of reference are 
agreed.  The process is however never complete and is a continual cycle informed by a 
constant flow and exchange of information described graphically in Figure 2-2 below: 


 


Figure 2-2 Information Flow 


The requirement to share operational and tactical information relating to both technical 
and tactical threat will likely be a key tenet of any TOR. This flow of information facilitates 
the essential process of dynamic threat assessment at every level and ensures that an 
accurate picture of developing threats is maintained and communicated to generate 
mitigation measures and any changes to posture, capability and capacity are managed 
upstream.  Planning at the national level will encompass the spectrum of EO threat and 
cover the complete requirement from traditional Mine Action activity through to those 
additional measures required to mitigate the specific IED threat – from enhanced 
technical capability to developed Risk Education. 


 


2.1.2 Area Level 


Area level planning and threat assessment will be conducted by an IEDD organization 
looking to respond to an SOR developed at the National level.  It will need to involve a 
specialized IEDD operator at the heart of the threat assessment and draw on the expertise 
of the IEDD organization in determining threat through both technical and non-technical 
surveys.  Informed by the National threat assessment, the process should aim to draw 
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down the threat to an operational picture which will further refine the threat for a more 
defined geographical location. 


The completion and submission of an area level threat assessment must be a 
requirement within the statement of work and without which IEDD clearance operations 
should not commence.   


The impact of geography, local population analysis and local political situations amongst 
many other factors will all help build a picture of the likely existing threat and potential 
developments once clearance operations commence. The area level threat assessment 
must describe, in full technical detail, the known or established threats by device type. 
During an Area analysis, strong community relationships are essential to building the 
necessary trust required for a thorough understanding of the IED threat. The use of 
community liaisons should be stongly considered by IEDD organizations.   


The area level planning and threat assessment should prioritize clearance operations 
within the designated area of operations and allocate adequate and appropriate 
resources.  The threat assessment should also detail the freedoms and constraints that 
will be placed on the clearance teams by detailing the reporting requirements and 
understanding what situational changes21 will result in re-evaluation of the IED threat 
assessment. 


The area threat assessment should be subject to frequent review based on the 
developing understanding of threat which will come from information from the national 
level IED threat assessment as well as from ongoing clearance operations.  A robust 
Information Knowledge Management system, described in Figure 2-2 above, into which 
IEDD teams submit reports and from which the IEDD Organization collates data for 
analysis and trends prior to dissemination to IEDD teams and to the designated IEDD 
authority, will underpin the threat assessment and allow managers to react appropriately 
to a changing threat picture. 


 


2.1.3 Scene Level 


Scene level planning and threat assessment commences once the national and area level 
threat assessments have been completed and clearance teams have been allocated to 
tasks.  These clearance teams will include personnel trained to the appropriate level as 
determined by the planning and threat assessments and risk analysis. It is the direct 
responsibility of the supervising IEDD operator to draw down the national and area threat 
assessments and then conduct a threat assessment for the specific site where they are 
operating.  This scene level threat assessment will be an incident appreciation22 of the 


                                            


21 Situational changes refer to changes in any of the following: IED technical complexity; IED tactical 
sophistication; aggressor intent; aggressor capability; aggressor opportunity. 


22 An assessment of an EOD/IED incident from information gathered through observation, map analysis, 
witnesses, surveys and all other means allowing an area evaluation in support of a threat assessment 
leading to threat integration from which possible courses of action are identified as part of a safe, effective 
and efficient EOD plan 
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immediate site and must be used to confirm the accuracy and validity of the area threat 
assessment and that the personnel allocated to the task are adequately trained for the 
assessed threat.  This is the most dynamic threat assessment and it is essential that 
anything at the scene level which changes the assumptions of the area or national threat 
assessments is immediately communicated across the organization, and up to the 
designated IEDD authority where appropriate. 


The individual IEDD operators should be given specific freedoms and limitations to the 
actions that they are permitted to carry out commensurate with their level of training and 
experience. An example of how limitations can be effectively implemented on individual 
IEDD operators is the use of IEDD recommended actions stated by the designated IEDD 
authority or the IEDD organization in their tactical operating procedures (TOPs). They 
provide the final level of threat assessment which they will conduct for every action that 
they take.  They must have been fully briefed on the national, area and scene 
assessments. 


 


2.1.4 Flow of Tasks 
 


The IEDD planning and threat assessment process is a logical flow of task appreciation 
from the highest to the lowest level.  It represents an “all informed” cyclical process of 
information management and must include suitably qualified and experienced persons at 
every point.   


   


 


Figure 2-3 IEDD Planning Flow 
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Figure 2-3 which starts with the determination of a Scope of Requirements (SOR) 
derived from the National level planning and threat assessment describes how this 
process should be used to deliver capability. It is impossible to be prescriptive about the 
exact manner in which this process must be conducted because it relates to what is and 
always will be a dynamic problem to which there is no “templated” solution.  Conducted 
properly, the flow of tasks should ensure that the most appropriate resources are 
allocated to every task and that capabilities are matched to the threat. It is not a finite 
process and must, through the proper use of reporting and information management, 
allow for reassessment and adjustments to planning to meet emerging and changing 
threats. 
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Chapter 3  


IEDD Capabilities 


3.1 Background 


IEDD capabilities are generated from a combination of the following four elements: 


• Management structures (Chapter 3); 


• External support to the IEDD team (Chapter 3); 


• Competencies of IEDD personnel (Chapter 4); 


• IEDD equipment available (Chapter 5); 


The management structures of an IEDD capability refers to both the management 
methods, mechanisms and processes in place to exercise authority over the personnel 
involved in IEDD activities and control of the assets. IEDD team competencies refer to 
the IEDD Knowledge, Skills, Attitude (KSA) and task appreciation that team members are 
certified as being qualified with. IEDD equipment available to an IEDD team will determine 
what procedures and techniques can be performed. External support to IEDD from 
elements outside of an IEDD team includes communications, medical, security, transport, 
search assets (e.g. ADS, Drones) and ECM23 assets. Management structures are to also 
include Information Knowledge Management (IKM) systems to support the information 
management that is crucial in support of maintenance of effective and efficient IEDD 
capabilities. Further information on information management is provided in chapter 8. 


IEDD trained staff will be required, to support the designated IEDD authority (and United 
Nations, as appropriate) to plan and assess IEDD activities. This will require personnel 
with appropriate technical experience24 and competencies coupled with the appropriate 
managerial skills to advise or lead United Nations entity, designated IEDD authority and 
IEDD organizations involved in IEDD. In addition to being IEDD qualified, IEDD staff will 
be required also to be certified IMAS 09.30 level 1, 2 or 3, depending on their function.  


 


An assessment of the prevailing and potential IED threat in a given area is necessary to 
determine the most appropriate IEDD capability required. Therefore, it is pre-requisite that 
an accurate and in-depth understanding of the current and potential IED threat picture25 
is established through appropriate planning and assessment. This is achieved through an 
analysis of a national threat assessment by the designated IEDD authority in preparation 
of clearance priorities and taskings.  


                                            
23 See note on ECM in “External Support to IEDD” section. ECM is also known as Counter RCIED Electronic Warfare 
or CREW. 
24 What is a suitable and accepted as an experience is the responsibility of the designated IEDD authority. 
25 An assessment of the potential use of IEDs in a defined geographical area by a stated IED aggressor or aggressor(s) 
against a stated entity in terms of the technical complexity and tactical sophistication along with the aggressor(s) intent, 
capabilities and opportunities along with local factors. 
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First and foremost, any IEDD operation must be as safe as operationally practical for  
members of the IEDD team, those supporting the IEDD team and all other persons in the 
vicinity of the IED task location. IEDD capabilities must also always be effective in 
eliminating the threat of an IED and all associated explosive hazards. Thirdly IEDD 
capabilities must be efficient in the safe elimination of an IED and all associated 
explosive hazards within acceptable time, financial, personnel and other resource 
constraints. For these reasons, it is essential to ensure that all IEDD capabilities and 
operations are safe, effective and efficient.  


Where the designated IEDD authority or United Nations determines that there is the 
requirement for an IEDD capability to be delivered by a IEDD Organization, it is essential 
that the appropriate capabilities are identified and communicated through the statement 
of requirements (SOR) to inform potential IEDD Organizations26 so that safe, effective 
and efficient IEDD capabilities are generated and deployed to the IED threat environment. 
To generate the desired capability, SOR must clearly articulate the explosive mitigation 
requirements needed. For planning purposes and to provide a framework within which 
these standards can be based, generic IEDD roles are identified in Chapter 1.  


Under Section 3.2 of this Chapter, three generic team structures are presented. These 
IEDD teams are designed to provide a platform around which these Standards are based 
and are not intended to restrict IEDD Organizations; rather the generic team structures 
provide a minimum standard which will allow three IEDD capabilities to be achieved. 
Should an IEDD Organization, following an internal threat assessment, decide to provide 
an alternative IEDD team structure that has greater capability than those presented 
herein, they are free to do so. 


 


3.2 IEDD Structures 


The three team structures are referred to as basic, intermediate and advanced. If an IEDD 
Organization is undertaking area clearance with basic IEDD teams and the need for a 
higher-level capability is identified (e.g. the presence of Radio Controlled IEDs (RCIEDs) 
are confirmed during clearance using basic teams), an intermediate level IEDD team is 
needed to undertake such activities. This is to be stated clearly in the terms of reference 
under which they operate.  


The competency standards for IEDD specialist functions is provided in Annex A of these 
IEDD Standards, while equipment requirements are provided in Chapter 5 (IEDD 
Equipment).  Issues related to IEDD support are covered at the end of this Chapter. 


 


 


3.2.1 IEDD Team Structures 


This section presents the three IEDD team structures: basic, intermediate and advanced. 


                                            
26 Potential IEDD organizations are entities interested to undertake IEDD on behalf of a designated IEDD authority. 
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Four IEDD personnel levels as Basic IEDD operator, IEDD assistant, Intermediate IEDD 
operator and Advanced IEDD operator / IEDD supervisor employed in various roles have 
been identified as necessary to populate these IEDD team structures.  


These team structures are used to provide the framework around which these Standards 
are based. The overall competency of an IEDD team is based upon the qualification of 
the competency and qualification of the IEDD team leader. Further information on the 
competencies of IEDD team members is provided in Chapter 4 – Training. IEDD team 
structures should have capabilities that reflect the following considerations: 


• Required Conventional Munitions Disposal (CMD) competencies; 


• IED roles (see chapter 1); 


• IED technical complexity and tactical sophistication (see chapter 2); 


• Prevailing operating security environment (see chapter 2); 


• Aggressor intent, capability and opportunity; 


• Local factors; 


• IEDD competencies (see chapter 4); 


• IEDD equipment (see chapter 5); 


• Task information management (see chapter 8). 


An IEDD team is comprised minimum of two persons, consisting of a Team Leader (TL) 
and other team members, all of whom are appropriately certified and equipped to 
undertake IEDD operations. This refers to appropriately CMD certified operators who 
have successfully completed an IEDD course.  


All IEDD teams must have an IEDD operator as the designated TL, with all IEDD teams 
under the control of and reporting to an IEDD supervisor, who is contactable and located 
nearby for deployment to the scene of an IED task as required. The proximity and ability 
of the supervisor to deploy will vary according to the level of capability of the IEDD teams 
under their control.  In general, the more qualified and capable the team leader, the less 
direct supervision is acceptable. For basic IED teams the supervisor should be on scene 
whereas with an intermediate team the supervisor should be contactable at all times and 
be able to deploy to the scene by the quickest means possible.  


These IEDD teams are designed to provide a platform around which these Standards are 
based and are not intended to restrict the IEDD organization from undertaking IEDD but 
provide minimum standards that will allow three IEDD capabilities to be achieved. Should 
an IEDD Organization decide to provide an alternative IEDD team structure and capability 
that is greater than those presented herein, they are free to do so as long as the 
alternative meets or exceeds the minimum standards set by these Standards. IEDD 
Organization may decide to have more members and / or higher capability in a team as 
long as it remains safe, effective, and efficient.  
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3.2.2 IEDD Team Functional Roles 


For the three IEDD team structures of basic, intermediate and advanced, a total of four 
IEDD trained personnel are required to fill the positions therein. These four positions are 
referred to as basic IEDD operator, IEDD assistant, intermediate IEDD operator and 
advanced IEDD operator respectively. The competencies defining these four roles are 
provided below. 


 


 


Figure 3-1 IEDD team functional roles 


 


3.2.2.1 Basic IEDD Operator 


The following are the prerequisite competencies, main tasks and employment role of 
basic IEDD operators: 


• Prerequisites: 


o Be certified IMAS 09.30 EOD level 1; 


o Completed an IEDD level 1 course. 


• Main tasks: 


o Detect, locate and destroy in situ items of EO, on which the individual has been 
trained; 


o Maintenance, preparation and deployment of equipment and explosives in use; 


o Assist the other basic team member in all phases of the IED task as required in 
line with safe, effective and efficient practices; 


o Refer to the on scene IEDD supervisor upon detecting or locating an item of EO 
that they are not familiar with or confident to dispose of.  
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• Employment: 


o Basic IEDD team. 


o Will NOT operate in isolation from an IEDD Supervisor. 


 


3.2.2.2 IEDD Assistant 


The following are the prerequisite competencies, main tasks and employment roles of 
IEDD assistants: 


• Prerequisites: 


o Possess IEDD Level 1 certification; 


o Be certified IMAS 09.30 EOD level 2;  


o Completed an IEDD assistant’s course. 


• Main tasks: 


o Maintain, prepare and deploy all IEDD equipment and explosive tools in use; 


o Assist Intermediate or advanced team leader in all phases of IED task as directed. 


• Employment: 


o Intermediate Team member; 


o Advanced Team member – assist IEDD supervisor in IED incident responses & 
mobility protection; 


o Will NOT operate in isolation from an IEDD Supervisor. 


 


3.2.2.3 Intermediate IEDD Operator 


The following are the prerequisite competencies, main tasks and employment roles of 
Intermediate IEDD operators: 


• Prerequisites: 


o Possess IEDD Level 2 certification;  


o Be certified IMAS 09.30 EOD level 3;  


o Completed an intermediate IEDD course. 


• Main tasks: 


o IED task management IED task appreciation, IEDD plan development and 
execution; 


o Supervise and direct the actions of the other intermediate team members; 


o Refer to the IEDD supervisor upon detecting or locating an item of EO that they 
are not familiar with or confident to dispose of.  
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• Employment: 


o Intermediate Team leader NOT operating in isolation from an IEDD Supervisor; 


o Advanced Team member – assist IEDD supervisor in IED incident responses 
& mobility protection. 


 


3.2.2.4 Advanced IEDD Operator 


The following are the competencies and main tasks of advanced IEDD operators: 


• Prerequisites: 


o Possess IEDD Level 3 certification;  


o Be certified IMAS 09.30 EOD level 3; 


o Have demonstrated suitable knowledge, skill, competency and attitude along with 
associated experience27 to be considered suitable in line with the terms of 
reference under which the IEDD organization is operating to undertake the stated 
tasks and be employed as stated. 


• Main tasks: 


o Conduct remote, semi-remote and manual IEDD render safe procedures on all 
types of IED; 


o Persons with responsibility for the tasking and coordination of several IEDD 
teams ensuring safe, effective and efficient IEDD practices; 


o Provide timely advice and supervision to IEDD teams as required; 


o Undertake IEDD tasks, assisted by an IEDD level 2 or level 3 qualified person 
in support of IED Incident Responses and Mobility Protection. 


o Support and/or undertake area level IEDD planning, producing IED briefing 
packs and local threat picture products for IEDD teams as well as undertaking 
analysis of IED reports from IEDD teams to make analysis products to be fed 
into regional level IEDD planning; 


• Employment: 


o Basic IEDD team(s) on scene supervisor; 


o Intermediate IEDD team(s) supervisor being contactable at all times and 
deployable to the scene by the quickest means possible; 


o Advanced Team leader – IED incident responses & mobility protection. 


Note: employment of an IEDD supervisor is explained further in chapter 6.  


                                            


27 It is the responsibility of the designated IEDD authority to determine what is a suitable and accepted as 
an experience. 
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3.2.3  IEDD Team Categories and Roles 


This section outlines the composition, roles and tasking parameters of the three IEDD 
team structures. The recommended minimum composition of the three team structures is 
presented in figure 3.2. 


 


 
Figure 3-2 - IEDD team structures and composition 


*Note: An IEDD assistant is a certified basic IEDD operator with additional qualification 
and skills 


 


3.2.3.1 Basic IEDD Team 


A basic IEDD team will at a minimum consist of two basic IEDD operators with one 
designated as the team leader. A basic IEDD team will be certified to undertake the 
following roles: 


• Open area IED clearance; 


• IED awareness delivery and support to risk education; 


• Capacity building (in line with their qualifications); 


• Information management.28 


This team will not operate in isolation but with the required external support such as 
communications, transport, medical, search, and security provided as required. They will 
always be under the direction of an IEDD supervisor on scene and will only undertake 
disposal of IEDs on which members have been qualified for. If the IED exceeds the 
qualification of the team members, the IEDD supervisor should take over or task an 
intermediate IEDD team, if appropriate. The basic IEDD team may only operate in IED 
threat environments that have been assessed as being permissive in line with the 
designated IEDD authority terms of reference in relation to security threat assessments. 


                                            


28 The on-going specification of information requirements, its collection and analysis followed by the 
dissemination of relevant information to relevant stakeholders in a timely manner.   
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3.2.3.2 Intermediate IEDD Team 


An intermediate IEDD team will at a minimum consist of two persons - one an IEDD 
assistant and one an intermediate IEDD operator. An intermediate IEDD team will be 
certified to undertake all roles of a basic IEDD Team plus: 


• Infrastructure and urban space clearance 


• Perform IEDD on devices that exceed Basic Team capabilities 


This team will not operate in isolation but with the required external support such as 
communications, transport, medical, search, security and ECM29 as required by the IED 
threat assessment. An Intermediate IEDD team will generally require additional diagnostic 
and remote capabilities over and above that required by a Basic IEDD team, including: 
radiographic equipment, remotely operated vehicles (ROVs) and counter-RCIED ECM 
equipment.30 The team will always be under the direction and of an IEDD supervisor who 
is contactable and located nearby for deployment to the scene of an IED task as required.. 
They will be certified to undertake IEDD on all IEDs types with the IEDD supervisor to be 
on call for technical support, advice and assistance as required. They may operate in IED 
threat environments that have been assessed as being permissive or semi-permissive in 
line with the designated IEDD authority terms of reference in relation to security threat 
assessments. 


 


3.2.3.3 Advanced IEDD Team 


In most, if not all, cases – military and TCC capability will be based on the advanced team 
construct. An advanced IEDD team will at a minimum consist of two persons – one an 
IEDD assistant and one an advanced IEDD operator. An advanced IEDD team will be 
certified to undertake all roles of an intermediate IEDD Team plus: 


• Mobility protection 


• IED incident response 


• Perform IEDD on devices that exceed Intermediate Team capabilities 


This team may operate as an IEDD team in isolation and with the required external 
support such as communications, transport, medical, search, security and ECM31 
provided as required. They may operate in IED threat environments that have been 
assessed as being up to and including non-permissive, in line with the designated IEDD 
authority terms of reference in relation to security threat assessments. 


  


                                            


29 See note on ECM in “External Support to IEDD” section. 


30 See note on ECM in “External Support to IEDD” section. 


31 See note on ECM in “External Support to IEDD” section. 
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3.2.4 External Support to IEDD 


External IEDD support refers to that support which is non-organic to the IEDD team and 
needs to be provided from other elements. This support typically includes 
communications, medical, security, transport, search, ECM assets and situational 
awareness support, but it can also refer to additional capabilities such as explosive 
detection dogs (EDD). Internal support refers to support which is organic to the IEDD 
team and is covered in the IEDD equipment chapter. Internal IEDD support includes IEDD 
equipment life cycle management which is required for IEDD equipment to remain 
serviceable and safe for use from the time of purchase to disposal or end of life.  


When an IED threat assessment has identified an RCIED threat, there will be a need for 
the IEDD Organization undertaking IEDD to consider the deployment of an appropriate 
ECM capability or an acceptable threat mitigation alternative as agreed with the 
designated IEDD authority, taking into account the prevailing and potential pending RC 
threat. UNMAS may be referred to for technical advice on this matter.  


ECM requirements should be initially provided in the statement of user requirements and 
updated to the IEDD Organization from the designated IEDD authority as the threat 
evolves. It is the responsibility of the IEDD Organization to fulfil the ECM requirements in 
line with the contract in whatever manner they choose to do so e.g. through an organic 
capability or through a third-party contractor. In the case of ECM support32, this may be 
organic to the IEDD team and deployed by the team without additional support or it may 
be a specialist asset requiring specialist support personnel to deploy it. In all cases the 
complete life cycle management and ensuring the ECM assets remains capable of 
mitigating the assessed RCIED threat specialist support is required outside the 
capabilities of an IEDD team.  


It is essential for the United Nations entity, designated IEDD authority or IEDD 
Organization undertaking an initial IEDD planning process that all IEDD support 
requirements are assessed and clearly identified and incorporated into the statement of 
requirements (SOR), including the levels, standards and type of such support. It is also 
important during on-going IEDD activities that changes in the IED threat are monitored to 
identify impact on required IEDD support and that this is then communicated and 
coordinated with the respective IEDD Organization. 


  


                                            


32 See paragraph 5.6 Counter RCIED Equipment 
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Chapter 4 


IEDD Training 


4.1. Introduction 


The nature and risks associated with IEDD demand high training standards, 
maintenance of competencies, and specific safety considerations for all operators.  As 
a basic requirement, all personnel involved in IEDD should receive formal training, 
including on IED awareness. The onus to ensure that this takes place is on the IEDD 
organization authorized by a designated IEDD authority to undertake IEDD activities and 
applies to all IEDD operators deployed under its control. Part of this process is to ensure 
that all operators are competent through initial validation and subsequent revalidation in 
maintaining safe, effective and efficient IEDD capabilities in line with the assessed IED 
threat. An IEDD organization may be subject to quality assurance (QA) checks and 
formal inspections by the designated IEDD authority to ensure compliance with agreed 
terms of reference and national standards, if relevant, under which they are required to 
operate.  


IEDD operators deployed by an IEDD Organization must meet IEDD training 
requirements as individual specialized skills. Implementation of minimum training 
standards ensures that all deployed personnel possess the basic knowledge, skills and 
attitude necessary to safely, effectively and efficiently conduct IEDD operations within 
their defined roles. This will include an ability to undertake effective and efficient IED 
information management. An IEDD organization may also be required to undertake 
IEDD capacity building and to support IED risk education being delivered to local 
populations.  


It is the responsibility of an IEDD Organization to ensure that all relevant personnel are 
appropriately trained in the required capabilities related to the tasks they will be asked 
to undertake and deliver. It is also essential that during operational deployments, 
continuation training and updated IED threat briefs to maintain personal situational 
awareness on the IED threat are planned for and undertaken by the IEDD Organization.   


IEDD Organizations must maintain an accurate IED threat picture and ensure that their 
operators are well prepared and competent to dispose of all types of IEDs in an effective, 
efficient and safe manner. This should also involve adapting capabilities to take into 
account evolving tactics and methods by IED aggressors.  


The subsequent sections of this chapter describes in-depth the minimum training 
standards for IEDD operators required to achieve and maintain high proficiency prior to, 
and during their deployment into an IED threat environment. Chapter 7 covers IED risk 
education to local populations. 


 


4.2 Management of Training 


The designated IEDD authority should establish procedures for the management of 
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training within its programmes, to include training design and preparation, training needs 
analysis (TNA), training management packages (TMP), qualifications and experience of 
training staff, monitoring of training, and training administration procedures.  Training 
management procedures should be laid out in the designated IEDD authority’s IEDD 
policy and cover the following general requirements: 


• Training should be based on a TNA that incorporates lessons identified; 


• Training should be included in strategic and annual planning as part of the 
development of national capacity; 


• Training should be properly designed and developed and guided by comprehensive 
Training Management Packages (TMP); 


• Unless training is carried out centrally under the control of the designated IEDD 
authority, IEDD organizations should be required to submit their TMPs to the 
designated IEDD authority for approval; 


• Training should only be delivered by suitably qualified and experienced personnel 
who possess a recognised IEDD or IED search qualification.  The designated IEDD 
authority should specify how it will verify qualifications; 


• Evaluation and testing of training should be carried out; 


• Training should be subject to internal and external monitoring; 


• Training administration procedures should be developed. 


IMAS 06.10 Management of Training is used to provide guidelines for the management 
of training for Mine Action personnel and can be used by designated IEDD authorities 
to provide a basis for IEDD training management procedure concepts when drafting 
IEDD policy for training management procedures. 


4.3 Training Audience 


When a designated IEDD authority is drafting IEDD policy on IEDD training management 
procedures, they must remain aware of their target audiences. Primarily, IEDD 
organizations will be required to train their IEDD operators and those directly supporting 
them.33 Secondly, they may also be involved in the delivery of IED awareness to Troop 
Contributing Country (TCC) / Police Contributing Country (PCC) personnel, other UN 
personnel, persons involved in the provision of security and humanitarian personnel in 
the country they are operating within. Thirdly, they may be involved in supporting IED risk 
education being delivered the local populace. Broadly there are three target audiences 
for IED related training and education: 


• Local populace IED risk education – see chapter 7 of these standards; 


• IED awareness training – personnel required to operate in an IED threat environment; 


• IEDD specialist training 


                                            
33 Examples of personnel directly supporting an IEDD team include search personnel and ECM operators. 
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4.3.1 IED Awareness Training 


All personnel working in an IED threat environment should receive basic IED awareness 
training from an accredited organization.34  


 


IED awareness refers to a comprehensive set of IED theory presentations and practical 
lessons, which may include a written and or practical assessments, with the intent to 
provide or increase the knowledge of recipients in relation to IEDs, their threat and basic 
threat mitigation measures.  This low-level training helps mitigate the IED threat and the 
consequences of IED attacks by enhancing personnel safety, and improves the 
survivability of personnel required to operate in such IED threat environments. At the 
minimum, and tailored to the local environment, these skills include the ability to: 


• Understand the technical characteristics and make up of an IED and what to lookout 
for. This may include ground sign awareness and understanding the need to be 
aware of typical local atmospherics and how react when a change in normal 
atmospherics is noted; 


• Under the tactics and methods of IED emplacement and deployment; 


• Understand the importance of not setting patterns in their activities; 


• Understand where and when IED are likely to be emplaced; 


• Effectively plan for deployments into, to and through IED threat environments; 


• React effectively when an IED is identified understanding what initial evacuation 
requirements entail; 


• React effectively to an IED attack; 


• Report an IED find and / or attack to appropriate authority and record event details. 


 


Such training should be included in all initial, pre-deployment, refresher and continuation 
training.  No live or inert explosive ordnance shall be handled during awareness training 
to avoid any unsafe behavior or action by non IEDD qualified personnel. Failure to 
properly train personnel could cause injuries or death. 


 


4.3.2 IEDD Specialist Training 


IEDD specialist training refers to training delivered to IEDD team members and others 
who may support their activities e.g. search personnel and ECM operators.  


 


IEDD specialist training enables selected personnel to receive the necessary 


                                            


34 An accredited organization being one approved by the designated IEDD authority 
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qualifications to safely, efficiently and effectively undertake IEDD tasks. These tasks can 
only be performed by qualified team members, leaders and supervisors, and are subject 
to the limitations of their relevant associated skillsets. IEDD Organizations may be 
generated from government, military, police, commercial or NGO entities. IEDD trainees 
are required to have prerequisite knowledge and skills necessary before undertaking a 
specialized training, as set out by the designated IEDD authority in the IEDD policy. 
Training selection criteria should encourage gender balance and diversity.  


Only qualified trainers from an accredited IEDD organization35 should deliver IEDD 
Specialist training. 


 


4.4 Training Principles 


The application of the following principles assists an IEDD Organization to make 
adequate preparations and resource allocations prior to operating in an IED threat 
environment, i.e. factoring in adequate timelines and resources, such as: 


• Maintaining readiness. IEDD teams who adopt an agile and adaptive approach, 
optimize their effectiveness while operating in a demanding IED threat environment 
and facing evolving aggressor capabilities. Anticipation of emerging threats and 
taking advantage of learning opportunities are key to being better prepared, both on 
an organizational level in terms of capabilities and on an operator level both in terms 
of physical and mental preparation.  
 


• Education and training.  Education should reinforce a holistic inter-agency, whole-of-
government and multinational integrated approach to IED threat mitigation and 
associated level IEDD tactics, techniques and procedures (TTPs). 


 


• Balance of preparation.  Individual, collective and environment-specific preparation is 
required for effective IEDD training. Three broad areas of preparation are applicable: 
o Establishing an appropriate culture and mindset within the organization for 


operating within the IED threat environment. Personnel need to be 
knowledgeable and skilled as well as possessing the appropriate attitude36 to 
operate safely, effectively and efficiently. 


o Developing appropriate mechanisms to plan and execute comprehensive IED 
threat mitigation training and education is essential, ideally within a wider IED-TM 
approach.  


o Developing robust but flexible TTPs required to operate in the assessed IED 
threat environment is one of the most effective methods of preparation in 
supporting the development of appropriate IED threat mitigation measures.   


 


• Appropriate instructional methods. Methods best suited to achieve the standards 


                                            
35 Designated IEDD authorities should specify how it will verify qualifications.  


36 In an IED threat environment attitude refers to a person’s confidence, determination and robustness to operate safely, 
effectively and efficiently in an IED threat environment. 







 


44 


defined in this document are to be utilized in the training of personnel to operate in 
an IED threat environment. 


 


• Realistic operational-focused training. Every effort should be made to train personnel 
as they are intended to operate, developing the teambuilding, understanding and 
procedures that will be needed for success when deployed. Three broad areas are 
required for realistic operational-focused training: 
o Appropriate training environments. IED related training should be conducted in 


similar conditions to those expected on deployments, to reflect the environment’s 
complexity, intensity and challenges.  


o Habitual association of personnel. Operating as a team, inter-operability and 
integration of capabilities are required starting at the lowest levels. Ideally 
personnel who are to operate together in an IED threat environment, should be 
habitually associated from as early as possibly in their training. Training should 
develop familiarity and proficiency in operating with other partners and 
organizations, including local and foreign military forces, promoting cultural and 
gender considerations and procedural alignment to develop cohesion and 
information sharing.  This also enables better appreciation of capabilities and 
limitations. 


o Use of operational equipment during training. Training should incorporate all 
equipment that personnel are expected to use during deployment.  Any identified 
shortfall, operational or inter-operability issue must be adequately addressed, as 
much as possible prior to the deployment. 


 


• Utilise technology as appropriate. Technology and networked capabilities should be 
exploited to simulate the complexity and interaction required during the deployment.  
When possible, systems and data used in simulations and synthetic training should 
replicate those used on deployments. 
 


• Safety and protection. Appropriate consideration for the safety of personnel, the local 
population and for the protection of the environment must always be taken during 
training, particularly when manipulating explosive ordnance. 


 


• SMART evaluation of all training. Application of SMART (Specific, Measurable, 
Achievable, Realistic and Time-bound in nature) evaluation criteria should be 
integrated in all training. 


 


4.5 Mentored Supervision 


One of the roles that an IEDD Organization may be called upon to undertake is capacity 
building through mentorship. Mentorship involves activities undertaken by appropriately 
trained and qualified IED instructors to train, accompany, advise and assist personnel 
operating in an IED threat environment.  


Such capacity building may be part of national security forces capacity development or 
as part of a United Nations Mission’s capability development. Capacity building includes 
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distinct types of support, ranging from strategic advice on IEDD capability development 
and institution building to the development of local IEDD teams through training and 
education and the development of doctrine.  


 


An IEDD organization may be tasked to train, accompany, advise and assist national 
security services or a United Nations peacekeeping TCC/PCC in the development of 
IEDD capabilities. Mentorship requires an organization to have the capability to train 
IEDD teams providing them with the necessary KSA to develop into competent IEDD 
operators. They may also accompany newly trained IEDD teams on IEDD operations to 
advise and assist them as they develop their competencies and confidence and gain 
experience. It is important that mentoring be for a limited time with an end state that the 
local IEDD teams are competent and confident to operate safely, effectively and 
efficiently without the need for mentor assistance. 


In certain industries, disciplines or contexts, on-the-job training (OJT) is utilised as part 
of the training and education process and is normally ongoing and facilitated while 
personnel are carrying out duties and responsibilities commensurate with their current 
level of KSA.  However, OJT does not correspond with IEDD training due to the nature 
and risks associated with the IED threat. Mentored supervision is not the same as OJT, 
due to the greater levels of controlled accompanied supervision, assistance and advice 
during operational deployments. 


 


4.6 IEDD Training Responsibilities 


An IEDD Organization is responsible to confirm that IEDD teams have the level of IEDD 
training required before they are deployed operationally. Generally, the IEDD 
Organization shall:  


• Gain validation for IEDD training from the designated IEDD authority. 


• Ensure IEDD instructors and teams are competent, suitably trained and qualified. 


• Maintain appropriate training records in line with the requirements set out by the 
designated IEDD authority, to include: 
o Establishing and maintaining training plans which comply with standards required 


by the designated IEDD authority as well as other relevant standards and 
regulations that reflect local conditions and circumstances. 


o Establish and maintain validation procedures so that training completion 
certificates explicitly list the disciplines on which the individual has been trained 
and has qualified as competent. 


• Instruct IEDD teams to maintain logs of their operational experience. 


• Apply lessons learned for IEDD operations in an effective, efficient and safe manner 
which include procedures to protect the environment. 


 
The designated IEDD authority should: 


• Establish and maintain national standards for IEDD to include all details of how IEDD 
training should be conducted, monitored, evaluated and accredited. Where 
necessary, seek assistance from other national governments in accordance with 
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bilateral and international arrangements to obtain the specialist expertise and 
information necessary to establish safe, efficient and effective national standards for 
IEDD training, procedures and operations. 


• Establish and maintain performance criteria and tools for auditing of IEDD teams. 


• Establish and maintain the capability to accredit IEDD training and monitor the training 
and validation process. 


• Establish and maintain the capability to accredit organizations involved in IEDD. 


• Establish the required periodicity for IEDD revalidation. 


• Where possible, allocate appropriate disposal sites for organizations and approve 
guidelines and procedures for their safe and efficient use. 


• Establish and maintain the capability to monitor measures to protect the environment. 


• Establish national systems for IEDD task reporting and inform IEDD organizations so 
that appropriate training and education may be based on accurate scenarios. 


• Define the technical operating procedures (TOPs) which shall govern the conduct of 
IEDD and IED Search teams within the area of operations. 


 
The IEDD Organization shall ensure their IEDD personnel: 


• Provide proof of their qualifications/ validation from an IEDD organization and 
demonstrate that they possess the appropriate knowledge, skills and attitudes of a 
competent IEDD operator. 


• Maintain their training validation up to date during operational employment. 


• Provide and facilitate refresher and continuation training programmes. 


• Maintain the situational awareness of the area of operational deployment. 


• Perform only those IEDD tasks for which they are suitably qualified. 


• Report and share new IED tactics and methods. 
 


4.7 Training Levels 


Training will take different forms depending on the requirements and starting level of 
competency. In general, formal training is delivered in the form of a training course or a 
workshop to a group of trainees for a finite period, often in a location away from an 
operational worksite.  Four levels of formal training are discussed below.  All types of 
formal training must include an evaluation to confirm the trainee possesses the required 
knowledge, skills and attitude to be accredited as competent at a level. 


Informal training refers to both planned and spontaneous training that is intended to 
refresh competencies, mitigate skill-fade37 and introduce new tactics and methods to 
previously trained IEDD operators. The decision to introduce new tactics and methods 
as part of informal training needs to be assessed in consultation with the designated 
IEDD authority with a view to what new tactics and methods need to be recorded as a 
formal qualification. Informal training can take place at any location that can facilitate 
such training in a safe manner. 


                                            


37 Signs of regressing KSA may be identified / observed through routine monitoring, inspections, or as a 
result of a task while performing tasks. 
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4.7.1 IEDD Initial Training 


IEDD initial training aims to give trainees the KSA to make them competent to conduct 
IEDD (to the level the training was designed for) in a safe, effective and efficient manner. 
This type of training is applicable for newly recruited staff. 
 


4.7.2 IEDD Pre-deployment Training  


IEDD pre-deployment training aims to provide additional specific training associated with 
the area of operations. In particular such training should cover detecting and identifying 
specific types of IEDs expected to be encountered in the area of operations as well as 
understanding the IED aggressor’s commonly used tactics and methods.  It is important 
to understand the roles, capabilities and limitations of relevant partner organizations.  
IEDD teams should also familiarize themselves with the geography, culture, working 
conditions, political situation, gender considerations and other local factors that may 
affect their operations. This training should take place as close as possible prior to 
deploying to the area of operations.   


 


4.7.3 IEDD Refresher Training  


IEDD refresher training aims to update and/or maintain KSA levels over time.  KSA 
levels naturally tend to decrease with time. As the name indicates, refresher training 
assists qualified personnel with maintaining and/or bringing back their KSA to 
acceptable levels of competency. While IEDD operators must be properly qualified for 
the task when deployed to an area of operations, periodic refresher training will become 
essential during operational deployment.  This type of training can be scheduled on a 
regular basis and integrated into a projected training calendar. 


 
Periods of absence, low IED activity level, and noticeable signs that KSA levels have 
dropped or skill-fade may necessitate this type of training.  Refresher training aims to: 


• Minimize individual or team KSA fading; 


• Maintain/increase self-confidence; 


• Maintain adequate force protection;  


• Remain aware of the evolving IED threat in terms of aggressor tactics and methods 


and technical developments; 


• Adapt IEDD team tactics and methods in line with lessons identified; 


• Prevent routine and complacency; 


• Conduct rehearsals before performing tasks; 


• Test and implement new tactics, methods and lessons learned; 


• Integrate new partners, personnel and capabilities into existing structures and 


processes which in many cases can be part of facilitating habitual association of 


personnel required to operate together; 


• Assess operators and teams’ efficiency; 


• Ensure safety measures and processes are implemented. 
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Refresher training should be shaped to address identified capability deficiencies or KSA 
that provide challenges to IEDD teams. Their identification is enabled through close 
monitoring of KSA levels and performance assessments.  When conducted outside of 
the area of deployment, this training should replicate operational conditions as close as 
possible. 


 


4.7.4 IEDD Continuation Training  


IEDD continuation training aims to build on previous training and provides additional KSA.  
This type of training is applicable when there are changes to threat, work methods, 
procedures and equipment or when staff are being given additional skills to advance their 
skillsets or careers.  Additional KSA allow personnel to undertake increasingly challenging 
tasks and assume higher level responsibilities within the IEDD team, progressing from 
team member to leader to supervisor. 


 
Both IEDD continuation and refresher training encompasses individual and organization-
specific education, training and exercises, and integrates with the elements that will be 
required to interact during operations.  Such training may become a continuing 
requirement, especially with a high personnel replacement rate or during a phased 
operation. In many instances, training requirements may stem from lessons identified 
from current or previous deployments in the area of operations. 
 


4.8 Training Frequency 


The senior management within an IEDD Organization is responsible to define the 
appropriate frequency of refresher and continuation IEDD training and the specific 
matters to be covered in line with the requirements set out by the designated IEDD 
authority. This may take different forms and vary in duration related to maintaining 
competencies.  
 
The following factors should be considered to determine the appropriate frequency and 
method of training conducted during a deployment: 


• Significant change of threat in terms of IED aggressor’s tactics and methods or in 
terms of the technical complexity of the IEDs in use; 


• Increase of IEDs and casualties; 


• Rotation of personnel; 


• Integration of new equipment or IEDD tactics and methods; 


• Implementation of new lessons identified. 
 


The IEDD Organization shall provide the designated IEDD authority their refresher / 
continuation IEDD training plan, and maintain a record of all training conducted, with the 
respective results achieved, when required. 
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4.9 Minimum Training for IEDD Teams 


IEDD is a complex and dangerous task and requires the teams to maintain and progress 


in their KSA.  The development of a safe, effective and efficient IEDD capability requires 


the establishment of levels of expertise to cope with a range of deployment requirements.  


As a rule, IEDD teams shall only be tasked to incidents and tasks appropriate for their 


level of training and competence.  All other cases should be referred to a higher level of 


expertise.  


 


Given that IEDs often incorporate conventional munitions as the main charge, the ability 


to face both types of devices (improvised and conventional) is inherent to IEDD teams, 


thus requiring them to be appropriately Conventional Munition Disposal (CMD)38 qualified.  


 


These standards recognize that the International Mine Action Standards (IMAS) are the 


best practice applicable for CMD activities. Under IMAS 09.30 Explosive Ordnance 


Disposal, three levels of CMD competency are set out, which are elaborated on in terms 


of KSA requirements in Test & Evaluation Protocol (T&EP) 09.30/01/2014 EOD 


Competency Standards under EOD level 1, level 2 and level 3. Prior to becoming member 


of an IEDD Team, personnel must first possess an appropriate CMD validation in line with 


the IMAS level39 1, 2 or 3 as explained in the following subsections.  


 


It is recommended that training start with generic IEDD skills prior to conducting 


deployment specific training (or pre-deployment training), giving the IEDD team a broad 


knowledge base, thereby enabling it to respond to a variety of tasks, and have the KSA 


to adapt to evolving threats.  Additionally, the required deployment specific IEDD training 


should concentrate on the most likely threats to be encountered. Members of IEDD teams 


are qualified to carry out these IEDD functional roles, each one building on previous 


knowledge, with an IEDD assistant qualified to assist either an intermediate or advanced 


IEDD operator, as illustrated by Figure 4-1: The qualifications of all IEDD team members 


shall satisfy the requirements and regulations of the designated IEDD authority, who may 


request proof of capability in addition to the qualification. 


 


4.9.1 Basic IEDD Operator 


This initial IEDD Level enables the trained holder of the qualification to conduct activities 
as described in Chapter 3. The prerequisites for an IEDD Basic operators are IMAS EOD 
level 1 and the mandatory completion of an additional IEDD Basic operator course. 


                                            
38 The term CMD is used here to refer to any EOD operation conducted on conventional munitions. It is acknowledged 
that the term CMD and EOD are used in certain cases interchangeably. CMD is used here to clearly indicate EOD 
activities that exclude IEDD activities. 
39 Also referred to IMAS EOD levels. 
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4.9.2 IEDD Assistant 


An IEDD assistant is accredited to conduct activities as described in Chapter 3. The 
prerequisites for an IEDD assistant are IMAS EOD level 2, to be an accredited basic IEDD 
operator and the mandatory completion of an additional IEDD Assistant course. Training 
of an IEDD assistant must include specific training on the recovery of an IEDD Team 
Leader with basic first aid. 


4.9.3 Intermediate IEDD Operator 


An intermediate IEDD operator is accredited to conduct activities as described in Chapter 
3. The prerequisites for intermediate IEDD operators are IMAS EOD level 3, to be an 
accredited assistant IEDD operator and the mandatory completion of an additional IEDD 
Intermediate Operator course. This qualification extends only to those IEDs on which the 
individual has been trained; when a new type of device is encountered, the operator is to 
refer the issue to their supervisor for guidance and direction. 


4.9.4 Advanced IEDD Operator 


An advanced IEDD operator is accredited to conduct activities as described in Chapter 3. 
The prerequisites for advanced IEDD operators are IMAS EOD level 3, to be an 
accredited intermediate IEDD operator and the mandatory completion of an additional 
IEDD Advanced Operator course. 


 


 
Figure 4-1 IEDD team functional roles 


 


4.10 Validation and Revalidation 


IEDD organizations need to be able to validate and revalidate all IEDD operators operating 
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under their control and maintain the appropriate training records to reflect this in line with 
the TOR under which they operate. 
 
4.10.1 Validation 


A validation process is required to confirm and validate that personnel have acquired KSA 
necessary to be competent IEDD operators for the qualification they have been trained in 
accordance with these training standards. Validation of IEDD teams is achieved by 
qualified instructors from an accredited IEDD organization, through formal training and 
evaluation as set out by the designated IEDD authority. The exact IEDD validation 
process required by the designated IEDD authority will be set out in their IEDD policy. 


4.10.2 Revalidation 


Periodic revalidation of IEDD teams to the required level, as determined by the IEDD 
Organization, maintain the requisite competencies up to date and allow the IEDD 
Organization to remain abreast of evolving IED tactics and methods. The revalidation 
process shall be performed by an IEDD organization accredited by the designated IEDD 
authority, within the frame of specified QA guidelines defined in the Designated IEDD 
Authority’s IEDD policy.  Revalidation date and authority is recorded to demonstrate the 
currency of employed IEDD personnel, prior to performing IEDD tasks in an area of 
operations. 


4.11 IEDD Training Resources 


An IEDD Organization must thoroughly plan the resources required to provide safe, 
effective and efficient IEDD training to match the operational capabilities they are 
intended to deploy with and as much as possible the IED threat environment they are 
expected to deploy into. The designated IEDD authority should specify any specialist 
training resource requirements or specific training requirements they expect an IEDD 
Organization to have. Broadly the training resources to be considered include: 
 


• Equipment and material; 


• Replica, inert, training, instructional and live items of explosive ordnance; 


• Training facilities and areas; 


• Training staff, supervisors and instructors. 


• Standardized Administrative Evaluation Documentation 
 


All training should be fit for purpose and due cognisance should be taken of the differing 
requirements for both genders if mixed gender training is to be delivered.  


 


The procurement, importation, transport, storage, handling use and disposal of all items 
of explosive ordnance must be in line with national legislation, existing mandates and any 
prevailing arms embargoes. The use of inert, training and live explosive ordnance shall 
be maintained separately and strictly controlled to avoid accidents / incidents. EO are 
inherently dangerous and it is essential that everyone involved in their handling and 
movement should exercise extreme care as the consequences of live explosive ordnance 
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being inadvertently used during training could result in fatalities or injuries. It is therefore 
a fundamental principle of ammunition and explosive safety that live EO are never mixed 
with inert, training, instructional or replica explosive ordnance and that they shall always 
be maintained separately and strictly controlled. It is safer to use inert explosive ordnance 
for training or display purposes, but this requirement also carries its own specific risks. 
This is a proven principle designed to ensure that the risk of accidents / incidents during 
training and instruction is reduced to the minimum. There is no specific international 
legislation that refers to the use of inert, training, instructional and replica explosive 
ordnance, therefore this is considered “best practice”. Except for the specific training of 
explosive detection dogs, under no circumstances shall live high explosive components 
be incorporated into IEDs used for training.  Where necessary, low-hazard pyrotechnic 
components may be used to simulate the functioning of an IED.  Where employed, such 
systems should be closely supervised by training personnel. 


 


Training organizations shall establish and maintain operating procedures for the storage 
and handling of inert, training, instructional or replica explosive ordnance. Training shall 
be conducted safely without risk of harm to the trainees, trainers or local population.  If 
initial training is conducted in the field, it should be in areas known or proven to be safe.  
After initial training is complete, and a satisfactory level of competence has been 
confirmed through formal assessment, it may be permissible to continue further training 
in hazardous areas (e.g. demolition range).   Such training should only be conducted 
under close supervision. Consideration shall always be given to the safety of the local 
population and the environment when conducting training, especially when live EO is 
used.  See IMAS 10.70 S&OH protection of the environment. Training resources 
requirements depend of many factors such as the number and gender of trainees, the 
training environment, and the type of training provided.  As a rule, training should 
incorporate realistic training aids and the same equipment as required to conduct 
operations on deployment.  The specific amount of equipment required to conduct training 
should be based on a determined ratio of instructors to students, e.g. 1:4. Training 
equipment holdings should be modified according to the number of students being 
instructed and type of training. Considerations must be taken to support all pre-
deployment, refresher, and continuation training activities. 


 


4.12 IEDD Training Assessments 


4.12.1 Objective of Training Assessment 


Assessment of IEDD training confirms that the applicable KSA have been learned and 
assimilated by students.  Undertaking a formal assessment is an essential step for 
accrediting IEDD personnel and confirming that they posses the competencies required 
to safely, effectively and efficiently perform IEDD tasks in an IED threat environment.   


Since personnel are required to perform IEDD tasks within an IED team, it essential to 
assess KSA at both individual and team levels.  Assessment should be continuous during 
a training activity to ensure smooth progression and resolve any learning issue that may 
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rise. It may also be necessary for an IEDD organization to assess personnel to confirm 
that they possess the pre-requisite KSA before undertaking higher level training or 
operational deployment. 


 


4.12.2 Conducting Assessments 


Assessing KSA is achieved through the application of oral, written and practical tests, 
exercises and simulations. Training should allow enough time and practice for candidates 
to assimilate KSA before being formally assessed.  Practical exercises shall require 
trainees to apply their knowledge, use the range of IEDD equipment, tools and training 
aids available and display their aptitude.  Training assessments are only conducted by 
qualified instructors from an accredited IEDD organization. To ensure impartiality and 
quality assurance, best practice is for assessments not to be performed by the same 
instructors who deliver the training where possible.   


The assessment method shall drive candidates to apply KSA in realistic simulated 
operational scenarios.  All competencies required at the applicable level of IEDD 
expertise must be evaluated for each candidate.  All formal assessments shall be 
documented in the course report and maintained by the IEDD organization.  Assessed 
candidates should receive results of their assessments as part of a course report, in a 
timely manner, and be debriefed on areas of improvement. 


 


4.12.3 Assessment Standards 


Assessments must be conducted against a defined standard, which must be achieved by 
trainees to receive their validation.  It is important that IEDD operator courses are 
assessed as a pass-fail course.  If trainees are unable to meet the course criteria then 
they should not be considered qualified to these IEDD standards nor be employed within 
an IEDD team on operations operating under these standards.   


In cases where the individual fails to attain the standard, remedial training with 
reassessment may be considered and should only be considered by the IEDD 
organization if the successful achievement of training standards by the individual is 
assessed with high confidence. 


 


4.13 Lessons Learned Process 


The term Lessons Learned is broadly used to describe the act of learning from experience 
to achieve future improvements.  The idea of lessons learned in an organization is that 
through a formal approach to learning, individuals and the organization can reduce the 
risk of repeating mistakes and increase the chance that successes are repeated.  In the 
IEDD context, this means reduced operational risk, increased cost efficiency, and 
improved operational effectiveness. The lessons learned process is an essential element 
in maintaining an accurate IED threat picture for the IED environment in which an IEDD 
organization is required to operate.  
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As an IED threat is typically continuously evolving, it is essential that those who operate 
in such an environment maintain an accurate situational awareness at all times.  This 
requires that an accurate IED threat picture is developed, maintained and sustained. This 
is best achieved through a “lessons learned culture” in which all activities are undertaken 
with an emphasis on capturing best practice through a robust information management 
system, which is covered in Chapter 8. 


Lessons learned refer to more than just learning from experience.  Learning must be used 
to justify changes that will lead to reduced risk, improved efficiencies, reduced costs, 
improved performance, enhanced capabilities, and updated training curriculum. The 
typical steps for any lessons learned process are identification, action, and 
institutionalization.  IEDD teams play a critical role in the analysis, dissemination, and 
implementation of lessons learned.  Specifically, for IEDD, the process can be described 
as follows: 


• Step 1 - Identification: After every IED task a report is generated that identifies what 
can be learned from the task.  It includes all aspects of environment, the IEDD team 
and aggressor tactics and methods, the target of the attack, the IED construction and 
emplacement, the IEDD tools used, and the items recovered.  The report should 
include detailed pictures along with the written descriptions.  The IEDD team’s 
observations and analysis contained in the report are then reviewed by a higher-level 
group who can identify trends across a larger area and make recommendations action 
to be taken.  After the identification step, you have “lessons identified”. 


• Step 2 - Action: The recommendations are reviewed for feasibility by the IEDD 
organization’s leadership and actions are tasked out to specific bodies.  Usually this 
is an update to or creation of operating procedures, tactics and methods, modification 
of IEDD tools, or an update on aggressor tactics, methods or devices i.e. an update 
to the IED threat picture. 


• Step 3 - Institutionalization: The new operating procedures, tactics and methods, 
tools or amended IED threat picture are incorporated into training for new IEDD 
operators and communicated to current IEDD operators through advisories and 
bulletins.  The result of the institutionalization of the solution is a “lesson learned” that 
must be disseminated to all relevant bodies. 


 


The lessons learned process is a non-stop, cyclical one that every organization 
undertaking IEDD activities must have ingrained in their culture.  Figure 4-2 illustrates 
activities undertaken during each step of the process. 


. 







 


55 


 
Figure 4-2 Lessons Learned Process 


A critical aspect any lessons learned process is information sharing through the 
establishment of a widely used and effective information management system (see 
Chapter 8 Information Management).  This enables an organization to have a level of 
confidence in the IED trends, identify and quickly disseminate any changes in the IED 
threat picture, and ensure that the appropriate competence and protection levels are 
available for the assessed threat. 


 


4.14 Safety During IEDD Training 


All personnel involved in IEDD operations must adopt fundamental safety 
considerations, apply mandatory IEDD actions and use best practices in order to 
mitigate risks entailed by the presence of IEDs.  These measures equally apply during 
any training activities.  Chapter 6 on IEDD Clearance provides further guidance on this 
matter. 
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Chapter 5 


IEDD Equipment 


5.1 Background 


This chapter serves to inform those involved in developing, maintaining and sustaining 
IEDD capabilities on the IEDD equipment required as part of such capabilities.  


IEDD equipment requirements listed herein are included as critical equipment 
requirements for the three IEDD team structures and outline the support needed to secure 
and sustain them. The equipment listed is deemed the minimum equipment needed to 
safely, efficiently and effectively undertake the tasks that the stated team is expected to 
be able to complete40.  


The designated IEDD authority retains the right to insist on equipment in addition to or to 
a higher specification than those listed herein. Similarly, an IEDD organization may 
choose to provide equipment in addition to or at a higher specific than those listed herein, 
in line with the agreement between the IEDD organization and the designated IEDD 
authority.  


Only specialist IEDD equipment is mentioned in Annex B.  Generic administrative and 
communications and information technology support equipment required by the IEDD 
Organization and IEDD support elements is not listed..  


Lists of critical IEDD equipment are provided in appendices of Annex B covering the 
following equipment requirements: 


• Basic IEDD team – Annex B, Appendix 1 


• Intermediate IEDD team – Annex B, Appendix 2 


• Advanced IEDD team -  Annex B, Appendix 3 


• Support team – Annex B, Appendix 4 


 


5.2 Lifecycle Management of IEDD Equipment 


In the development of appropriate safe, effective, and efficient IEDD capabilities for the 
assessed IED threat faced, appropriate IEDD equipment must be available to the IEDD 
operator when it is required. Such equipment must be maintained and sustained for the 
life span of the capability requirement. This anticipates a complete life cycle management 
approach with appropriate equipment support being in place from acquisition to 
retirement.  


Such equipment support refers to appropriate technical support, storage facilities, spare 
parts and associated workshop facilities as well as preventative maintenance regime. 


                                            
40 In line with the IEDD team categories and roles provided in Chapter 3 of these Standards. 
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This approach should account for the natural wear and tear of IEDD materiel requiring 
maintenance, repair and replacement during both normal and high tempo operational 
periods. 


The scale of equipment holdings, spare parts and ancillaries must be managed so that a 
sufficient scale of holdings is maintained to facilitate breakages and equipment being 
non—operational due to preventative maintenance or upgrade works. 


In terms of technical maintenance of IEDD equipment it will be required to plan for and 
have available the necessary technicians, equipment support and materiel to maintain, 
sustain, repair and upgrade if necessary all IEDD equipment required to sustain the IEDD 
capability. Broadly this can be broken down into the following areas: 


• General IEDD equipment support; 


• EOD ROV support to the electronics, hydraulics, mechatronics, weapons, optical 


systems and software along with all other technical aspects of the ROV in service; 


• Counter RCIED equipment. 


 


5.3 Training Equipment 


The IEDD organization must ensure that all IEDD teams to be deployed are trained, 
practiced and competent on the full equipment scales that they are to deploy with into an 
IED operational environment. For this reason, training equipment in line with that set out 
in the appendices outlined in section 5.1 are to be available for all team members, at all 
levels.  


Inert training aides should reflect the explosive ordnance hazard in the area of operations 
the team is expected to operate within, along with inert training aides for the explosive 
stores they will operate with.  


Strict rules and procedures are to be set out by the designated IEDD authority and 
implemented by the IEDD organization in relation to safe storage, handling, use and 
disposal of all live and inert EO natures. 


 


5.4 Protective Equipment 


It is the responsibility of the IEDD organization undertaking IEDD to ensure that its 


personnel utilize the appropriate level of IEDD protective equipment in line with the 


requirements set out by the designated IEDD authority and these Standards.  


The designated IEDD authority should state the level of IEDD PPE to be worn by IEDD 


operators when undertaking certain IEDD tasks. This may, for example, state the 


protection levels outlined in IMAS 10.30 and the associated references therein or in 
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relevant national standards41. PPE requirements should be threat driven in line with the 


threat assessment for the area of operations considering also the wider security 


requirements for the mission area.  


The designated IEDD authority should always consider the protection provided by PPE 


to IEDD operators to be a “last resort” protective measure against the blast, fragmentation 


and thermal effects of IEDs. Such last resort protective measures should be in place after 


all training, procedural and threat assessment hazard control measures have been 


implemented to mitigate the risk to an acceptable level.  


The greatest control measure against the hazardous effects of IEDs is stand-off and for 


this reason remote neutralization42 action against IEDs is always the preferred Render 


Safe Procedure (RSP). In most cases, such remote neutralization actions are best 


achieved through IEDD ROV technologies. 


. 


 


5.5 External Support IEDD Equipment 


External IEDD support refers to that support which is non-organic to the IEDD team and 
needs to be provided from other elements. This support typically includes 
communications, medical, security, transport, and specialist search assets and situational 
awareness support. External support needs to have all the equipment, tools, spares and 
ancillary consumable items that are required to maintain, sustain, upgrade and repair all 
the items of equipment that are deployed with in support of the IEDD team(s).  


During the initial IEDD planning process, it is essential that the United Nations entity, 
designated IEDD authority or IEDD organization undertaking it,  assess and identify all 
IEDD support requirements and include them into the statement of requirements, 
including the levels, standards and type of such support.  


It is also important during on-going IEDD activities that changes in the IED threat are 
monitored to identify impact on required IEDD support and this is then communicated and 
coordinated with the respective IEDD Organization. 


 


                                            
41 For example, in line with US National Institute of Justice (NIJ) standards or other relevant internationally defined 
standard.. 


42 Rendering safe of IEDs through the application of special EOD methods and tools to provide for the interruption of 
functions or separation of essential components to prevent an unacceptable functioning of the device, with an emphasis 
on preventing the device functioning. 
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5.6 Counter RCIED Equipment 


5.6.1 RCIED Mitigation Responsibilities 


When the IED threat assessment has identified a Radio Controlled (RC) threat, there will 
be a need for the IEDD Organization undertaking IEDD activities to consider the 
deployment of an appropriate electronic counter measure (ECM) capability or an 
acceptable threat mitigation alternative as agreed with the designated IEDD authority. 
This capability will be informed by the designated IEDD authority or other suitable 
organization or agency with an understanding of the prevailing and potential pending 
RCIED threat.  


ECM requirements will initially be provided in the statement of user requirements and 
updated by the IEDD Organization from the designated IEDD authority as the threat 
evolves. It is the responsibility of the IEDD Organization to fulfil the ECM requirements in 
line with the contract in whatever manner they choose to do so e.g. through an organic 
capability or through a third-party contractor.  
 
In the case of ECM support, this may be organic to the IEDD team and deployed by the 
team without additional support or it may be a specialist asset requiring specialist support 
personnel to deploy it. Specialist support may be required outside the capabilities of an 
IEDD team to ensure the ECM assets remains capable of mitigating the assessed RCIED 
threat.  


 
5.6.2 Counter RCIED Equipment Maintenance and Sustainment 


When the designated IEDD authority has assessed the requirement for ECM capability 
to be necessary for an IEDD organization operating in a given area of operations, a 
number of issues need to be considered and accounted for to sustain this capability.  


Such capabilities go far beyond the physical hardware and the type of counter RCIED 
assets to be deployed. Deconfliction between other IEDD operations and security / 
military elements operating ECM assets and communications systems is necessary to 
ensure harmonization operation of all such assets and avoid communications and ECM 
asset ‘fratricide’.  


Depending on the type of ECM assets deployed, RCIED support will require the 
necessary technical expertise in terms of personnel along with the equipment support 
materiel to maintain and sustain the capability, such as: 


• Hardware spares; 


• Test equipment; 


• Workshop and tools; 


• IT support of hardware, firmware and software to load, repair, maintain and upgrade 


the equipment and threat fills. 
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Chapter 6 


IED Clearance 


6.1 Introduction 


IED clearance refers to tasks or actions to ensure the removal and/or the destruction of 
all IED hazards from a specified area to an agreed standard. IED disposal is the collective 
term referring to the following EOD procedures, intended to result in the final elimination 
of an IED; detection, location, access, identification, evaluation, hazard mitigation, 
rendering safe, component recording and recovery, and final disposal.  


Depending on the priorities and required land use specified by the designated IEDD 
authority, these operations may involve surface and sub-surface clearance. Aspects of 
site organization used for Battle Area Clearance (BAC)43 and landmine clearance may be 
applied during IED clearance operations with appropriate amendments for the differences 
and complexities of the IED hazards. This decision shall be taken based on a field risk 
assessment and a complete Explosive Ordnance (EO) threat assessment of the area of 
operations. It is expected that when IEDs are encountered, all types of EO can be 
expected to be found during IEDD clearance operations.  


The boundaries of the area to be cleared and the expected IED contamination shall be 
determined by the designated IEDD authority. This should be conducted in accordance 
with the procedures described in Chapter 2. The IEDD organization is responsible for 
conducting a continuous IED threat assessment to determine the types of IEDs, the 
tactics and methods of their users as well as all EO threats in the area of operations. This 
assessment is essential to establish trends and emerging threats and to inform all IEDD 
organizations accordingly. 


The priorities provided by the designated IEDD authority for clearance operations in 
support of development / stabilization projects (e.g. road construction etc.) may specify 
an exact area to be cleared. Different depths of clearance may be specified for different 
sub-areas depending on the IED threat assessment and the future land use. The area 
outside of these boundaries may still be contaminated. However, for area clearance 
tasks, the extent of the area to be cleared may not be possible to be established at the 
start of the task but may be identified as the task progresses. As such, the priorities for 
clearance should be determined by the impact on the local community and its needs, 
balanced against national priorities set by the designated IEDD authority. Finally, this 
chapter intends to highlight considerations for and to provide guidance and a common 
framework for the planning and conduct of IEDD operations. The specifics of IEDs found 
in various theatres will not be covered. 


 


 


                                            


43 IMAS 9.11 
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6.2 Quality Assurance in IED Clearance. 


6.2.1 Quality Assurance 


The quality assurance requirements for IED clearance depend on threat assessment for 


the IED clearance being undertaken and is related to the level of assurance that is 


required. Mine action QA practices may be used when appropriate as in the case of open 


area clearance operations. The quality requirements for infrastructure and urban space 


clearance tasks are considerably more challenging owing to the complex nature of the 


terrain and environment being cleared. Such quality requirements expected of an IEDD 


organization need to be clarified with the designated IEDD authority. The quality 


requirements expected with mobility protection and IED incident response tasks will 


typically involve the clearance of an identified IED hazard or clearance of a specified point 


or bounded geographical location to a set standard making the task somewhat clearer. In 


any case that the quality assessment requirements for IED clearance is unclear, liaison 


with the designated IEDD authority must be sought to clarify the issue. A scene threat 


assessment, factoring humanitarian concerns and clearance resources shall be 


performed to decide on concurrent or sequential surface and subsurface clearance. 


Broadly speaking there is a difference between the requirements for IEDs which are 


surface laid or emplaced without concealment and those which are concealed by being 


buried or secreted within urban and infrastructure locations44.  The key difference 


between IEDs which are unconcealed and concealed is that concealed IEDs are not 


visible and typically require detection procedures to determine their location, while 


unconcealed typically do not. 


• Unconcealed IED Clearance usually relies on visual search to locate them, although 


there may be instances where detectors or other means such as explosive detection 


dogs (EDD) may be used to aid in the investigation of areas, earth mounds or other 


suspected areas with limited access. Recording of searches, EO types and locations 


of items found is important and may assist in determining the details of any following 


sub-surface search. 


• Concealed IED Clearance can use various detection methods to locate them 


followed by access techniques to allow their disposal. All located EO and their 


hazardous components are removed in accordance with the requirements of the 


tasking authority.45 The clearance of all EO and more particularly IEDs in the 


concerned area to the specified standard should be achieved ensuring: 


                                            
44 This concept is similar to the clearance of surface and subsurface ERW and mines. 
45 A designated entity which provides operational control, planning, and administrative services related to 
a IEDD organization that is undertaking IEDD operations in a designated geographical area of 
responsibility. These cells receive notification of IEDD incidents, provide scheduling and control of IEDD 
teams and coordinate the completion of incident reports for onward passage to the designated IEDD 
authority 
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o Use of IEDD organizations accredited for IED clearance with material, technical 


capabilities, support and staff having appropriate levels of IEDD qualification and 


competencies (see chapter 3); 


o Monitoring the clearance organization and its sub-units; 


o Conducting a process of post-clearance inspection of cleared land. 


 


6.2.2 Clearance Standard 


The clearance standard to be achieved shall be specified by the designated IEDD 
authority. This standard should be developed through threat assessments, or from other 
reliable information which establishes the assessed depth of IED hazards or other 
information in relation to where and how IEDs may be concealed in the area. This should 
then be coupled with post clearance use requirements.  


In the absence of reliable information on IED concealment, a default standard for 
clearance should be established by the tasking authority in agreement with the 
designated IEDD authority. Specifying clearance standards will depend on intended post 
clearance use, the likely IED hazards in the area to be cleared and other environmental 
factors. 


IEDs may be on the surface of the ground, in which case, the standard specified may call 
for the removal and or destruction only of surface IED hazards. While concealed IEDs 
often have complicating factors that need to be considered, such as:  


• Clearance in urban areas may require the removal of large quantities of debris before 


the start of the clearance process. IEDs originally placed or concealed within urban 


structures which subsequently collapse as well as the deliberate emplacement of 


IEDs in the rubble of collapsed buildings should both be considered. 


• In situations where large bombs and missiles or heavy caliber projectiles have been 


used, deep penetrations may have resulted which also may have been used to 


emplace IEDs or simply contribute to the mixed contamination of the area being 


cleared. 


• Shifting sands in desert areas or coastal areas as well as IEDs being moved along 


river banks and wash plains through erosion may require clearance to a depth of 


several meters to clear IEDs which were originally on or close to the surface. 


The required clearance standards should be adjusted as clearance work progresses. Any 
change shall be agreed between the designated IEDD authority and the IEDD 
organization conducting, and shall be formally recorded. 


 


6.3 Planning Considerations for IED Clearance Operations 


The generation of IEDD capabilities at national, area and scene level is described in 
Chapter 2. The minimum standards of competencies for IEDD personnel are described 
in Chapter 3. The training of IEDD operators with the required KSA to qualify them as 
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competent must be completed with an accurate IED threat picture related to the IED threat 
environment where they will operate in. The IEDD operators KSA must allow them to: 


• Make a full threat assessment of the area in which they are to operate; 


• Be aware of both standard and special hazards46 on scene both associated with the 
IED and other secondary hazards47 present on scene, so appropriate precautions can 
be taken; 


• Determine the most appropriate Render Safe Procedure (RSP) considering the type 
of explosives and construction encountered; 


• Identify the components of an IED so that after completion of a RSP the operator can 
identify how the device was intended to function and to assist in the collection of 
components and information; 


• Provide technical advice. 


 


6.4 Safety Considerations during IED Clearance 


IEDD is an inherently dangerous activity. Safety during IEDD tasks shall be the principal 
consideration to an IEDD Operator. The risks are to be minimized by applying IEDD 
philosophy and principles at all times in conjunction with the application of IEDD best 
practices which must include IEDD mandatory actions48 required of IEDD operators. The 
IEDD supervisor and / or operator is responsible for advising the incident commander or 
clearance site manager on all aspects of explosive safety during the conduct of an IEDD 
task. 


 
6.4.1 General Safety Considerations 


The IEDD philosophy and principles are always applicable during IED clearance.49 The 
following areas of safety demand constant consideration and review:  


• Public Safety: While it should be the responsibility of law enforcement / security 


forces to evacuate danger areas and initiate cordons50, the IEDD operator shall 


advise on any necessary modification to protective measures taken. Positive IEDD 


action shall not be carried out until cordoning and evacuation is complete and IEDD 


action is to stop if any person enters the danger area. The following should be 


considered: 


                                            
46 Special hazards refer to non-standard hazards associated with an IED in terms of blast, fragmentation, thermal, 
ground shock or bubble pulse effects. 
47 Secondary hazards are other hazards present at the scene of an EOD task which are not directly a consequence of 
the EO item but a hazard due to its proximity to the EO item within the danger area of the EO item. Examples of 
secondary hazards include fuel sources, dangerous chemical or radiological substances, electrical supplies, glass 
fronted buildings, unstable buildings, rubble or other ground as well as biological hazards. 
48 As determined by the designated IEDD authority. 
49 See Chapter 1. 
50 Clarity in relation to responsibilities for cordon and evacuation of IED task sites must be captured in the IEDD policy 


of the designated IEDD authority for use and reference by the IEDD organizations.  
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o Evacuation routes should not bring evacuees into the assessed danger area of an 


IED; see IED safety distances for more information; 


o Building exits near to the IED should be blocked and evacuation should be by 


alternative exits if practicable. 


• Cordon Safety: A cordon should be established, in line with the assessed IED danger 


area, and placed under the responsibility of the incident commander or clearance site 


manager. Cordon personnel are to be positioned at appropriate distances outside of 


the assessed IED danger area, around the IED to ensure that personnel cannot 


inadvertently stray into the IED danger area. The cordon should remain in place until 


the IED task is completed and all components have been collected. As the task 


progresses and the IEDD operator completes their render safe procedure, more 


information may come to light on the specific construction of an IED. An IEDD 


operator may require the cordon to be increased or advise the incident commander 


or clearance site manager on how the cordon size can be progressively reduced as 


such information comes to light. Before any positive IEDD action is carried out, the 


IEDD Operator shall ensure that cordon personnel are warned to stay under cover. 


This will normally be achieved through direct briefing and communication with the 


incident commander or clearance site manager. 


• IEDD Team Safety: The Clearance Command Post or Incident Control Point (ICP) 


shall be located, wherever possible, outside the danger area of a suspect IED. Factors 


to consider when applying minimum IED safety distances are provided in the next 


paragraph. IEDD intervention vehicles should be positioned in such a way as to afford 


the maximum protective cover to the IEDD team. All team personnel shall be behind 


or under protective hard cover during positive IEDD actions. For surface clearance 


investigation and for sub-surface clearance involving excavation of IEDs, a safety 


distance between adjacent clearance teams must be determined and applied, the 


principle of the minimum personnel exposed to risk is paramount. 


6.4.2 IED Safety Distances 


It is the IEDD operator’s responsibility to advise the incident commander or clearance 
site manager on the level of evacuation required for the task to be completed safely.  
There will often be a degree of uncertainty in the initial stages of a task on the exact 
makeup of the IED. General factors that an IEDD operator should consider include: 
 


• Estimated Net Explosive Quantity (NEQ) of the IED, for assessing blast and 


fragmentation safety distances; 


• Type of EO/IED and its main charge e.g. military munitions which are designed to 


fragment pose a greater fragmentation hazard compared to uncased explosives; 


• Proximity of items of EO or other IED to assess possibility of sympathetic detonation; 


• Presence of secondary hazards not directly a consequence of the IED but a hazard 


due to its proximity within the danger area of the IED. Examples include fuel sources, 
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dangerous chemical or radiological substances, electrical supplies, glass fronted 


buildings, unstable buildings, rubble or other ground as well as biological hazards. 


• Local environmental factors such as the nature of the soil, nature of the surroundings 


where the IED is located, weather conditions (cloud ceiling height), and other relevant 


factors. 


 
6.4.2.1 IED Task Cordons 


Overall safety at IEDD tasks is ensured by the creation of a cordon where personnel, 
under the oversight of an incident commander or clearance site manager, are positioned 
at appropriate intervals around the IED to ensure that no persons can inadvertently stray 
into the danger area. The cordon should remain in place until the IEDD task is 
completed, all components have been recorded and/or recovered and declared safe by 
the IEDD team leader. Cordon personnel should be aware that they are sometimes 
vulnerable to attacks by aggressors with direct and indirect fire weapons as well as by 
suicide IEDs. All cordon personnel should therefore maintain continual situational 
awareness. All cordon and evacuation distances need to be based on the tactical 
situation and the decision of the IEDD operator, grounded on thorough risk assessment. 


6.4.2.2 Projected IED Safety Distances 


Special considerations are required for IED safety distances involving improvised 
projected mortars, rocket assisted mortars and free flight rockets. The priority for 
evacuation in tasks involving projected IEDs is: impact zone, flight path area, and then 
baseplate. Some improvised free flight rockets have been based on air-to-ground and 
surface-to-air military munitions which have a theoretical maximum range of many 
kilometers. In these circumstances, the appropriate authority should be informed of the 
general direction of the hazard in order that security forces in the affected area may be 
warned.  It is unlikely that evacuation will take place over such large areas and personnel 
should be advised to remain within buildings until the hazard is removed. The general 
procedure for cordoning and evacuation due to a projected IED hazard are to be based 
on the technical assessment of the IEDD operator who shall consider the following 
hazard areas in determining cordon safety distances:  


• Hazard area around the baseplate or launch vehicle; 


• Fight path hazard area; 


• Assessed impact zone hazard area. 
 


6.5 Recommended IEDD Actions 


All IEDD actions must be in line with IEDD philosophy and principles as provided in 
Chapter 1 of these Standards. There are certain IEDD actions which are best practice in 
supporting safe, effective and efficient IEDD activity and in reducing the hazards 
associated with IEDD. In many cases the designated IEDD authority will insist on the use 
of these IEDD actions by all IEDD personnel and refer to them as “mandatory IEDD 
actions”. Mandatory IEDD actions are different from but support IEDD fundamentals in 
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terms of IEDD philosophy and principles. These Standards consider the practices and 
actions discussed in IEDD fundamentals to be mandatory during IED clearance. 


These Standards will not provide specific mandatory IEDD actions as these are 
determined by the prevailing IED threat picture, and the capabilities deployed. However, 
the designated IEDD authority shall set out any mandatory IEDD actions it requires IEDD 
organizations to observe.  
 
The following are recommended IEDD actions to be carried out by all IEDD operators. 
The IED Team leader/supervisor has the authority to decide not to apply these actions if 
the risk of not doing these action is deemed acceptable based on an assessment:  
 


• The most appropriate personal protective equipment (PPE) should be worn on all 


manual approaches; 


• If required by the IED threat assessment, ECM equipment should cover all manual 


approaches; 


• Positive IEDD action should not be carried out until cordon and evacuation measures 


have been completed. 


Since IEDD tactics and methods are of a sensitive security classification, the details of 
such tactics and methods are not provided in these standards. Such information can be 
utilized by IED aggressors to counter these tactics and methods and exploit this 
knowledge to design IEDs that will target IEDD organizations and operator personnel. 
Exact IEDD tactics and methods are at the discretion of the IEDD organization and must 
be in line with IEDD principles and philosophy. These IEDD methods must be, at 
minimum: 
 


• Safe, effective and efficient leading to the disposal of an IED; 


• In line with the mission mandate and or the SOFA or SOMA, where applicable in 


United Nations mission settings51; 


• In line with the terms of reference from the designated IEDD authority under which 


the IEDD organization operates. 


Under the principle of “need to share” IEDD organizations are encouraged to share best 
practices and lessons learned related to IEDD tactics and methods to the benefit of all 
operating actors within an IED threat environment, bearing in mind the sensitive nature 
of this information. 


 


                                            


51 Status of Forces Agreements (SOFAs) and Status Of Mission Agreements (SOMAs) are bilateral or 
multilateral treaties that define the legal position of military forces and civilian personnel deployed by one 
or more states or by an international organization in the territory of another state with the latter's consent. 
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6.6 Open Area, Infrastructure and Urban Space Clearance 


6.6.1 Composition of IEDD Operations 


The composition of the IEDD operations will be in accordance with the IEDD team 
structures set in Chapter 3. 
 


• For IED area clearance tasks the operation should be composed of basic IEDD 
team(s) and at least one intermediate IEDD team equipment set (with remote means, 
full disruptor and digital x-ray capabilities) available on short notice, placed under the 
command and control of an IEDD Supervisor.. All positive actions performed on IEDs 
are to be approved by the IEDD supervisor in charge or if otherwise stated, in the 
prevailing operating procedures.  


• For IED infrastructure and urban space clearance task the operation should be 
composed of intermediate IEDD team(s), placed under the command and control of 
an IEDD Supervisor. The IEDD supervisor will have no more than an agreed number 
of IEDD teams under their control. All positive actions performed on IEDs are to be 
approved by the IEDD supervisor in charge or if otherwise stated so in the prevailing 
operating procedures 


• An IEDD operation must always include medical support and at least two means of 
external communication along with appropriate internal communication means. 
Additional IEDD support may include as required search, security, transport and 
ECM52 support. 


 
6.6.2 Considerations for Open Area, Infrastructure and Urban Space Clearance 


• IED open area, infrastructure and urban space clearance tasks shall involve the 


planning, systematic location and disposal of all IEDs found in a given area. It involves 


the clearance of all IEDs and their component parts which would otherwise pose a 


significant threat to personnel. 


 


• The order in which locations and sites within an area are to be cleared must be 


established and / or agreed between the designated IEDD authority and the 


conducting IEDD organization. In this context, the agreement should specify the limits 


of the area (including the infrastructure and urban spaces) to be cleared, the IED threat 


picture, the clearance standard, the environment and the requirements for monitoring 


and inspection. 


 


• An IED clearance plan is required for each area to be cleared which shall include the 


purpose and clearance methodology to facilitate an effective and efficient response to 


the threat. The clearance plan shall be prepared by the IEDD organization based on 


the IED threat assessment and the clearance requirements provided by the 


                                            


52 See paragraph 5.6 of this chapter for ECM considerations. 
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designated IEDD authority and after conducting a site reconnaissance which shall 


involve a ground appreciation and IED threat assessment. Any subsequent 


amendments to the clearance plan shall be approved by designated IEDD authority. 


 


• In some circumstances, an IEDD organization may be tasked to operate in an area 


with a mandate to identify its own clearance tasks based on general priorities provided 


by the designated IEDD authority. The IEDD organization should in this case produce 


a clearance plan that indicates the area to be cleared and the intended clearance 


depth. 


 


• During the area level planning, determining the season of the year that the IEDs were 


emplaced can be important as it may affect the depth of IED contamination. For 


example, wet season with soft soil may have been emplaced at a greater depth 


compared to winter with frozen soils, etc. 


 


• Worksite preparation may allow careful vegetation cutting and removal, and 


movement over a site following surface clearance to enable marking and preparation 


of clearance ‘lanes’ or ‘boxes’ for subsequent sub-surface clearance. Sub-surface 


checks should be made before driving stakes or markers in to the ground. 


 


• Clearance search patterns need to be carefully planned and coordinated to ensure 


complete coverage of an area. Lane marking, may be used but the speed of the IED 


clearance operations should be balanced against productivity. For example:  


o During IED area clearance, areas may be divided for sub-surface clearance into 


boxes (for example 25m x 25m, or 50m x 50m), and different basic IEDD teams 


allocated each box with adequate spacing between teams.  


o Infrastructure and urban space clearance can delineate a clearance box using 


buildings and / or streets as boundaries.  


o The boundaries of the ‘box’ might be marked by stakes and/or tape/string, then the 


internal lanes would be marked and moved quickly using tight strings, with an aim 


of maintaining control and ensuring full area coverage but also minimizing the time 


spent on marking53. 


 


• According to the IED threat assessment, all unoccupied buildings/infrastructure may 


be considered as possibly contaminated with IEDs. Attention should be given to the 


following non-exhaustive list of considerations: 


o Debris may need to be checked and removed; 


o Searching of water sewage systems and culverts running under roads; 


o Examination of electrical circuits inside buildings; 


o Clearance of land with thick and / or high vegetation; 


o Corpses in various states of decomposition possibly booby-trapped; 


                                            


53 Reference to IMAS 08.40 Marking of hazards as an example. 
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o Finds of IED components, parts thereof and association equipment including HME 


laboratories. 


 


• The construction of protective works to contain the effects of an (accidental) initiation, 


should be considered balanced against the likelihood, consequences and benefit as 


hazard control measure in the local environment. 


 


• Clearance operations conducted in populated areas require thorough liaison with the 


local authorities to ensure the safety of the local populace and prevent the population 


from entering the IED danger area. Procedures shall be developed for avoiding or 


controlling the entry personnel and traffic into hazardous area. 


 


• A communication / information campaign coordinated with the local authorities should 


be considered, coordinated at the level of the designated IEDD authority and possibly 


implemented by the IEDD Organization in cooperation with relevant local entities. 


 


• Safety Brief. Personnel participating in IED clearance tasks, including support 


personnel, must be briefed daily on essential safety and hazard information related 


to the ongoing activities. Details covered in such safety briefs may include command 


authority, relevant locations, emergency response in the event of an accident, 


medical support, hazard area, emergency radio communication and prohibitions. 


Prior to the start of the working day, the IEDD supervisor in charge of a working area 


shall give a daily brief to the IEDD teams which shall include the daily clearance plan 


and associated safety measures. 


 


• Reporting. The location of all detected IEDs are to be recorded appropriately, e.g. in 


a daily work sheet for future reference, which shall ensure a more accurate and 


defined representation of IED contamination and work progress. Reporting will also 


assist in maintaining an accurate IED threat picture. The reporting system will be in 


accordance with directives from the designated IEDD authority found in the IEDD 


policy. Further information in relation to reporting is provided in Chapter 8 on 


Information Management. 
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6.6.3 IED Clearance Site Organization. 


The following outlines a practical and beneficial way to organize a clearance site in 
support of safe, effective and efficient IEDD, in accordance with best practice. Designated 
areas shall be cleared of EO hazards in accordance with the clearance plan, which 
include details of the clearance site being worked within. A clearance site is composed of 
working areas and logistic areas. It is paramount that the location of all designated areas 
at the site is appropriately marked and is known by all personnel operating there. As an 
aide to illustrate the generic set-up of an IED clearance site figure 6-1 is provided as an 
example. 


 
Figure 6-1: Generic IED clearance site organization 


• Logistic Area: Logistic Areas are normally located outside the Hazardous Area 


(Fragmentation hazard zone) in support of clearance operations. Logistics Areas may 


be composed of: Operation room with the clearance site manager and his staff, field 


accommodation for the personnel, Explosive Detection Dog (EDD) kennel, parking for 


vehicles, communications shelter, equipment and inert items removed during 


clearance at the Site, etc. 


• Working Area: A Working Area is where IEDD activities are conducted at the site and 


is within the Hazardous Area. A clearance site may have one or more Working Areas 


divided into clearance boxes or/and clearance lanes. The distance between the IEDD 


teams at work should be determined by the IEDD supervisor based on a risk 
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assessment (normally not less than 25 meters). All positive actions performed on IEDs 


are to be approved by the IEDD supervisor in charge or if otherwise stated so in the 


prevailing operating procedures. Prior to positive IEDD action, an adjustment of the 


safety perimeter must be considered and suspension of other activities on the site 


must be considered, with non-essential personnel having frontal and overhead 


protection. 


• Control Points: We define a site control point (CP) and an EOD CP as: 


o Site CP is the place located normally in the logistic area from where the incident 


commander or site manager manages the overall operations, ongoing and 


planned. The site CP also acts as an administration and briefing area and is the 


point at which all visitors should arrive. 


o EOD CP is a control point from which the IEDD supervisor can control the 


operation. There is a CP per working area from which the IEDD supervisor can 


control the teams at work in clearance boxes or lanes under their responsibility. 


EOD CP will be situated at least 100 meters away from IEDD operators in the 


working area and will have vehicle access. This distance can be adapted in 


function of the environment, e.g. protection from natural cover, and the hazardous 


safety distance related to the EO nature(s) encountered. 


• Vehicle Park: This should be close to the site CP and large enough to accommodate 


the IEDD teams’ vehicles, ambulance, security vehicles and visitors’ vehicles. All 


vehicles should be positioned in the park so they do not have to maneuver to depart 


in the event of an emergency. 


• Explosives Area: When not in use all explosives for the clearance activities will be 


stored in their logistic cases in the intervention vehicles or in a secure and marked 


area at a safe distance determined based on the national regulations (At least 50 m 


away from all other areas). 


• Rest Areas: These are to be established at least one hundred meters away from the 


working area. Rest areas are to be used by clearance personnel during their breaks. 


Sufficient space should be foreseen for this. This rest area will be collocated with the 


vehicle park.   


• Demolition Area: A location cleared for the disposal, by explosive demolition, of 


unexploded ordnance. The demolition area shall be designated at a set distance from 


the working area to avoid any fragmentation from falling into cleared areas where 


quality control or sampling may be planned.  


NOTE: For basic IEDD teams the primary means of IEDD is to destroy in situ. The 


movement of IEDs is a potential course of action following appropriate neutralization 
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in line with the assessed threat and the training of the IEDD operators involved. For 


this reason, not all IEDD work sites will require a demolition area. 


• Sentry Points: Security in coordination with incident commander or site manager will 


setup the necessary sentry points. 


• Access Routes: All access routes must be clearly marked and be a minimum of three 


meters wide or as required to allow the entering and exiting of expected vehicles that 


will be on scene. 


• Stores and Equipment Area: Location where all equipment is securely stored which 


is usually part of, or adjacent to, the site CP. 


• Medical Area: A marked area on site where a qualified medic shall be located during 


IED clearance operations and where medical treatment shall be administered to a 


casualty(s) in the event of an accident. The ambulance may be located at the medical 


area and the medic shall ensure sufficient medical equipment is available at all times. 


The medical area may be co-located with the site CP or other administration areas 


with the chosen site ideally being flat, dry and shaded. Depending on the site medical 


evacuation plan one or more medical areas may be required e.g. a medic may be 


situated at one medical area and casualties may be recovered to another medical area 


for treatment to which the medic then moves. The medic shall however, always be 


situated in reach of all medical areas in which to give medical treatment to casualties 


within five minutes of being alerted of an accident. A suitable helicopter landing site 


for medical evacuation may also be required according to the prevailing medical 


support guidelines. 


• Metal Collection Pit: Pertinent metal located during clearance shall be placed in the 


metal collection areas which should be situated at a convenient location at the 


clearance site. To facilitate quality control, metal collection pits should not be located 


in areas cleared that day and shall be regularly checked by the IEDD Supervisor 


and/or appointed EOD expert to ensure that all items contained therein are free from 


explosives (FFE). 


• EO Scrap Area: All cleared EO located at the site which is FFE, shall be placed in the 


EO scrap area. A qualified EOD operator shall ensure that all items contained therein 


are FFE. The EO scrap area is to be separated from other administration areas and 


should be situated outside the working area. The dimensions of the area may vary 


according to the clearance site, to prevent spillage, special approved containers also 


can be used for this purpose. All EO removed during clearance which is FFE shall be 


placed within that area unless removed to another approved location for storage or 


disposal. 
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• Latrine: To prevent people inadvertently straying into hazardous areas, and for 


hygiene purposes, a latrine should be designated for each clearance area. Latrines 


should be in the vicinity of the rest area or the site CP and shall be adequate for the 


number of personnel on the clearance site. 


• Detector / Locater Test Area: Each clearance site shall have a testing area to 


ascertain that the detectors / locators are serviceable, calibrated to the manufacturer’s 


standard and capable of locating the pertinent target at the required clearance depth, 


prior to operational deployment. 


• Control lane: There may be a requirement to identify a route through a clear area to 


the working area or other designated areas, e.g. direct the movement of personnel or 


vehicles. White topped or unpainted posts or rocks should be used to mark this. 


• Access Lane: A marked passage leading through a hazardous area that has been 


cleared to provide safe movement to a required point or area. 


 


6.7  IEDD Mobility Protection and Incident Response Tasks 


6.7.1 IEDD Protection Tasks 


An IEDD Team may be deployed to intervene in tasks that constitute grave, immediate or 
serious threats to life in the case of mobility protection and incident response tasks. Such 
tasks are to be prioritized in line with the terms of reference under which an IEDD 
organization operates. 


6.7.2 Composition of the IEDD Team 


The composition of the IEDD team will be in accordance with the IEDD Team Structures 
outlined in Chapter 3. For an IED Incident Response task, the team will be an advanced 
IEDD team which can operate in isolation from other IEDD teams. In addition, an 
advanced IEDD Team will always include medical support and at least two means of 
external communication along with appropriate internal communication means. Additional 
IEDD support may include as required search, security, transport and ECM support. 


6.7.3 Actions on Arrival at Task Location.  


On arrival at the task location the IEDD operator shall ensure that the EOD CP location 


selected by the Incident Commander is safe: 


• A cordon must be established and evacuation of personnel must be conducted to a 


minimum distance specified at paragraph 6.4.2;  


• Consideration should be made so that the EOD CP is free from any hazards. 


• Arrival drills in accordance with organizational SOPs should be conducted. 
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6.8  IEDD Task Appreciation 


Every IED task is unique therefore the points outlined in this chapter are guiding principles 
and present a common framework that can be applied to any IED situation. The IEDD 
operator needs to make an accurate and logical threat assessment of the situation before 
taking any positive action. 


 


6.8.1 Aim 


From arrival, the IEDD operator must remain continually aware of the aim of the task. 


 


6.8.2 Evaluating Local Factors.  


Numerous factors will contribute to the development and continual re-evaluation of an 


IEDD RSP. As each factor is considered, the IEDD operator must qualify it by asking the 


question “so what?”. The answers can be obtained through information obtained from 


observation, information provided to them, previous experience, current assessed IED 


threat picture, advice from the IEDD supervisor or questioning of the incident commander 


or clearance site manager or other witnesses. The main factors to be considered are: 


• Safety; 


• IED aggressor’s intent, capability and opportunity; 


• Target; 


• Time; 


• Intelligence; 


• Suspect Device; 


• Environment and Terrain. 


 


6.8.3 Establish Available Courses of Action.  


The IEDD operator must consider the possible courses of action of the IED aggressor to 


plan and evaluate the different options for his own courses of action. It is important to 


consider what is the most dangerous outcome, the best outcome, and the most likely 


outcome and to mitigate the hazards associated with each appropriately. 
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6.8.4 IEDD Clearance Plan 


An IEDD clearance plan is the product of a task appreciation in which safe, effective and 


efficient courses of action involving IEDD procedures are developed in line with the 


assessed IED threat.  All IEDD plans must be in line with the IEDD philosophy and 


principles and take account of stated mandatory IEDD actions or alternatively be justified 


under exemptions to stated mandatory IEDD actions. 


Ideally IEDD plans should include more than one viable course of action (COA) with a 


priority given to their execution and be mutually supporting so that if the first COA is 


unsuccessful, then the second can be implemented and so on until the IED is disposed 


of. The IEDD plan should consider what is the most dangerous outcome, the best 


outcome and the most likely outcome and mitigate the associated hazards of each 


appropriately.  


The IEDD plan will be the basis for the IED RSP. An IEDD plan must be logically derived, 


and be consistent with the threat assessment.  


6.8.5 Communication of IEDD Clearance Plan 


Effective communications are of paramount importance for two main reasons: 


• All personnel on scene are aware and understand what is to happen and their 


actions, responsibilities and roles within; 


• As a control measure to enhance safety and coordination during task progress. 


After finalization, the complete plan should be discussed with all IEDD team member(s) 
and, if necessary, with the IEDD supervisor. The adage that ‘two heads are better than 
one’ is particularly relevant in the development of an IEDD plan.  


The IEDD team leader must brief on the proposed plan and the actions, responsibilities 
and roles within. The incident commander or clearance site manager and other 
representatives should ideally be fully briefed on what their actions are to be at each stage 
of the plan and what the possible outcome(s) of the plan could be.  


Attention should be given to deconflict communications from other specific equipment 
(Detection, ECM, etc.) to be used as part of the RSP. For ongoing communication, the 
IEDD operator must ensure that communication is maintained with the incident 
commander or clearance site manager or IEDD supervisor throughout every phase of the 
task. 


 


6.8.6 Execution of the Render Safe Procedure.  


The RSP is the execution of the finalized IEDD plan. The IEDD operator shall continually 


re-evaluate the situation and their plan throughout the task. 
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6.8.7 Post IEDD Task Activities 


On completion of the RSP the IEDD Operator shall: 


• Declare the task complete to the incident commander or clearance site manager; 


• Debrief the supporting agencies where applicable; 


• Maintain the cordon, although this may be reduced after consultation with the concerned 
agencies in line with residual hazards; 


• Inform the tasking authority of task completion details; 


• Prior to the handing over or retention of any IED components for further technical 
exploitation, an advanced IEDD operator must assess it and declare it safe to handle 
and move; 


• Complete the IED report and forward it with supporting photographs and x-rays, where 
applicable, to the tasking authority. IED reporting is covered in Chapter 8. 
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Chapter 7 


IED Risk Education 


7.1 What is IED Risk Education? 


The term improvised explosive device risk education (IED RE) refers to activities that 


seek to reduce the risk of death and injury from IEDs, by raising awareness and promoting 


safe behaviour. These activities include information exchange with at-risk communities, 


communication of safety messages to target groups, and support for community risk 


management.  


 


IED threat may be static (for example laid to prevent or deny use of area or property), or 


dynamic, as generally used by non-state armed groups against governmental authorities, 


security and/or peacekeeping forces, or indiscriminately against civilians. Mitigating the 


IED threat in each situation requires a specific approach and IED risk education 


messaging may vary from situation to situation.  


 


The dynamic nature of the IED threat is a key characteristic differentiating IED RE from 


traditional mine risk education. The diversity of construction, emplacement of devices and 


their use in asymmetric contexts render traditional risk education methods insufficient. It 


can be very difficult to define and educate people on specific IEDs in a similar fashion to 


landmines as IEDs can be made to look like anything, including innocuous household 


items.  IED risk education should ensure that men, women, boys and girlsin the affected 


communities are aware of the risks posed by IEDs and are encouraged to behave in a 


way that reduces the risk to people, property, and the environment. The objective is to 


reduce the risk to a level where people can live safely, and to recreate an environment 


where economic and social development can occur without being hindered or constrained 


by IED contamination and associated threats. 


 


IED risk education should be preceded by a risk assessment, a gender and diversity 


context analysis and isan integral part of operational and task level planning and 


implementation. It may be a stand-alone activity, but where possible, should be 


implemented in support of and in conjunction with other IED threat mitigation and mine 


action related activities. Programmes and projects may be implemented in situations of 


emergency, transition, or development. If done correctly, successful IED RE campaigns 


may discourage the future use of IEDs by branding their use as indiscriminate weapons. 


IED RE messages should however not be perceived as being politically motivated or lead 


to the perception that the IED RE organization is part of the conflict. IED RE can also 


support information gathering and contribute to assessing impact of IED hazard, which 


may vary depending on location and type of device(s) (technical and tactical 


categorization). 


 







 


81 


In emergencies when IEDD is not possible or has not begun or, as is becoming 


increasingly more common, in countries and areas with residual contamination, IED RE 


may form part of a school curriculum, and not be linked to other aspects of IED threat 


mitigation or mine action. It may be managed and monitored by educational authorities, 


independently of a designated IEDD authority mitigation or mine action.  


7.2 Do No Harm Approach 


A “Do No Harm” approach needs to be central to all aspects of the design and delivery of 
an IED RE programme and avoid unintended consequences as a result of the delivery of 
IED RE program, such as: 
 


• Exposing the local populace to being harmed; 


• Educating those who intend to do harm; 


• Spreading the production and use of IEDs; 


• Increasing unnecessary fears; 


• Promoting civilians to ‘clear’ IEDs themselves. 


 


7.3 Role of IED Risk Education 


IED risk education can play a significant role in IED threat mitigation, by virtue of the 
information exchanges with community members and the relationship built with affected 
communities through these activities.  Community involvement plays a crucial role in IED 
Risk Education campaigns and in IED threat mitigation overall, including in relation to the 
safety and security of IEDD operations.  


IED Risk Education has several components: 


• Communication of safety messages; information and education activities that 


seek to minimize deaths and injuries from IEDs by raising awareness of the risk 


among individuals and communities and by promoting safe behavior.  


• Data should be gathered from at-risk communities and other sources on the risks 


posed by explosive devices, dangerous areas, and the impact of these devices on 


the civilian population. Data should be used to understand better the extent of the 


IED threat and its impact, to identify groups at-risk and to support IED threat 


mitigation and other mine action elements. 


• Community liaison facilitates information exchange between authorities, IEDD 


Organizations and operators, humanitarian and development organizations and 


bodies, and affected communities.  Effective community liaison should ensure that 


community members are involved in IED threat mitigation. IED Risk Education may 


also contribute to IEDD, as well as promote community support for the process by 


gathering and disseminating information about local warning signs, identifying and 


reporting on hazardous areas and their impact on the community, informing the 


community about safety procedures to be used during clearance operations. 
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7.4 Needs, Vulnerabilities, Capacity Assessment and Information 


Management 


Communities at risk are one of the main stakeholders of IED threat mitigation. The 
purpose of an RE needs assessment is to identify, analyze and prioritize the local IED 
risks, to assess the capacities and vulnerabilities of the men, women, boys and girls in 
the affected communities, and to determine the options for conducting IED RE. Efforts to 
strengthen community capacities for RE should be an integral part of any IED RE 
programme. This may include the establishment of volunteer networks and strengthening 
of community risk management efforts.  


The process by which to gather data and assess needs should be agreed with all relevant 
stakeholders. The results should be shared with them, for example, through briefings to 
community leaders, community-based organizations, and community members. The 
information should also be used for design of IED RE messages, as the content may be 
country and area specific; i.e. threat specific.  


Regular needs assessments should be coordinated by the designated IEDD authority. It 
should review the different needs, vulnerabilities, and expectations of the affected 
communities in each IED affected region (province or district). Those conducting a needs 
assessment should be appropriately qualified or trained and gender balanced to do so.  


The data collected should determine the following:  


• target groups – both social, demographic and geographical (who is affected by 


IEDs?) Attention should be paid, in particular, on population movements into or 


through areas of risk; 


• information on IED hazards and affected areas (e.g. type of devices used, 


nature of suspected areas where such devices can be found, any markings, 


signs used, etc.);  


areas of work (by gathering data on where people are injured, where the risk is 


greatest, where risk-taking behaviour is occurring, etc.);  


• messages, and subsequently the activities, according to target groups (by assessing 


how people are injured and how and why they take risks); 


• IED Risk Education approaches and methodologies likely to induce behavioral 


change. Community input should be sought in assessing any existing local safety 


strategies; 


Channels of communication and the way target groups communicate and learn;  


institutional arrangements and partnerships for providing IED RE messages and 


emergency responses;  


 


resources available and their allocation; and  


• timeframe to achieve the project or programme objective (by gathering data on the 


nature and extent of the IED hazard. 
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7.5 IED Risk Education Messages and Message Delivery  


Safety messages are at the heart of any IED RE initiative. Developing and disseminating 
these messages and assessing their impact should be the result of a carefully planned 
strategy and process.  


All communication in IED RE should be based on a carefully planned strategy that is 
targeted to specific at-risk groups and which is socially and culturally appropriate.  The 
following elements should be included in an IED RE communication strategy:  


• risk-taking behaviours to be addressed, target groups, safety messages, type 


of contamination 


•  communication channels, and means of dissemination.  


Messages to be communicated depend on target audiences, the behaviour to be 
promoted and the factors likely to influence target audiences to adopt the desired 
behaviour. Messages or symbols should be culturally, linguistically, and socially 
appropriate. There should be positive messages, as people need to feel that they can 
take action and that by taking action they can improve their own and their families’ lives. 
A message does not need to be short, but it should be clear. All messages and suggested 
means of delivery to be used should be tested before they are finalized. Testing should 
ideally be done among the target audience to ensure that messages or materials are:  


• understandable,  


• socially acceptable,   


• relevant,   


• realistic, and   


• persuasive.  


Common messages can include; 


Preventative messages 


Avoid crowded places (that may or have been targeted with IEDs); 


Avoid public gatherings (that may or have been targeted with IEDs); 


Do not approach suspicious and/or out of place objects (instead of “do not touch” 
in other risk education lessons); 


Do not enter known IED hazard areas; 


Do not enter old military positions, derelict houses or battlefields; 


Report threat to authorities; 


Action messages;  


Report threat or event to authorities; 


Immediately leave area with IED threat; 


Inform others around you; 


In case of IED explosion, do not approach area but leave to a safe location; 
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7.6 General Considerations in IED Risk Education 


During the planning and implementation of IED RE, organizations should comply with the 
following principles and objectives in line with their mandate: 


Adhere to: 


• The reduction of IED tasks or IED occurrences; 


• Reducing the number of casualties in an IED task; 


• Improvement of victim safety awareness; 


• Tailored approaches and methodologies of RE for differing at-risk groups and 


regions; 


• Emphasis on the importance of gender considerations and diversity in both IED 


RE planning and implementation; 


• Flexible and fluid RE methods which correspond to unique changes as well as 


the dynamic environment;  


• Reinforce the specificity of RE in geographic region, conditions, backgrounds or 


other circumstances and the need to stress the “absence of the normal” and 


“presence of the abnormal”. 


 


7.7 IED Risk Education in Emergency Situations or During an IEDD 
Task 
 


If IED RE is done in an immediate IEDD intervention is needed, the aim is to promote 
safe behaviour among the largest number of civilians potentially at risk, particularly 
children, in the shortest possible time. For reasons of time, most of the communication 
will normally be one-way. The aim is to reach the greatest number of at-risk people in a 
few days or weeks with information about the threat posed by the explosive devices and 
basic safety messages. Population displacement or even movement are particular risk 
factors, especially in an emergency. At the end of an emergency phase, evaluation or re-
assessment may be required to establish a new/different post-emergency IED RE 
approach.  


In an emergency, messages should be general in nature. Determining the key messages 
in such cases depends on a variety of factors, such as the target audience and the type 
of IED threat in the area. Efforts should focus on raising awareness of the danger and 
stressing safe behaviour, such as recognition of potentially dangerous areas, which may 
include the following set of connected messages:   


• stay on a cleared path.  


• ask local people from diverse communities where it is safe and where it is 


dangerous.  


• avoid overgrown areas, military bases and equipment.  
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• report explosive ordnance to a responsible person or authority.  


 


7.8 Efficacy of IED Risk Education 


Messages and message delivery should be monitored by each organization as it 
implements respective projects or programmes to ensure their effectiveness. A 
monitoring system should have been established at the planning stage. This means 
assessing whether messages are:   


• reaching their target audiences;  


• being understood and accepted; and   


• being acted upon.  


This, in essence, means determining if the risk education activity is creating a change in 
the behavior and attitudes of those impacted by the IED threat.  


In determining whether there is a need for media and print materials to support IED RE, 
there should be consideration given to the difficulties of getting the right message to the 
right audience in the right language or symbol using printed materials. There may, though, 
be occasions when a project or programme deems it appropriate to develop printed 
materials (e.g. posters, leaflets, or billboards). Printed materials may, for example, be 
useful reminders when combined with other communication approaches.   


The same or different messages and images may be used for each RE product. Adapting 
materials from other contexts may be inappropriate or misleading in certain 
circumstances and should, therefore, be carefully tested before dissemination.   


As with RE messages, media and outreach materials should be tested before they are 
finalized. A focus group discussion or group/ individual interviews may be conducted to 
discuss the proposed approach. Materials should not be finalized and printed without 
field-testing them first in case changes need to be made. Similar to the points mentioned 
above about messages, materials should be checked to determine whether the designs 
are understandable, socially acceptable, relevant, attractive, and persuasive.   


As part of a project or programme-wide monitoring system, the reaction to and trust in the 
means of delivery, including any printed materials, should be regularly checked. Where 
media and materials are resulting in the wrong message being delivered they should no 
longer be used until they have been effectively revised. 


7.9 Integration of IED RE in School Curriculum 


Integrating IED RE into the school system and curriculum is a strategy primarily 
developed in countries facing a widespread IED threat. It is a method to target a very 
large number of children, and is appropriate in countries where the national government 
has accepted that IEDs are a long-term or residual problem, requiring multiple and 
sustainable solutions.  


It should also be determined whether the national or local authorities and school systems 
have the capacity and willingness to undertake such a programme. It may be that IED RE 
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is more appropriate to include as a supplementary activity in schools, rather than to 
integrate it in curricula. 


 


7.10 IED RE Responsible Authority 


The authorities, both at national and local level, have the primary responsibility for 


ensuring the safety of their constituents. They are ultimately responsible for developing 


and managing IED RE projects, within its national boundaries and responding to the 


needs and priorities of the affected communities.   


Each country will also identify the most appropriate entity to develop and deliver a national 


IED RE programme by the means most suited to their situation. In the absence of a 


national entity the United Nations may assist in this matter.  


With regard to IED risk education, specifically, refer to IMAS 2.10.  


 
7.11 IED Risk Education and Prevention Violent Extremism 


While traditional mine action interventions occur in post-conflict scenarios, it is becoming 
increasingly common that IED risk education may be required in situations subject to 
active asymmetric warfare. In these dynamic IED threat environments, stand-alone risk 
education will not be effective. Community members may be influenced by key push and 
pull factors, including structural motivators, individual incentives, and enabling factors, 
which increase their vulnerability toward engagement with violent extremist and insurgent 
groups. These non-state actors develop strategies that leverage these vulnerabilities in 
order to advance their bellicose objectives. Subsequently, prevention measures must also 
be designed to address these issues by offering positive alternatives. While IED risk 
education certainly should not attempt to address all drivers of violent conflict, risk 
education messaging will be exponentially more effective when linked to opportunities 
that not only attract and engage the audience but also create incentive for positive 
behavior. Although PVE in support of risk education is a relatively new approach, best 
practices include the following:  
 
• Specific strategy should be unique to each situation.  


• General examples of activities that will enhance RE effectiveness include vocational and 
technical training, economic, and inclusion opportunities.  


• Key leverage points to be targeted include community, private sector, women, and 
youth. 
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Chapter 8 


Information Management 


8.1 Purpose 


The purpose of this chapter is to describe the Information Management (IM)54 general 
principles, objectives, and its importance in any IED threat environment for capturing 
information on identified and cleared IEDs. 
 


8.2 Introduction 


All IEDD activities use and generate information, in the form of data or knowledge that 
can be used or analyzed.  Whether in written, verbal, graphical, digital, audible or material 
formats, information is captured to support the aims of the programme and activities, and 
is vital to the planning process, as demonstrated in chapter 2.  The IEDD organization(s) 
authorized by the designated IEDD authority to conduct IEDD and other stakeholders 
need efficient IM processes and means to collect, transmit, receive, store, access, control, 
distribute and dispose this information. 


Since a considerable volume of information is expected from IEDD operations, IM 
requirements must be clearly identified and planned from the start through a flexible 
approach, allowing adaptation to changing conditions.  Every piece of information is 
processed through a cycle, where quality, reliability and accuracy are fundamental 
attributes.  This calls for a methodical structure that provides the necessary tools and 
resources. 


All personnel involved in IEDD operations benefit from information by making specific use 
of it for several purposes.  Therefore, they also share IM responsibilities, organizational 
involvement, and collaboration efforts, which in turn supports the decision-making 
process by providing timely and optimal information.   


In the IEDD context, the availability of information is critical to organizational success 
where it directly impacts the freedom of action and the security of personnel and civilians.  
For example, reporting the discovery of a new IED design is of great interest and 
relevance to all IEDD operators working in the same environment since this may require 
adjusting tactics and methods.  Employing common terminology, formats, and 
interoperable systems further enhance information exchange, streaming and 
understanding. 


Sharing information about IEDs with partners, host nation authorities and security forces 
supports important objectives, but must be carried out cautiously to avoid any undesirable 
or inappropriate use.  When considering providing information support to non-UN security 


                                            
54 The term ‘Information Management’ refers to the on-going specification of information requirements, its collection 
and analysis followed by the dissemination of relevant information to relevant stakeholders in a timely manner.  (Ref 
IMAS 05.30 - Information Management for Mine Action) 
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forces, the IEDD organization(s) must abide by the Human Rights Due Diligence Policy 
related to United Nations support to non-United Nations security forces.55 A risk 
assessment must be undertaken to guide decisions about the provision of such support 
or not.  


At all times, the IEDD organization(s) must preserve the legitimacy, credibility and 
impartiality of the United Nations. By the same measure, the designated IEDD authority 
and the United Nations must also demonstrate that the impartiality of the IEDD and 
international organizations is preserved and guaranteed.  This is achieved through 
transparency, judgement and adequate monitoring of the recipient entity’s intent and 
compliance with international humanitarian, human rights and refugee laws.  


The IEDD organization(s) shall investigate and/or report any suspected violation resulting 
from or facilitated by the provision of information. IM within Peace Operations contexts 
should be conducted in accordance with the priorities set out by the Mission Leadership, 
including the Force Commander, where relevant, and may be dictated by United Nations 
policies and mandates. 


8.3 Objectives of Information Management 


The establishment and maintenance of adequate IM procedures and practices directly 
supports the IEDD objectives/roles (as defined under section 1.2) for safe, effective and 
efficient IEDD operations.  The overall goal of IM is to meet the information needs of those 
with organizational roles or functions.  Without proper IM implementation and support to 
IEDD operations, risks to personnel, the local population and the mission are likely to 
increase. IM directly or indirectly contributes to meeting the following objectives: 


• Conduct and update threat assessments 


• Disseminate aggressors’ tactics and methods where applicable and relevant to the 
safety of IEDD operations 


• Analyze trends 


• Standardize reporting  


• Improve IEDD procedures 


• Foster cooperation of stakeholders 


• Prepare IEDD personnel for their tasks 


• Record information and safeguard databases 


• Provide timely and controlled access to information 


• Network IEDD stakeholders and partners 


• Share IEDD best practices and lessons learned 


• Support IEDD planning, decision-making and execution for all phases of the 
peacekeeping mission life cycle 


• Track clearance and land release progress 


• Guide IEDD training plans 


• Identify IEDD capability requirements and informs capability development 


                                            


55http://www.un.org/ga/search/view_doc.asp?symbol=S/2013/110&referer=http://www.un.org/en/sc/docu
ments/letters/2013.shtml&Lang=E   



http://www.un.org/ga/search/view_doc.asp?symbol=S/2013/110&referer=http://www.un.org/en/sc/documents/letters/2013.shtml&Lang=E

http://www.un.org/ga/search/view_doc.asp?symbol=S/2013/110&referer=http://www.un.org/en/sc/documents/letters/2013.shtml&Lang=E
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• Outline IEDD equipment standards for TCC 


• Preserve IED components and information 


• Contribute to IED awareness and risk education initiatives 


• Establish national IEDD policy and strategy 


• Assist capacity building programmes 


• Facilitate quality management  


• Prevent IED attacks 


• Enhance security and force protection of United Nations, host nation personnel and 
civilians 


• Inform the establishment of a common operating picture (COP) 


• Support the rule of law 


• Prioritization of areas to be cleared 


• Enable the safe return of refugees and displaced persons 


• Facilitate a quick and precise response to attacks 
 


8.4 IM Requirements 


In order to meet the challenges posed by IEDD activities, an IM structure enabling 
coordinated, integrated and timely management of information is an essential capability.  
Such a system reduces the time required for planning IEDD actions, and provides users 
with relevant data to complete their tasks effectively.   


During the planning of operations, the IEDD Organization(s) evaluates its respective 
requirements to support IM.  At the minimum, it should be composed of the following: 


 


 


Figure 8-1 IM Requirements 


8.4.1 IM Human Resources 


Any IEDD Organization should have dedicated and properly trained IM personnel, led by 
an IM Manager.  This person is generally responsible to organize information in a useful 
manner, using the available processes and equipment, and is supported by: 


 


• A System Administrator 
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• A Geographic Information System (GIS)56 Officer 


• IM technicians to maintain the different systems.  


• Applying the IM Manager’s directions, guidelines and policy, all users involved in 
IEDD activities can support IM in a meaningful manner.  


 
8.4.2 IM Processes 


These include the organizational capabilities and framework to collect, integrate and 
protect information, so that it becomes an accessible and valuable enabler to authorized 
operational and management staff.  Selected IM processes / systems:  


• Must support the effective safeguard of information, providing both digital and paper 
document structures; 


• Should consider Web-based technologies to support these objectives; 


• Should be accessible to IEDD teams and organizations; 


• Should optimize the sharing of information; 


• Request minimal training; 


• Be compatible with existing software platforms; 


• Should consider using existing infrastructure such as IMSMA; 


 
8.4.3 IM Equipment 


The physical system and tools that allow the capture, transmission and storage of 
information should have the following characteristics: 


 


• Capacities must be sufficient to handle the expected amount of IEDD information and 
their particular formats, including GIS data required to produce the expected outputs.  


• Design shall provide adequate protection against the expected environmental working 
conditions. 


• IM equipment must enable taking video and photographic data, as common 
complements to IEDD task reports and available records. 


• Conscious use of metadata to allow information to be logically archived and quickly 
found during a search within a given database.  


• IM equipment should be compatible with the different sources of data and software to 
facilitate data import and connectivity from other type of platform. 


                                            
56 The term ‘GIS’ refers to Geographic Information System. It is an organized collection of computer hardware, software, 
geographic data and personnel designed to efficiently capture, store, update, manipulate, analyze and display all forms 
of geographically referenced information. (IMAS 05.10) 
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• IM equipment should have the capacity to store & link securely large quantities of data 
and other source material (including image & video). Server usage planning should 
take this need into consideration. 


 


8.4.4 IM Prerequisites 


IMAS 05.10 stipulates the IM prerequisites for the establishment and flow of IM in a mine 
action programme (MAP).  These shall be examined when establishing an IM system to 
support IEDD operations in order to increase efficiency and avoid duplication.  IM 
prerequisites include the following: 


 


• Document Management 


• Record Management 


• Web Management  


• Human Resources 


• Equipment 


• IM Knowledge 


• GIS Management 


• Quality Management  


 


8.5 IEDD Task Reporting 


Any IEDD operation represents a substantial source of information.  Once the IED is 
identified, rendered safe, or destroyed, the IEDD team shall complete the appropriate 
reports and submit to their respective organization(s) authorised by the designated IEDD 
authority, enabling analysis to inform regional planning and to update IEDD teams of the 
local IED threat situation.  


 
All IED events within the area of responsibility shall be reported electronically through 
selected IM system as directed by the designated IEDD authority.  Reports are to be 
completed for each IEDD operation undertaken by organization(s) authorised by the 
designated IEDD authority, excluding training exercises and courses.  Reports should 
also be used for abandoned explosive ordnance and explosive remnants of war. 


 
Reporting IEDD results help keep a record of cleared infrastructures and areas, and track 
progress of a given task, as well as casualties and damage incurred.  Timeliness and 
accurate reporting are key to ensuring a well-informed IEDD community, and are 
invaluable in analyzing trends and formulating optimal subsequent Render Safe 
Procedures.  Of particular note is the need to use standard terminology, at all levels, to 
ensure the appropriate response and recording of information. The UNMAS IED Lexicon 
provides a common framework for the classification of IEDs which aids in the 
standardization of terms. 







 


93 


 
 


It is vital that IED reports are accurately and diligently recorded.IEDD teams should where 
possible collect material from the IED task site in order to support further analysis and be 
prepared to provide subject matter expertise and advice as and when required in regard 
to specific IEDD tasks. 


 
In addition, reports shall be supplemented with digital photography. Digital photography 
allows IEDD teams to take an unlimited number of pictures, which can be viewed, 
discarded or replaced if necessary.  Digital photography should be used at the scene of 
all events and be suitably annotated for ease of reference.  This practice provides an 
additional dimension to reports and a permanent record of tasks.  In addition, any 
radiography (X-ray) graphics, whenever they have been taken as part of the RSP, assist 
in the analysis or confirmation of electronic circuits as well as confirming IED makeup.. 


 


8.6 IEDD Task Reporting Formats 


A standardized reporting format enables the efficient dissemination of technical IED 
related information.  They also facilitate the following:  
 


• Development of IED hazard area databases  


• Development of an accurate threat picture and in overall situational awareness  


• Compilation of an archive of IEDD activity in order to support safe, effective and 
efficient best practices. 


When responding to IEDD tasks, information must be collected and disseminated in a 
timely manner, using the IEDD task report.  The IEDD task report is the formal technical 
record of an IEDD task.   
 
Following an IEDD operation and when conducting deliberate IED Area, Infrastructure 
and Urban space clearance operations, more detailed data needs to be recorded in order 
to develop technical intelligence, to confirm the aggressor’s and own Tactics and 
Methods, and to share information with partners.   
 
Annex C provides guidelines on the items to consider for inclusion in IEDD reports. IED 
reporting classifications, and their definitions, that should be recorded on IEDD reports 
are shown at Table 8-1.  
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Classification57 Definition 


IED 


1. IEDD action which results in the successful neutralization, 
disruption or dismantling of an IED. 
2. Includes devices deliberately initiated by IEDD action where the 
aggressor’s intentions have been frustrated, for example: 


a. Majority of explosive burnt before detonation occurs. 
b. Removal of device from target so that detonation occurs in a 


place where damage is reduced to a minimum. 
3. Also includes:  


a. Fully primed devices from Finds e.g. Devices containing plain 
detonators and safety fuse. 


b. Successfully dismantled incendiaries. 


EXPLOSION A partial or complete functioning of an IED. 


FALSE 


An IED related incident that is incorrectly identified though reported 
in good faith as an IED, which is subsequently categorized as a 
false alarm after positive Explosive Ordnance Disposal (EOD) 
action. 


FIND / 
CACHE 


An IED related incident that involves the discovery and/or recovery of 
an IED not yet emplaced or employed, IED components, and/or IED 
paraphernalia. 


 


HOAX 


An IED incident that involves a device fabricated to look like an IED, 
and is intended to purposely simulate one in order to elicit a 
response. 


TURN-IN 
An IED related incident where an IED or component is turned over to 
friendly forces. 


Table 8.1 IEDD Incident Classification 


 


8.7 IM Resources and Infrastructure 


IM is a fundamental and enabling capability for the conduct of IEDD operations as part of 
IED Threat Mitigation objectives58 , including in United Nations peace operation contexts.  


                                            


57 For planned IEDD operations the main classification used will be an IED.  


58 IED-TM Objectives (Secure Environment) include force protection, protection of civilians.  
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The varying Information and Communication Technology (ICT)59 capabilities (resources 
and infrastructure) of IEDD Organizations/operators, including those of peacekeeping 
units, have an impact on the effectiveness of an IM system to support  IEDD operations.  
Likewise, the availability of the host country’s telecommunications infrastructure can 
impact on the ability of data to be transferred electronically in support of the IM system. 
Notwithstanding technical limitations of available ICT infrastructure, the minimum 
requirement for IM resources in support of IEDD operations should include the following: 


 


Required ICT Systems Enabling functions (must be able to) 


Communication  


Computer hardware 


Computer software 


Archiving/Storage 


Photographic/Video/X-Ray 


Send/Receive voice data  


Send/Receive digital data  


Capture imagery/video  


Archive data 


Search and retrieve data  


Print data 


Table 8.2 ICT Infrastructure Minimum Requirements 


ICT systems organic to the IEDD organization(s) authorized by the designated IEDD 
authority should be compatible with and support the selected IM system, in either a 
standalone or networked configuration.  However, initial data collection on scene may 
need to be paper based with subsequent digitalization occurring at a location and facility 
where appropriate ICT infrastructure is available.  This would also apply for any other 
associated data collected on scene such as still imagery and video.  The large size of 
these files places a considerable burden on bandwidth for communication networks; and 
as such transfer may need to occur via other media / means.  


 
Large data files may require physical transfer via removable data storage devices to 
networked facilities.  In any case, if available, a priority should be given to the timely voice 
transmission of the IED report via telecommunication means, until such time as additional 
data can be provided to higher headquarters in paper or electronic format. Where 
possible, data collection at the task site should be automated via the use of tools such as 
tablets and mobile phone based software which can provide the following benefits: 
 


• To provide a web based capability where data from the system can be viewed in. 


• Easy to use, configurable dashboards that allow users to interact with the data, 
performing simple queries on the data and returning results in easy to interpret 
visualization, such as graphs and maps. 


• To reconfigure the parameters of data input. 


                                            
59 ICT is an extended term for information technology (IT) which stresses the role of unified communications and the 
integration of telecommunications (telephone lines and wireless signals), computers as well as necessary enterprise 
software, middleware, storage, and audio-visual systems, which enable users to access, store, transmit, and 
manipulate information. 
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• To include visual and international/multi-lingual look-up of IED components60 to 
facilitate data entry. 


 
In order to ensure that data collected on scene in various formats (paper / electronic) is 
correctly uploaded into an IM system, the strict application of IEDD report control / tracking 
numbers and file naming conventions is required.  This will ensure the integrity of the 
collected data and also facilitate search functions within the IM system to provide a true 
and accurate representation of the aggressors IED activity.  Also, data (electronic or 
paper based) that has not been uploaded into the IM system should remain traceable for 
future inclusion or referencing (from other electronic database or paper filing systems). 


 
The application of a robust IEDD report tracking system within the IM system will also 
facilitate the association of related subsequent reporting for higher level analysis.  When 
this data is uploaded and geospatially associated within the GIS it becomes a powerful 
tool for staff at all levels of IEDD operations. 
 


8.8 IM Process/Cycle 


IM is performed through a cycle of organizational activities including: the acquisition of 
information from one or multiple sources, the custodianship and the distribution of that 
information to those who need it, and its ultimate disposition through archiving or deletion.  
The underlying basis for the IM process as it pertains to IEDs is a “need-to-share” 
philosophy in as broad a context as possible.  The IM cycle for landmines detailed in 
IMAS 05.10 has a similar applicability to IEDs, based upon the following principles: 
 


• Transformation.  Continued transformation of data to information and information to 
knowledge for decision-making. 


• Efficiency.  The management of data and information is done with a proactive 
approach, in which the IM staff based on their experience foresee the requirements 
and are ready to address them in a timely manner. 


• Inclusiveness.  Successful implementation of the cycle depends on the active 
involvement of operations, management and other stakeholders. 


• Quality.  Data is checked and verified for accuracy and for timeliness and organized 
for analysis. 


• Consistency.  Disaggregated data collection, in combination with agreed technical 
definitions of key terms, will ensure objective and repeatable results to analytical 
queries.  This will enable the formulation of informal decisions that are transparent and 
accountable. 


• Sharing.  Information is disseminated to the stakeholders, within and outside the 
IEDD community, in a standardized way and in appropriate formats.  Sharing 


                                            


60 Based on the UNMAS IED Lexicon 
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information with other stakeholders will encourage them to further participate in 
planning, implementation and follow-up process.  


 


The IM cycle is a four-staged process as follows: 


 


• Information needs assessment.  The analysis of information should involve 


recurring assessment and discussion with each of the principal stakeholders. 


• Data collection.  The data collection phase identifies where and how to gather the 


required data, and how to validate it. It should be designed to meet the intended use 


of the data, and consideration should be given to ethical principles such as maintaining 


respect for confidentiality and privacy. This stage includes the quality management of 


the data to ensure any subsequent analysis is based on accurate facts. 


• Data analysis.  Objective and repeatable data analysis relies on there being IM 


policies and standards that reduce the subjectivity and increase the consistency of the 


output information.  


• Information dissemination.  Information dissemination involves the distribution of 


information to internal and external users so that it can be readily and easily used by 


stakeholders.  


 
Figure 8-2 - Stages of the IM Cycle 


In order to ensure technical accuracy is maintained, reports shall be submitted in 
accordance with operating procedures as directed by the IEDD organization.  


The IM system is a key enabler in supporting the transfer of information and data as part 
of IEDD area level planning activities as illustrated in Figure 8-3. 


Information Needs 
Assessment 


Data  


Collection 
Data  


Analysis 


Information 
Dissemination 
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Figure 8-3 – IM on the IED Threat Assessment Process 


 


The IM system when correctly enabled with human resources, processes and 


equipment can facilitate the timely and efficient collection, transfer and analysis of IED 


related data and information. Figure 8-3 highlights the role that IM plays in obtaining 


accurate IED threat assessments on all levels. 


8.9 Information Management Responsibilities  


8.9.1 Designated IEDD authority 


The designated IEDD authority should: 
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• Develop and implement IM policy, standards and regulations for the management of 


information. These standards and regulations should be consistent with United 


Nations IEDD Standards, and other relevant national standards; 


• Establish IM systems that allow effective, efficient and timely transfers of data and 


information between the organization(s) authorized by the designated IEDD authority, 


donors, relevant national bodies, and other stakeholders; 


• Ensure that IM sections within the organization(s) authorized by the designated IEDD 


authority have appropriately qualified personnel, equipment and training; 


• Ensure that the IM section of the programme has developed clear and appropriate 


operating procedures for IM; 


• Ensure that all organization(s) authorized by the designated IEDD authority 


information gathering activities are coordinated to avoid duplication of effort, so 


maximizing the use of resources and minimizing survey fatigue. 


8.9.2 IEDD Organization(s)  


The IEDD organization authorized by the designated IEDD authority should: 


• Develop programme or country-wide IM operating procedures that clearly define the 
type, format and frequency of the information requirement in accordance with the 
national standards; 


• Establish at least one IM section with qualified personnel, and equipment in 
accordance with the prerequisites of the national standards; 


• Provide training to operational and IM personnel of organization authorized covering 
IM; 


• Have a proactive role in all IM activities; 


• Provide proposals and suggestions for the amendment of the national IEDD for IM. 


• Work for decreased dependency on particular staff members by transferring 
knowledge to other organizations authorized by the designated IEDD authority; 


• Ensure a streamlined data and information flow by applying the agreed policies and 
by utilizing existing IM systems, standards, guidelines, procedures and routines; 


• Implement data quality management procedures at all stages of the IM cycle; 


• Be able to identify possible IM shortcomings in the organization authorized by the 
designated IEDD authority and notify the relevant operational or management staff in 
due time; 


• Utilize the existing IM capacity within the IEDD programme in order to plan, implement 
and follow up on operational activities; 


• Participate in quality management procedures throughout the entire IM cycle. 


• Ensure the involvement and training of IM staff in operational activities. 


• Provide feedback, verification and correction of information whenever they notice 
any errors or inconsistencies.  
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Annex A 


 


IEDD Operator Competencies 


Appendix 1 


Basic IEDD Operator Competencies 


 


Pre-requisite: IMAS EOD level 1 


 


1. KNOWLEDGE BASE  


 


1.1 IEDD Generic Theory  


1.1.1 IEDD Philosophy - Basic  


1.1.2 IEDD Principles - Basic  


1.1.3 IEDD Mandatory Actions - Basic  


1.1.4 IEDD Operator’s responsibilities - Basic  


1.1.5 IEDD command structure - Basic  


1.1.6 IEDD safe waiting periods (soak times) – Basic  


1.1.7 Understanding Open Area IED environments - Basic  


1.1.8 Applicable laws and rules (Area of operations specific, National, International and 
UN) - Basic  


 


1.2 IEDD Design Theory  


1.2.1 IED components – Basic  


1.2.2 Electronic circuits – Basic  


1.2.3 IED categories – Basic  


1.2.4 IED method of employment – Basic  


1.2.5 IED method of emplacement – Basic  


1.2.6 IED indicators – Basic  


1.2.7 IED categories - Victim Operated (VO) IEDD Operation in Open Areas  


 


1.3 Prepare, Employ and Maintain IEDD tools and equipment Theory IEDD 
Standards  
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1.3.1 Prepare IEDD Protective Equipment  


1.3.2 Employ IEDD Protective Equipment  


1.3.3 Maintain IEDD Protective Equipment  


1.3.4 Prepare demolitions charges & equipment for manual deployment  


1.3.5 Employ demolitions charges & equipment during manual approaches  


1.3.6 Maintain demolitions equipment  


1.3.7 Prepare detection equipment  


1.3.8 Employ detection equipment  


1.3.9 Maintain detection equipment  


1.3.10 Prepare Basic Hook & Line61 


1.3.11 Employ Basic Hook & Line  


1.3.12 Maintain Basic Hook & Line 


 


1.4 IEDD Task Conduct Theory  


1.4.1 IEDD in Open Area task conduct chronology – Basic  


 


2.    EQUIPEMENT SKILLS AND DRILLS PRACTICAL 
 


2.1        Gather and prepare IEDD Detection Equipment Practical 
2.1.1    Individuals must be able to explain the environment in which the task will take   


place 
2.1.2    Individuals must be able to explain and demonstrate how to effectively inspect, 


test and prepare equipment 
2.1.3    Individuals must be able to explain the characteristics and hazards of the 


equipment in use 
2.1.4   Individuals must be able to demonstrate an ability to effectively test the 


serviceability of the equipment, reporting any defective equipment through the 
appropriate channels 


 


2.2       Operate and employ IEDD Detection Equipment Practical 
2.2.1    Individuals must be able to explain the capabilities, limitations and employment of 


equipment in use 
2.2.2    Individuals must be able to explain how to operate the equipment correctly 


                                            


61 Basic Hook & Line is comprised of a hook and rope, designed for the Basic Operator to remotely pull IED 
components that were not destroyed during the detonation of the VOIED main charge. It is intended to 
avoid having the Basic Operator become targetable through manually moving IED components that could 
have a secondary IED or Booby trap. It is NOT intended to provide more advanced Entry Kits to the Basic 
Operator. 
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2.2.3    Individuals must be able to explain the importance of operating the equipment 
correctly and the consequences of not doing 


2.2.4    Individuals must be able to demonstrate an ability to make necessary adjustment 
to the equipment in use (metal detector, etc.) 


 


2.3       Maintain IEDD Equipment and stores Practical 
2.3.1  Individuals must be able to explain the equipment’s capabilities and acceptable 


limits of deviation - Basic 
2.3.2  Individuals must be able to explain operational requirements and organizational 


procedures - Basic 
2.3.3   Individuals must be able to explain how to report defective equipment - Basic 
2.3.4  Individuals must be able to demonstrate an ability to carry out regular routine 


maintenance checks in accordance with the servicing schedule - Basic 
2.3.5   Individuals must be able to demonstrate an ability to maintain all equipment within 


the specified levels - Basic 
2.3.6  Individuals must be able to demonstrate an ability to comply with operational 


requirements and organizational procedures – Basic 
 
3. IEDD ACTIVITIES PRACTICAL - IEDD Task Conduct Practical 
3.1.1 Individuals must be able to explain VOIED in open area considerations 
3.1.2 Individuals must be able to demonstrate an ability to search for, detect, locate 


and destroy VOIEDs in open areas 
3.1.3 Individuals must be able to demonstrate an ability to use basic hook and line 


(grapnel hook and pulling line) in the semi-remote movement of items 
 


4. POST TASK ACTIVITIES PRACTICAL - Return Activities Practical 
4.1.1    Individuals must be able to demonstrate an ability to re-pack IEDD equipment; 
4.1.2  Individuals must be able to explain post-task equipment maintenance and 


consumable replenishment 
4.1.3    Individuals must be able to demonstrate an ability to conduct post-task equipment 


maintenance. 
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Appendix 2 


IEDD Assistant Competencies 


Pre-requisite: IMAS EOD level 2 and IEDD Basic Operator Accredited. 
 
1.    KNOWLEDGE BASE 
1.1       IEDD Generic Theory 
1.1.1    IEDD Philosophy - Intermediate 
1.1.2    IEDD Principals - Intermediate 
1.1.3    IEDD Mandatory Actions - Intermediate  
1.1.4    IEDD Operator’s responsibilities - Intermediate 
1.1.5    IEDD command structure - Intermediate 
1.1.6    IEDD safe waiting periods (soak times) - Intermediate 
1.1.7    Applicable laws and rules (Deployment specific, National, International and UN) 


– Intermediate 
 


1.2  IEDD Design Theory 
1.2.1    IED components – Intermediate 
1.2.2    Electronic circuits – Intermediate 
1.2.3    IED categories – Intermediate 
1.2.4    IED method of employment – Intermediate 
1.2.5    IED method of emplacement – Intermediate 
1.2.6    IED indicators - Intermediate 
 


1.3       RF Threats Theory 
1.3.1    RF spectrums – generic 
1.3.2    ECM principles – generic 
 


1.4       Prepare, Employ and Maintain IEDD tools and equipment Theory 
1.4.1    Prepare IEDD Protective Equipment 
1.4.2    Maintain IEDD Protective Equipment 
1.4.3    Prepare IEDD Disruptors for manual approach loading drill 
1.4.4    Prepare IEDD Disruptors for remote approach loading drill 
1.4.5    Maintain IEDD Disruptors 
1.4.6    Prepare demolitions accessories for manual approach loading drills 
1.4.7    Maintain demolitions accessories 
1.4.8    Prepare access & manipulation equipment (Hook & Line, etc.) 
1.4.9    Prepare detection equipment 
1.4.10   Maintain detection equipment 
1.4.11   Prepare identification equipment 
1.4.12   Maintain identification equipment 
1.4.13   Prepare ECM equipment 
1.4.14   Maintain ECM equipment 
1.4.15   Prepare X-Ray equipment 
1.4.16   Maintain X-Ray equipment 
1.4.17   Prepare photographic/video equipment 
1.4.18   Employ photographic/video equipment 
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1.4.19   Maintain photographic/video equipment 
1.5       Prepare and Employ ROV Theory 
1.5.1    Use and limitations of ROVs with regards to terrain, obstacles and range 
1.5.2    Prepare ROV tools and accessories 
1.5.3    Employ ROV tools and accessories 
1.5.4    Maintain ROVs 
 
1.6        Home Made Explosives (HME) Theory 
1.6.1    Clandestine lab types 
1.6.2    HME types – generic 
1.6.3    HME use in IEDs – generic 
1.6.4    HME precursors – generic 
1.6.5    HME handling, storage and transport – generic 
1.6.6    HME PPE requirements – generic 
1.6.7    HME disposal – generic 
 
1.7        IEDD Task Conduct Theory 
1.7.1    Typical IEDD task conduct chronology – generic 
1.7.2    Arrival drills (5s & 20s) 
1.7.3    ICP setup – generic 
 
1.8        IED Component gathering and recording Theory 
1.8.1    Reasons for Component gathering and recording 
1.8.2    Types of components and information 
1.8.3    Scene/information preservation & collection Generic 
1.8.4    Prepare IED Component gathering equipment 
1.8.5    Use IED Component gathering equipment 
1.8.6    Maintain IED Component gathering equipment 
1.8.7    IED Component gathering procedures generic 
1.8.8    Task photography/videography generic 
1.8.9    Safety considerations 
 
1.9        Post Blast Theory 
1.9.1    Reasons for Post blast analysis 
1.9.2    Safety considerations 
 
1.10       IED Task Reporting Theory 
1.10.1    Reasons for IED task reporting 
1.10.2    Terminology and Lexicon 
1.10.3    Reporting format and content 
1.10.4    Visual attachments (X-Ray, photo, video, diagrams) 
1.10.5    Report sub-deployment 
2.    EQUIPEMENT SKILLS AND DRILLS PRACTICAL 
 
2.1       Gather and prepare IEDD Equipment Practical 







 


105 


2.1.1    Individuals must be able to effectively explain the environment in which the task 
will take place 


2.1.2    Individuals must be able to explain and demonstrate how to effectively inspect, 
test and prepare equipment 


2.1.3   Individuals must be able to explain acceptable tolerances of accuracy of the 
equipment 


2.1.4  Individuals must be able to explain the characteristics and hazards of the 
equipment in use 


2.1.5    Individuals must be able to explain operational requirements and organizational 
procedures 


2.1.6    Individuals must be able to demonstrate the ability to safely and efficiently load 
disruptors in the manual configuration 


2.1.7    Individuals must be able to demonstrate the ability to safely and efficiently prepare 
explosive tools in the manual configuration 


2.1.8   Individuals must be able to demonstrate the ability to safely and efficiently load 
disruptors on the ROV 


2.1.9    Individuals must be able to demonstrate the ability to safely and efficiently prepare 
explosive tools on the ROV 


2.1.10 Individuals must be able to demonstrate an ability to effectively test the 
serviceability of the equipment, reporting any defective equipment through the 
appropriate channels 


2.1.11  Individuals must be able to demonstrate an ability to prepare the equipment 
correctly for use, IAW team leader’s specifications 


2.1.12 Individuals must be able to demonstrate an ability to meet operational 
requirements and their own organizational procedures 


 
2.2       Operate and employ IEDD Equipment Practical 
2.2.1    Individuals must be able to explain the capabilities, limitations and employment of 


equipment in use 
2.2.2    Individuals must be able to explain how to operate the equipment correctly 
2.2.3    Individuals must be able to explain the importance of operating the equipment 


correctly and the consequences of not doing 
2.2.4    Individuals must be able to demonstrate an ability to operate the equipment 


correctly according to the manufacturer’s instructions 
2.2.5    Individuals must be able to demonstrate an ability to effectively challenge obvious 


inaccuracies or inconsistencies of information 
2.2.6    Individuals must be able to demonstrate an ability to make necessary adjustment 


to the equipment in use (metal detector, etc.) 
2.2.7    Individuals must be able to explain the reasoning for employing Electronic Counter 


Measures (ECM) 
2.2.8    Individuals must be able to explain the safety implications of using ECM 
2.2.9    Individuals must be able to demonstrate an ability to safely decontaminate or 


destroy equipment after use if necessary 
2.2.10   Individuals must be able to demonstrate the ability to safely and efficiently operate 


the ROVs in all terrain and weather conditions 
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2.2.11   Individuals must be able to demonstrate the ability to safely and efficiently deploy 
disruptors and explosive tools with the ROVs, as directed by the team leader 


2.2.12   Individuals must be able to demonstrate the ability to safely and efficiently perform 
tasks with the ROVs, as directed by the team leader 


2.2.13   Individuals must be able to demonstrate the ability to dress the level 3 or 4 (IEDD) 
operator in his PPE 


2.2.14   Individuals must be able to demonstrate an ability to safely acquire X-Ray images 
(take an X-Ray) 


2.2.15   Individuals must be able to demonstrate an ability to retrieve/download X-Ray 
images 


2.2.16   Individuals must be able to demonstrate an ability to read X-Ray images 
2.2.17   Individuals must be able to explain why an X-Ray reading may be incorrect and 


how to deal with it 
 
2.3       Maintain IEDD Equipment and stores Practical 
2.3.1    Individuals must be able to explain the requirements of the servicing schedule 
2.3.2    Individuals must be able to explain the equipment’s capabilities and acceptable 


limits of deviation 
2.3.3    Individuals must be able to explain operational requirements and organizational 


procedures 
2.3.4    Individuals must be able to explain how to report defective equipment 
2.3.5   Individuals must be able to demonstrate an ability to carry out regular routine 


maintenance checks in accordance with the servicing schedule 
2.3.6   Individuals must be able to demonstrate an ability to report defective equipment 


and organise its repair or replacement 
2.3.7  Individuals must be able to demonstrate an ability to monitor consumables 


continuously and arrange for their replenishment 
2.3.8    Individuals must be able to demonstrate an ability to maintain all equipment within 


the specified levels 
2.3.9   Individuals must be able to demonstrate an ability to comply with operational 


requirements and organizational procedures 
 
3. IEDD Activities Practical 
3.1       Pre-Deployment Activities Practical 
3.1.1   Individuals must be able to explain the typical chronology of an IEDD task 
3.1.2  Individuals must be able to explain the importance of intelligence in the pre-


deployment phase 
3.1.3    Individuals must be able to explain final pre-deployment equipment preparations 
3.1.4    Individuals must be able to demonstrate the ability to execute final pre-deployment 


equipment preparations 
 
 
 
3.2       Arrival Drills Practical 
3.2.1  Individuals must be able to explain typical Arrival Drills, in line with operating 


procedures based on local environment (permissive, etc.) 
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3.2.2   Individuals must be able to demonstrate the ability to conduct Arrival Drills, in line 
with operating procedures based on local environment 


3.2.3  Individuals must be able to explain a typical ICP setup 
3.2.4  Individuals must be able to demonstrate the ability to execute a typical ICP setup 
3.2.5  Individuals must be able to explain ICP related safety hazards 
 
3.3       Generic IEDD Deployment Conduct Practical 
3.3.1    Individuals must be able to explain IEDD mandatory actions 
3.3.2    Individuals must be able to explain IEDD safe waiting periods (soak times) 
3.3.3   Individuals must be able to explain the safety considerations for the cordon and 


team when taking positive actions on the IED 
3.3.4    Individuals must be able to demonstrate an ability to prepare the ROV to the team 


leader’s specifications 
3.3.5    Individuals must be able to demonstrate an ability to deploy the ROV as specified 


by the team leader 
3.3.6    Individuals must be able to explain remote secondary device search requirements 
3.3.7  Individuals must be able to demonstrate an ability to conduct efficient remote 


secondary device search as directed by team leader 
3.3.8    Individuals must be able to explain the requirements for manual approaches 
3.3.9   Individuals must be able to demonstrate an ability to prepare IEDD tool & 


equipment for manual approach to the team leader’s specifications 
3.3.10   Individuals must be able to explain when a task scene is explosively safe 
3.3.11   Individuals must be able to explain requirements to X-Ray IED components 
 
3.4        HME Practical 
3.4.1    Individuals must be able to explain HME types and safety considerations 
3.4.2    Individuals must be able to explain the requirements for PPE 
3.4.3  Individuals must be able to explain HME handling, packaging and transport 


procedures 
 
3.5        Component Gathering and Recording Practical 
3.5.1    Individuals must be able to explain why Component gathering and recording is 


necessary 
3.5.2    Individuals must be able to explain Component preservation and collection 
3.5.3    Individuals must be able to explain types of Components and information 
3.5.4    Individuals must be able to explain scene/information preservation and collection 


techniques and considerations 
3.5.5    Individuals must be able to explain the use of Component gathering and recording 


equipment 
3.5.6    Individuals must be able to explain how much of the explosives of each type must 


be retained for analysis 
3.5.7   Individuals must be able to explain the safety considerations when conducting 


Component gathering and recording 
3.5.8    Individuals must be able to demonstrate an ability to assist the IEDD team leader 


with Component gathering and recording 
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3.5.9  Individuals must be able to demonstrate an ability to preserve and collect 
Components and information 


3.5.10   Individuals must be able to demonstrate an ability to photograph/videotape task 
scene and components 


3.5.11   Individuals must be able to demonstrate an ability to make a sketch of the task 
scene 


3.5.12  Individuals must be able to demonstrate an ability to segregate and package 
energetic and inert components to be retained for analysis 


3.5.13  Individuals must be able to demonstrate an ability to gather and record 
components while respecting all safety considerations 


 
3.6        Return Activities Practical 
3.6.1    Individuals must be able to demonstrate an ability to re-pack the IEDD equipment 


for return trip 
 
3.7        Actions on Emergencies Practical 
3.7.1    Individuals must be able to explain actions to be taken during medical emergencies 
3.7.2    Individuals must be able to explain actions to be taken should team safety be 


jeopardised by aggressor activities 
3.7.3    Individuals must be able to demonstrate an ability to retrieve a casualty 
3.7.4    Individuals must be able to demonstrate an ability to provide First Aid 
3.7.5    Individuals must be able to demonstrate an ability to organize and execute a 


casualty evacuation 
3.7.6    Individuals must be able to demonstrate an ability to take appropriate actions as 


per deployment operating procedures should team safety be jeopardised by 
aggressor activities 


 
4      POST TASK ACTIVITIES 
4.1       Reporting Practical 
4.1.1    Individuals must be able to explain why IEDD reports are necessary 
4.1.2    Individuals must be able to explain which information is to be included in the IEDD 


report 
4.1.3    Individuals must be able to assist in completing IEDD reports 
4.1.4    Individuals must be able to explain IEDD report sub deployment chain 
 
4.2       Equipment related tasks Practical 
4.2.1  Individuals must be able to explain post-task equipment maintenance and 


consumable replenishment 
4.2.2    Individuals must be able to demonstrate an ability to conduct post-task equipment 


maintenance 
4.2.3    Individuals must be able to demonstrate an ability to conduct post-task supply 


activities required for consumable replenishment 
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Appendix 3 


Intermediate IEDD Operator Competencies 


Pre-requisite: IMAS EOD level 3 and IEDD Basic Operator Accredited. 


 


1.      KNOWLEDGE BASE 
 
1.1       IEDD Generic Theory 
1.1.1    IEDD Philosophy - Advanced 
1.1.2    IEDD Principals - Advanced 
1.1.3    IEDD Mandatory Actions - Advanced 
1.1.4    IEDD Operator’s responsibilities - Advanced 
1.1.5    IEDD command structure - Advanced 
1.1.6    IEDD safe waiting periods (soak times) - Advanced 
1.1.7    Forensic (component gathering and recording) protocols - Advanced 
1.1.8    Understanding Rural IED environments - Advanced 
1.1.9    Understanding Urban IED environments - Advanced 
1.1.10   Understanding threat actors - Advanced 
1.1.11   Applicable laws and rules (Deployment specific, National, International and UN) 


Detailed 
 


1.2       IEDD Design Theory 
1.2.1    IED components - Advanced 
1.2.2    Electronic circuits - Advanced 
1.2.3    IED categories - Time IEDD Operation 
1.2.4    IED categories - Command IEDD Operation 
1.2.5    IED categories - Victim Operated (VO) IEDD Operation 
 
1.2.6    IED method of employment – Advanced 
1.2.7    IED method of emplacement – Advanced 
1.2.8    Find Operations 
 


1.3       RF Threats Theory 
1.3.1    RF spectrums – detailed 
1.3.2    ECM principles – detailed 
 
1.4       Employment of IEDD Tools and Equipment Theory 
1.4.1    Employ IEDD Protective Equipment 
1.4.2    Employ IEDD Disruptors during manual approach 
1.4.3    Employ IEDD Disruptors during remote approach 
1.4.4    Employ demolitions accessories during manual approaches 
1.4.5    Employ access & manipulation equipment (Hook & Line, etc.) 
1.4.6    Employ detection equipment 
1.4.7    Employ identification equipment 
1.4.8    Employ ECM equipment 
1.4.9    Employ X-Ray equipment 
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1.5       Employment of ROV Theory 
1.5.1    Use and limitations of ROVs with regard to IED design and emplacement 
 
1.6      Home Made Explosives (HME) Theory 
1.6.1    HME Types Detailed 
1.6.2    HME use in IEDs – detailed 
1.6.3    HME precursors – detailed 
1.6.4    HME handling and de-sensitising – detailed 
1.6.5    HME storage and transport (small quantities) – detailed62 
1.6.6    HME PPE requirements – detailed 
1.6.7    HME disposal (small quantities) 
 
1.7       IEDD Task Conduct Theory 
1.7.1    IEDD task conduct chronology – detailed 
1.7.2    ICP setup and safety considerations – detailed 
1.7.3    Applying questioning techniques 
1.7.4    Interpret IED related intelligence 
1.7.5    Conducting IED Threat Assessment 
1.7.6    Cordon placement and evacuation distances with regards to assessed IED size 


and emplacement 
1.7.7    Security considerations and cordon employment – detailed 
1.7.8  Disruption tool or demolition accessory selection with regards to IED size, 


construction, emplacement and desired effect 
 
1.8       IED Component Gathering and Recording Theory 
1.8.1    Scene/information preservation & collection Detailed 
1.8.2    IED Component gathering procedures detailed 
1.8.3    Task photography/videography detailed 
1.8.4    Safety considerations 
 
2       EQUIPMENT 
2.1        Manage IEDD Equipment and Stores Practical 
2.1.1    Individuals must be able to explain the equipment management system for their 


organization 
2.1.2    Individuals must be able to explain the correct use of equipment, operational 


requirements and organizational procedures 
2.1.3    Individuals must be able to explain the importance of ensuring a simple and 


effective logistics supply chain 
2.1.4    Individuals must be able to demonstrate an ability to carry out regular 


inspections of the servicing log for all equipment in use 
2.1.5    Individuals must be able to explain the reasoning for using ECM and the second 


order and possible legal consequences of using such equipment 
 


                                            


62 Small and Large HME quantities need to be defined. A possibility is to state that the deployment operating 
procedures will define those quantities. 
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3       IEDD ACTIVITIES PRACTICAL 
 
3.1       Pre-deployment Practical 
3.1.1    Individuals must be able to explain the pre-deployment briefing process 
3.1.2    Individuals must be able to explain the deployment planning process 
3.1.3   Individuals must be able to demonstrate the ability to brief their team prior to a 


deployment 
3.1.4    Individuals must be able to demonstrate the ability to plan a movement phase to 


deployment location 
3.1.5   Individuals must be able to demonstrate the ability to use intelligence in the 


planning process 
3.1.6    Individuals must be able to demonstrate the ability to analyse intelligence material 
 
3.2       Arrival Drills Practical 
3.2.1    Individuals must be able to justify the reasoning in defining the location and type 


of ICP setup 
3.2.2    Individuals must be able to demonstrate the ability in defining the size, location & 


special requirements of cordon and evacuation area 
3.2.3  Individuals must be able to demonstrate the ability in coordinating cordon 


employment and specifications with the OSC 
 
3.3       Threat Assessment Practical 
3.3.1    Individuals must be able to demonstrate an ability to identify and gather the 


relevant information (questioning technique) from the OSC and witnesses 
3.3.2    Individuals must be able to demonstrate an ability to use information that is 


complete, valid, accurate and reliable 
3.3.3    Individuals must be able to demonstrate an ability to use simple analysis tools to 


conduct the Threat Assessment 
3.3.4    Individuals must be able to demonstrate an ability to justify their decisions 
3.3.5  Individuals must be able to explain the reasoning in defining remnant IEDs 


compared with those from an ongoing IED campaign 
3.3.6   Individuals must be able to demonstrate an ability to adjust the cordon & 


evacuation in relation to their Threat Assessment 
 
 
3.4       Generic IEDD Deployment Conduct Practical 
3.4.1    Individuals must be able to demonstrate an ability to follow and adjust Primary 


safe waiting periods (primary soak times) 
3.4.2    Individuals must be able to explain how to employ the ROVs IAW assessed threat 
3.4.3   Individuals must be able to explain disruption/neutralization tool/technique 


selection and emplacement WRT IED 
3.4.4 Individuals must be able to explain the expected results of selected 


disruption/neutralization 
3.4.5    Individuals must be able to demonstrate an ability to remotely disrupt/neutralise 


the IED in a safe & adequate manner, and confirming disruption remotely 
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3.4.6    Individuals must be able to demonstrate an ability to coordinate with the OSC to 
ensure cordon safety when taking positive actions on the IED 


3.4.7    Individuals must be able to demonstrate an ability to follow and adjust Secondary 
safe waiting periods (secondary soak times) after taking positive actions on the 
IED 


3.4.8 Individuals must be able to demonstrate an ability to plan tasks for manual 
approaches 


3.4.9    Individuals must be able to demonstrate an ability to execute planned tasks during 
manual approaches 


3.4.10  Individuals must be able to demonstrate an ability to manually place 
disruptors/tools in a safe and adequate manner 


3.4.11   Individuals must be able to demonstrate an ability to manually confirm 
disruption/neutralisation 


3.4.12   Individuals must be able to demonstrate an ability to make the scene explosively 
safe through explosive component separation & segregation as well as a manual 
secondary device search 


3.4.13   Individuals must be able to demonstrate an ability to safely and efficiently X-Ray 
IED components 


3.4.14   Individuals must be able to demonstrate an ability to analyse X-Ray images 
3.4.15 Individuals must be able to explain requirements to dispose of explosive 


components not retained for analysis 
3.4.16   Final declaration to On Scene Commander that area cleared of all detected IEDs 
 
3.5       Time IEDD Conduct Specific Practical 
3.5.1    Individuals must be able to explain Time IED considerations 
3.5.2    Individuals must be able to demonstrate an ability to keep cordon safe until the 


Time threat has been neutralized 
 
3.6       Command IEDD Conduct Specific Practical 
3.6.1    Individuals must be able to explain Command IED considerations 
3.6.2    Individuals must be able to demonstrate an ability to coordinate deployment of the 


cordon to be effective 
3.6.3    Individuals must be able to demonstrate an ability to employ ECM in a safe and 


efficient manner 
 
3.7       Victim Operated (VO) IEDD Conduct Specific Practical 
3.7.1 Individuals must be able to explain VOIED considerations; 
3.7.2 Individuals must be able to explain how to employ ROVs in a VOIED environment; 
3.7.3 Individuals must be able to demonstrate an ability to search for, identify and 


neutralise VOIEDs; 
3.7.4 Individuals must be able to demonstrate an ability to employ semi-remote (hook 


& line) methods to access VOIEDs; 
3.7.5 Individuals must be able to explain and demonstrate how to render safe specific 


VOIEDs assessed as a threat in a give area of operations e.g. postal devices. 
 
3.8 HME – practical 
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3.8.1 Individuals must be able to explain HME precursors 
3.8.2 Individuals must be able to explain HME fabrication 
3.8.3 Individuals must be able to explain HME handling and de-sensitising 
3.8.4 Individuals must be able to explain HME storage small quantities 
3.8.5 Individuals must be able to explain HME storage small quantities 
3.8.6  Individuals must be able to explain HME disposal small quantities 
3.8.7 Individuals must be able to demonstrate an ability to identify HME 
3.8.8 Individuals must be able to demonstrate an ability to identify HME precursors 
3.8.9 Individuals must be able to demonstrate an ability to determine HME fabrication 


techniques 
3.8.10   Individuals must be able to demonstrate an ability to de-sensitise and handle 


HME 
3.8.11   Individuals must be able to demonstrate an ability to package and transport small 


HME quantities 
3.8.12   Individuals must be able to demonstrate an ability to dispose of small HME 


quantities 
 
3.9 Component Gathering and Recording Practical 
3.9.1 Individuals must be able to demonstrate an ability to perform and control the 


preservation and collection of Components and information 
 
3.10 Return Activities Practical 
3.10.1 Individuals must be able to explain return trip planning considerations 
3.10.2 Individuals must be able to demonstrate an ability to plan and coordinate the return 


trip with supporting agencies 
3.10.3 Individuals must be able to demonstrate an ability to execute the return trip, and 


adjust should unforeseen events modify the plan 
 
4 POST DEPLOYMENT ACTIVITIES PRACTICAL 
4.1 Reporting Practical 
4.1.1 Individuals must be able to demonstrate an ability to accurately complete IEDD 


reports 
4.1.2 Individuals must be able to demonstrate an ability to submit IEDD reports through 


proper channels 
4.1.3 Individuals must be able to demonstrate an ability to debrief supervisor on non-


routine/new IED devices, components, use/placement, aggressor Tactics and 
Methods or events 


 
4.2 Equipment - practical 
4.2.1 Individuals must be able to demonstrate an ability to ensure team personnel, 


equipment and stores are ready to deploy for the next task 
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Appendix 4 


Advanced IEDD Operator Competencies 


Pre-requisite: IMAS EOD level 3, Intermediate IEDD Operator Accredited. 
 
1. KNOWLEDGE BASE 
1.1 IEDD Generic – Theory 
1.1.1 Providing Mobility Protection 
1.1.2 Providing Task Response 
1.1.3 Conducting Dismounted Operations 
1.1.4 Conducting Infrastructure Clearance 
1.1.5 identifying possible future threats 
 


1.2 IEDD Design – Theory 
1.2.1    Suicide Initiated IEDD Operation 
1.2.2    Projected Weapons in IEDs 
1.2.3    Vehicle Borne (VB) IEDD Operation 
1.2.4  Vehicle search and clearance principles – advanced 
1.2.5    Dismounted IEDD Operation 
1.2.6    Post blast clearance 
 


1.3 RF Threats - Theory 
1.3.1 RF spectrums - advanced 
1.3.2 ECM principles - advanced 
1.3.3 ECM equipment needs assessment 
1.3.4 ECM equipment acquisition 
 


1.4 Home Made Explosives (HME) - Theory 
1.4.1 Clandestine lab types 
1.4.2 HME types - advanced 
1.4.3 HME understanding the chemistry and fabrication - advanced 
1.4.4 HME precursors - advanced 
1.4.5 HME storage and transport (large quantities) – detailed 
1.4.6 HME disposal (large quantities) 
 


1.5      Post Blast Theory 
1.5.1    Conduct of Post blast analysis 
1.5.2    Estimation of Explosive Quantities 
1.5.3    Explosive damage patterns 
 


1.6 Management - Theory 
1.6.1 Multiple team tasking and coordination 
1.6.2 Personnel Management and Administration 
1.6.3 Personnel Morale and Welfare 
1.6.4 Equipment Management and Administration 
1.6.5 Equipment Needs Assessments and Acquisition  
1.6.6 Inter-agency interactions 
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1.6.7 Understanding all related applicable laws and rules (Deployment specific, National, 
International and UN) detailed 


 
2 EQUIPMENT 
 


2.1 Manage IEDD Equipment and Stores Practical 
2.1.1 Individuals must be able to demonstrate an ability to monitor defects through a 


defect reporting schedule 
2.1.2 Individuals must be able to demonstrate an ability to manage the consumption and 


order of consumables through the organization’s logistic system 
2.1.3 Individuals must be able to demonstrate an ability to ensure all personnel comply 


with operational requirements and organizational procedures 
2.1.4 Individuals must be able to explain the reasoning for using ECM and the second 


order and possible legal consequences of using such equipment 
 
3 IEDD ACTIVITIES PRACTICAL 
 
3.1 Pre-deployment Activities Practical 
3.1.1 Individuals must be able to explain the planning process involved in deploying 


multiple teams 
3.1.2 Individuals must be able to demonstrate the ability to gather and brief on 


intelligence material 
 
3.2 Advanced IEDD Conduct Practical 
3.2.1     Individuals must be able to demonstrate the ability to conduct IED Task 


Responses 
3.2.2     Individuals must be able to demonstrate the ability to conduct Mobility Protection 
3.2.3     Individuals must be able to demonstrate the ability to conduct Manual Disposal 


RSPs 
 
3.3 HME Practical 
3.3.1 Individuals must be able to demonstrate an ability give instructions on how to 


package and transport large HME quantities 
3.3.2 Individuals must be able to demonstrate an ability to dispose of large HME 


quantities 
3.3.3    Individuals must be able to demonstrate the ability to manage teams during the 


mitigation of HME Factories 
 
3.4 VB IEDD conduct specific - practical 
3.4.1 Individuals must be able to explain VB IED considerations 
3.4.2 Individuals must be able to explain VB IED safety distances 
3.4.3 Individuals must be able to demonstrate an ability to employ ROVs in searching 


for, accessing and disrupting/neutralising VB IEDs 
3.4.4 Individuals must be able to demonstrate an ability to employ semi-remote (hook 


& line) methods to access VB IEDs 
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3.4.5 Individuals must be able to demonstrate an ability to manually search for and 
place disruptors/explosive tools to VB IEDs 


3.4.6 Individuals must be able to demonstrate an ability to prove the vehicle to be 
completely explosively safe 


 
3.5 Projected IEDD conduct specific - practical 
3.5.1 Individuals must be able to explain Projected IED considerations 
3.5.2 Individuals must be able to explain Projected IED cordon considerations 
3.5.3 Individuals must be able to explain evacuation Projected IED considerations 
3.5.4 Individuals must be able to demonstrate an ability to disrupt/neutralise the IED 


without exposing the cordon /civilians to undue risk 
 
3.6 Suicide Initiated IEDD conduct specific - practical 
3.6.1 Individuals must be able to explain Suicide Initiated IEDD considerations 
3.6.2 Individuals must be able to demonstrate an ability to RSP suicide initiated VB 


IEDs 
3.6.3 Individuals must be able to demonstrate an ability to RSP suicide initiated PB 


IEDs 
 
3.7 Dismounted IEDD conduct specific - practical 
3.7.1 Individuals must be able to explain Suicide Initiated IEDD considerations 
3.7.2 Individuals must be able to demonstrate an ability to select required equipment 


to conduct Dismounted IEDD tasks 
3.7.3 Individuals must be able to demonstrate an ability to RSP IEDs in a dismounted 


environment 
3.7.4 Individuals must be able to explain Dismounted IEDD safety considerations 
 
3.8 Post Blast Conduct Specific Practical 
3.8.1 Individuals must be able to explain Post Blast considerations 
3.8.2 Individuals must be able to demonstrate an ability to conduct a crater analysis  
3.8.3 Individuals must be able to demonstrate an ability to conduct an estimation of the 


explosive quantity used 
3.8.4 Individuals must be able to demonstrate an ability to conduct an assessment of 


the damage caused 
3.8.5 Individuals must be able to explain safety considerations 
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4 IEDD MANAGEMENT AND TRAINING PRACTICAL 
Individuals must be able to:  
 
4.1 Explain the considerations when tasking multiple IEDD teams 
4.2 Demonstrate an ability to plan multiple IEDD team deployments and 


employments 
4.3 Demonstrate an ability to coordinate IEDD teams and supporting assets (force 


protection, medical support, etc.) 
4.4 Demonstrate an ability to coordinate and manage inter-agency interactions 
4.5 Demonstrate an ability to manage and monitor multiple IEDD team activities 


while ongoing 
4.6 Demonstrate an ability to provide sound advice to operators when IEDs or 


situations outside the normal scope of operations are encountered 
4.7 Demonstrate an ability to perform IEDD task quality assurance 
4.8 Demonstrate an ability to vet and analyse IEDD reports 
4.9 Demonstrate an ability to establish and maintain a lessons learned process 
4.10 Demonstrate an ability to disseminate lessons learned, and ensure they are 


assimilated into Tactics and Methods  
4.11 Demonstrate an ability to assess the validity of Tactics and Methods and adjust 


as needed 
4.12 Demonstrate an ability to administer periodic IEDD refresher training 
4.13 Demonstrate an ability to evaluate IEDD member/team performances 
4.14 Demonstrate an ability to conduct personnel Management and Administration 
4.15 Demonstrate an ability to ensure and foster personnel Morale and Welfare 
4.16 Demonstrate an ability to oversee that equipment maintenance is conducted 


within schedule 
4.17 Demonstrate an ability to conduct equipment Assessment Needs and 


Acquisition 
4.18 Demonstrate the ability to ensure applicable laws, rules/regulations (deployment 


specific, international and UN) are being adhered to by IEDD team members 
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Annex B 


 


EOD Unit Critical Equipment Requirements 


This annex provides a breakdown of the minimum equipment deemed to be essential in 
order for a basic, intermediate and advanced IEDD teams as well as support teams to 
have a safe, effective and efficient capability. These critical equipment requirements are 
broken down as follows: 


• Basic IEDD Team – Appendix 1 


• Intermediate IEDD Team – Appendix 2 


• Advanced IEDD Team – Appendix 3 


• Support Team – Appendix 4 


The equipment listed is deemed the minimum equipment needed to safely, efficiently and 
effectively undertake the tasks that the stated team or cell is expected to be able to 
complete. An IEDD organization can provide equipment in addition to or to a higher 
specific than those listed in this annex, in line with the TOR between the IEDD 
Organization and the designated IEDD authority. Only specialist equipment is mentioned 
in the attached appendices with the generic administrative and communications and 
information technology support equipment required not listed. All IEDD teams are 
expected to have all equipment listed in appendix 1 in addition to the equipment listed in 
appendix 2 or 3 for intermediate and advanced teams respectively. 
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Appendix 1 


Basic IEDD Team Equipment 


This appendix sets out the critical equipment63 requirements of a basic IEDD team. The 
equipment listed is deemed the minimum equipment needed to safely, efficiently and 
effectively undertake the tasks that the stated team is expected to be able to complete64. 
The designated IEDD authority retains the right to insist on equipment in addition to or to 
a higher specific than those listed herein. Similarly, an IEDD organization may choose to 
provide equipment in addition to or to a higher specific than listed herein, in line with the 
agreement between the IEDD organization and the designated IEDD authority. Only 
specialist IEDD equipment is mentioned in the attached annexes with the generic 
administrative and communications and information technology support equipment 
required by the IEDD organization and IEDD support elements not listed. This team will 
not operate in isolation but with IEDD required external support and always under the 
direction of an IEDD supervisor on scene. They will only undertake IEDD on IEDs on 
which they have been qualified for. If the IED exceeds the qualification of the team 
members, the IEDD supervisor should take over. They may only operate in IED threat 
environments that have been assessed as being permissive in line with the designated 
IEDD authority terms of reference in relation to security threat assessments. A basic IEDD 
team will at a minimum consist of two basic operators. A basic IEDD team critical 
equipment is: 


• Medical Equipment: 


o Individual First Aid Kit (IFAK) for each team member65; 


o Team medical kit66; 


• Personal Protective Equipment (PPE); 


o The designated IEDD authority may state the level of IEDD PPE to be worn by 


IEDD operators when undertaking certain IEDD tasks which may for example state 


the protection levels in line with IMAS 10.30 and associated references or in line 


with US National Institute of Justice (NIJ) standards.  
o PPE requirements should also consider the security requirements for the mission 


area. 
o As a minimum, the following protective measures must be considered; Eye 


protection; Head protection; Body protection; Hearing protection; Hand protection 


• Explosive Stores and Associated Equipment 


o Appropriate means of explosive train initiation in line with prevailing national 


legislative restrictions, mandates and weapon embargoes. List for non-electric, 


NONEL / Shocktube and Electrical initiation are provided: 


                                            


63 Minimum equipment deemed to be essential for an IEDD capability to be effective, efficient & safe. 


64 In line with the IEDD team categories and roles provided in Chapter 3 of these Standards. 


65 As per the UN MSD / DSS packing list. 


66 As per IMAS packing list standard. 
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Non-electric initiation: 


• Ruler; 


• Crimpers; 


• Non-metallic knife; 


• Burning fuse; 


• Igniters; 


• Non-electric initiators;67 


• Main charges 


Non-electric initiation: 


• Ruler; 


• Crimpers; 


• Non-metallic knife; 


• Shocktube; 


• Shocktube Igniters; 


• Shocktube initiators;68 


• Main charges 


Electric initiation: 


• Exploder with batteries 


including spares and 


chargers as required; 


• Firing cable; 


• Electric detonators; 


• Main charges. 


 


• Protective works equipment: 


• Optical Equipment: 


• Tools: 


o Grapnel hook; 


o Pulling rope / line; 


o Hand held metal detector with appropriate sensitivity to EO threat in area of 


operations69; 


o Manual demining tool kit. 


• Consumables 


• Reporting, Recording and Reference Material: 


o IED Report Format; 


o Aide Memoire for Explosive Ordnance for the area of operations if available; 


o IED Identification guide for Area of Operations – if required by designated IEDD 


authority; 


• Any additional IEDD equipment stated as necessary by the designated IEDD authority 


in line with the assessed IED threat picture.  


                                            


67 An initiator whose functioning is initiated by non-electric means and includes inter alia igniferous or flash 
detonators / initiators. 
68 An initiator whose functioning is initiated by NONEL / Shocktube means. 
69 Tested to the appropriate standard as stated in the CEN Workshop agreement   
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Appendix 2 


Intermediate IEDD Team Equipment 


This annex sets out the critical equipment70 requirements of an intermediate IEDD team. 
The equipment listed is deemed the minimum equipment needed to safely, efficiently and 
effectively undertake the tasks that an intermediate IEDD team is expected to be able to 
complete71. The designated IEDD authority retains the right to insist on equipment in 
addition to or to a higher specific than those listed herein. Similarly, an IEDD organization 
may choose to provide equipment in addition to or to a higher specific than listed herein, 
in line with the agreement between the IEDD organization and the designated IEDD 
authority. Only specialist IEDD equipment is mentioned herein this annex with the generic 
administrative and communications and information technology support equipment 
required by the IEDD organization and IEDD support elements not listed.  
 
All intermediate IEDD teams are expected to have access to all the IEDD critical 
equipment listed for basic IEDD teams as per these Standards. This team will not operate 
in isolation but with IEDD required external support and always under the direction of an 
IEDD supervisor on scene. An Intermediate team will have organic ROV and may have 
ECM72 support in location for use if required, as determined by the IED threat 
assessment. Similarly, they will also have access to digital x-ray equipment which will be 
on scene but may be held rearward with other IEDD team support assets. Each 
intermediate IEDD team does not need to have its own ECM or digital x-ray but must 
have easy access to it. ECM must be available to be brought to the required site of 
requirement promptly if an RCIED threat is to be mitigated and is line with the 
requirements set out by the designated IEDD authority. Similarly, portable digital x-ray 
equipment must be available to be brought forward to its site of requirement. 
  
Intermediate IEDD teams will be certified to undertake IEDD on all IEDs with the IEDD 
supervisor to be on call for technical support, advice and assistance. They may operate 
in IED threat environments that have been assessed as being permissive or semi-
permissive in line with the designated IEDD authority terms of reference in relation to 
security threat assessments. An intermediate IEDD team will at a minimum consist of two 
persons one IEDD assistant and one intermediate IEDD operator. 
 
  


                                            


70 Minimum equipment deemed to be essential for an IEDD capability to be effective, efficient & safe. 


71 In line with the IEDD team categories and roles provided in Chapter 3 of these Standards. 


72 See paragraph 5.6 of this chapter for ECM considerations. 
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The critical equipment of an intermediate IEDD team is: 


• Critical equipment of a basic IEDD team. 


• EO component recovery kits. 


• Disruptor set complete in line with the IED threat.73 


• Water bottles of various volume e.g. 0.5l, 1.0l and 2.0l etc. 


• EOD tool Toolkit.74 


• EOD Remotely Operated Vehicle (ROV) with the following capabilities: 


i. Disruptor deployable; 


ii. Suitable to the terrain in the mission area; 


iii. Remote optical capability; 


iv. Wireless and hardwire75 deployable. 


• Dedicated vehicle – with protection level in line with the assessed threat. 


• Portable digital x-ray;76 


• Personal dosimeters with capability to read exposure levels; 


• EOD bomb suit;77 


• Hook And Line (HAL) kit to include at least two pulling ropes; 


• ECM assets;78 


• Any additional IEDD equipment stated as necessary by the designated IEDD 


authority in line with the assessed IED threat picture.  


                                            
73 Determined in line with threat assessment as to the nature of IED threat faced in the area of operations. 
74 Contents as per the Designated IEDD authorities packing list requirements. 
75 Depending on ECM compatibility if in use. 
76 Each intermediate IEDD team does not need to have its own but must have easy access to it, which can be brought 
to the required site of requirement promptly. 
77 designated IEDD authority may state the level of IEDD PPE to be worn by IEDD operators when undertaking certain 
IEDD tasks which may for example state the protection levels in line with IMAS standards or in line with US National 
Institute of Justice (NIJ) standards. PPE requirements should also consider the security requirements for the mission 
area. 
78 See paragraph 5.6 of chapter 5 for ECM considerations. 







 


123 


Appendix 3 


Advanced IEDD Team Equipment 


This annex sets out the critical equipment79 requirements of an advanced IEDD team. 
The equipment listed is deemed the minimum equipment needed to safely, efficiently and 
effectively undertake the tasks that the stated team is expected to be able to complete80. 
The designated IEDD authority retains the right to insist on equipment in addition to or to 
a higher specific than those listed herein. Similarly, an IEDD organization may choose to 
provide equipment in addition to or to a higher specific than listed herein, in line with the 
agreement between the IEDD organization and the designated IEDD authority. Only 
specialist IEDD equipment is mentioned in the attached annexes with the generic 
administrative and communications and information technology support equipment 
required by the IEDD organization and IEDD support elements not listed.  
 
All advanced IEDD teams are expected to have access to all the IEDD critical equipment 
listed for basic AND intermediate IEDD teams as per these Standards. This team may 
operate as an IEDD team in isolation but with the required external support such as 
security and communications and may ECM81 provided if required. They may operate in 
IED threat environments that have been assessed as being up to and including non-
permissive in line with the designated IEDD authority terms of reference in relation to 
security threat assessments and in such situations, are required to have the appropriate 
security support in line with the assessed threat. 
 
The critical equipment of an advanced IEDD team is the ability to generate light equipment 
scales82 provided the capability is effective, efficient and safe in line with the IEDD teams 
training and qualifications. 
 


  


                                            
79 Minimum equipment deemed to be essential for an IEDD capability to be effective, efficient & safe. 
80 In line with the IEDD team categories and roles provided in Chapter 3 of these Standards. 
81 See paragraph 5.6 of this chapter for ECM considerations. 
82 The term “light’ is used in relation to the equipment scales that an advanced IEDD team is deployed with in 
comparison to what they would typically be deployed with if fully equipped. Light Scales as it is sometimes referred to 
may be required due to mobility requirements e.g. on foot or due to equipment deficiencies in a time of conflict, hostility 
or crisis. Light IEDD is not a course or qualification or a different team structure. 
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Appendix 4 


Support Team Equipment 


Upon drafting the statement of requirements for prospective IEDD organizations, the 
designated IEDD authority must consider the capability and associated requirements for 
the following six aspects of IEDD support: 


• Communications – both internally externally from site to HQ and elsewhere. As a 


minimum, there must be a minimum of two means of communication from site to HQ 


and elsewhere 


• Transport. 


• Medical. 


• Search – threat driven for example the decision to include GPR83 or buried wire 


detectors should be in line with the requirement assessed as part of the IED threat 


picture. May include explosive detection dogs. 


• Security of the IEDD and support personnel to, at and from the site of the IEDD task. 


• Counter RCIED Equipment – see Section 5.6. 


 


 


 


 


 


 


 


 


  


                                            
83 Ground Penetrating Radar; required when directed by the designated IEDD authority after the need is identified due 
to the assessed threat of minimum / low or no metal content VOIEDs. 
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Annex C 


IEDD Task Reporting Format Guidelines 


The following is an outline of the possible headings that may be included in an IEDD 
Report.  It is broken down into 7 sections, with heading provided under each which can 
be used, removed or expanded upon as the threat and the selected information 
management system requires. In the case that more than one IED of the same type is 
associated with the same IEDD task, one IEDD report may be used with the number of 
IEDs involved mentioned. 


1. General Information 


1.1. IM ID 


1.2. IED ID 


1.3. Field ID 


1.4. Organization authorized by the designated IEDD authority 


1.5. Date of Report (DD/MM/YYYY Format) 


1.6. Organization Name 


1.7. Reported By (Name, Unit, Team) 


 


2. Verification Information 


2.1. Verified By (Organization and Person plus role) 


2.2. Date of Verification (DD/MM/YYYY Format) 


 


3. Task Information 


3.1. IEDD Area Type (Should not be able to change this field but allows the system 


when using a common IEDD reporting system to discriminate between different 


IEDD activities) 


3.2. Date of Task (DD/MM/YYYY Format) 


3.3. Time (of task) (xxxxhrs Format) 


3.4. Type of task (Drop down menu as per table 8-1.  Note that Cache and Find are 


considered the same) 


3.5. If task type is Explosion, IED or Find: Complex Attack / Single IED / Multiple IED 


/ Unknown 


3.6. Total number of devices in task 


3.7. Description of task (Before, during and after) 


3.8. Assessed Target of Attack (Drop down menu with options for types / factors 


being tracked and required to be analyzed with an option for Other.  In the case 


“other” is chosen, a field is available to specify the other not included at present 


in the drop-down menu) 


3.8.1. Other 


3.9. Information Source (Drop down menu with options for types / factors being 


tracked and required to be analyzed with an option for Other.  In the case “other” 
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is chosen, a field is available to specify the other not included at present in the 


drop-down menu) 


3.9.1. Other 


3.10. Casualties (Multi-field menu matching the options in the assessed target of 


attack with two fields for each casualty group allowing killed and injured to be 


entered. In the casualty fields for “other” a description field should be provided) 


3.11. Animal Casualties Yes / No 


3.11.1. Number of Animal casualties 


3.12. Vehicles Damaged Yes / No 


3.12.1. Number of Vehicles Damaged 


3.12.2. Description of Vehicles (A description of the level of vehicle damage 


can be included, which should ideally be in reference to a common 


damage scale in use) 


 


4. Tactical Details 


4.1. Nearest Town (Details here should be systematic in relation to how the area of 


operations are divided. For example, the following fields may be included: 


Sector, Area of Responsibility, Province, District, City/Area) 


4.2. Coordinates of task location 


4.2.1.  System Lat/long Or UTM 


4.2.2.  Fixed by GPS / Map / DGPS 


4.2.3.  Latitude Degree decimal (xx.xxxxxx) – WGS84 


4.2.4.  Longitude Degree decimal (xx.xxxxxx) – WGS84 


4.3. Nearest Reference Point 


4.4. Task Area (Area information should be a two field drop down menu option 


reflecting task area information that the system wishes to track and analyse, e.g. 


options may include Static, Route, Unknown, Not Applicable.  If Static the 


second field will allow the further options such as; In/Near Tea Shop, At/Near 


Borehole, In/Near Governmental Building, In/Near Military Installation, In/Near 


Residential Building, Under Tree/Forest, On/Near Coastline, On/Near 


Riverbank, Other, Agricultural Land, Unknown If Route is selected the options 


may be; Urban, Rural, MSR) 


4.4.1. Other (Such as who controls the area where the IED was laid) 


4.5. Vulnerable Point (Possible options to be tracked in terms of VP being used in 


Attacks include: Previous attack sites, Approach to friendly locations, Current 


and previously occupied positions, Entry and exit points, Culverts, River 


Crossing Points & Bridges, Intersections and junctions, Sharp turns, Isolated 


choke points, Slopes – both uphill and downhill) 


4.6. Vulnerable Area (Consideration in terms of the characteristics of the area in 


which the IED task took place which may include: Soft ground, Previously used 


tracks and patrol routes, Linear features, Interior of buildings, Canalised routes, 


Extended long stretches of road, Tactically important areas, High ground 
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dominated areas, Escape routes into and out of areas, Successive VPs in close 


proximity, Exit or entry of areas of urban / rural interfaces) 


4.7. Why Here 


4.8. Why Now 


4.9. Why in This Way 


4.10. Desired Outcome 


4.11. Actual Outcome 


4.12. Method of Emplacement (Possible Drop-down options including Buried/Vehicle/ 


Attached/Hand-emplaced/Person borne/ Other/Unknown) 


4.12.1. Other 


If Attached or Hand Emplaced or Vehicle Bourne (Field to allow further details for these 
three methods of emplacement such as: Attached: Elevated / Under vehicle / Other. Hand 
Emplaced: Elevated / Concealed / Unconcealed. Vehicle: VBIED / SVBIED) 


4.13. Other 


 


5. Technical Details 


5.1. Power Source 


5.2. Initiator(s) 


5.2.1. Number present 


5.2.2. Initiator Type: Military / Commercial / Improvised 


5.3. Energetic Material(s): High Explosive / Propellant / Pyrotechnic Composition / 


Unknown 


5.3.1. Source: Military / Commercial / Improvised 


5.3.2. If Military: Military Ordnance (MILORD) / Bulk / Harvested 


5.3.3. Other 


5.4. Container description 


5.5. Enhancements: Directional / Fragmentation / Incendiary / CBR / Unknown 


5.5.1. Additional Information (For additional information for enhancements 


the following are options; Directional: Platter Charge / EFP / Shaped 


Charge /Unknown; Fragmentation: Omni-directional / claymore / DFC 


/ DFFC; Incendiary: Liquid / Solid / unknown; CBR: Chemical / 


biological / radiological) 


5.6. Switches  


5.6.1. Arming Present: Yes / No 


5.6.1.1. If Present Describe 


5.6.2. Firing Switch Type: Command / Timed / Victim Operated / Hybrid / 


Unknown (Hybrid firing switch refers to an IED with a combined or 


separate dual firing circuit such as a command IED with a backup 


victim operated firing switch) 


5.6.2.1. Further Details (Further details of firing switch should ideally 


be drop-down options fields with common IED firing 


switches in the AO or region and which need to be tracked 
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and analysed. The option of “Other” should always be 


available with an associated description field to allow further 


details to be provided to allow new and emerging switch 


details to be captured. Non-exhaustive examples of the 


further details that can be provided include: Command: 


CWIED / CPIED / PCIED / RCIED; Timed: Mechanical / 


Electronic / Burning Fuse / Evaporation / Pneumatic 


Release; Victim Operated: Pressure Plate / Tripwire / 


Pressure Release / PIR / Anti-cut (collapsing circuit) / 


Movement (trembler)) 


5.6.2.1.1. Other 


5.6.2.1.2. Additional Information (The author of an IED 


report should be afforded every opportunity to 


provide as much on firing switch(es) in use in 


an IED and for this reason the opportunity to 


provide such “additional information” should be 


provided to them) 


 


6. Render Safe Procedure Details 


6.1. Was the Device Subject to an RSP? 


6.2. Additional relevant and shareable information on RSP success/failure. 


6.3. Has this type of device been encountered previously? Yes / No 


6.3.1. If Yes, associated Report number 


6.4. Has there been an task at this location previously? Yes / No 


6.4.1. If Yes, associated Report number 


6.5. Time Spent on RSP 


6.6. Operational Equipment used 


6.7. Were items collected form the scene? Yes / No 


6.7.1. If Yes, who retained the recovered items; 


6.7.2. List of items recovered (The information for list recovered items 


should be several fields to allow the recording of Description of 


item, Bag No. and Remarks for each item recovered) 


 


7. After Action Review 


7.1. After Action EODCC Comments (What worked, what didn’t work, 


recommended training, equipment or supplies required)
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Annex D 


 


IEDD Standards References 


The following documents provide guidelines and standards reference herein these 
standards. 


1. IMAS 05.10 Information Management for Mine Action 


2. General Assembly Security Council, Human rights due diligence policy on United 
Nations support to non-United Nations security forces, A/67/775-S/2103/110, 5 
March 2013 


3. Libya Improvised Explosive Device Disposal (IEDD) Technical Operating 
Procedures Edition 1, 31 December 2016  


4. UN IED Threat Mitigation Military and Police Handbook Jan 2017 


5. UN Peacekeeping Missions EOD/IEDD Unit Manual May 2017 


6. UN Mine Action Service Improvised Explosive Device Lexicon 


7. UN Guidelines on IED Threat Mitigation in Mission Settings, May 2016 


8. IMAS 09.30 Explosive Ordnance Disposal. 


9. IMAS 06.10 Management of Training. 


10. IMAS 04.10 - Glossary of mine action terms, definitions and abbreviations. 


11. IMAS 10.50 S&OH Storage, transportation and handling of explosives. 


12. IMAS 10.70 S&OH protection of the environment. 


13. T&EP 09.30/01/2014 EOD Competency Standards.  


14. UN DPKO Policy Ref 2010.20, Training for all United Nations Peacekeeping 
Personnel, 1 May 2010 


15. The NATO Lessons Learned Handbook, February 2016. 


16. Bob Keeley, Draft Technical Note in Mine Action, IED Risk Education 


 


Points of Contact regarding this document at the United Nations: 


Mr. Bryan R. Sand – UN Mine Action Service  


Mr. Paul Amoroso – UN Mine Action Service 


Lt. Col. Jose Latorre – UN Office of Military Affairs 


 


 


  



http://acims.mil.ca/org/JCETTF/Documents/IMAS_09.30_Explosive_Ordnance_Disposal_Ed_2_Amend_5_October_14.pdf
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Annex E 


Lexicon of Abbreviations 


2IC /EO Second in Command / Executive Officer 


AFV Armoured Fighting Vehicle 


AO Area of Operations 


AOG Armed Opposition Group 


AP Amended Protocol 


ASM Ammunition Security Management 


AST Advanced Search Team 


AXO Abandoned Explosive Ordnance 


BAC Battlefield Area Clearance 


BCMD Biological and Chemical Munitions Disposal 


C2 Command and Control 


CBR Chemical, Biological and Radiological 


CBRN Chemical, Biological, Radiological and Nuclear 


CCW Convention on Certain Conventional Weapons 


CEA Captured Enemy Ammunition 


CIMIC Civil Military Cooperation 


CMD Conventional Munition Disposal 


COA Courses of Action 


COE Contingent Owned Equipment 


COMMEX Commercial (grade) Explosives 


COP Common Operating Picture 


CP Checkpoint 


CREW Counter Radio-controlled Electronic Warfare 


DCOS Deputy Chief Of Staff 


DDR Disarmament, Demobilisation & Rehabilitation 


DECS Doctrine, Equipment, Competencies & Structure 


DFC Directional Fragmentation Charge 


DFFC Directionally Focused Fragmentation Charge 


DFS Department of Field Services 


DPKO Department of Peacekeeping Operations 


DSS Department of Safety and Security 


DtD Defeat the Device 
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ECM Electronic Countermeasures 


EDD Explosive Detection Dogs 


EFP Explosively Formed Projectiles 


EHR  Explosive Hazard Reduction 


EOD Explosive Ordnance Disposal 


EODCC Explosive Ordnance Disposal Coordination Cell 


EOR Explosive Ordnance Reconnaissance 


ERW Explosive Remnants of War 


ESI Explosive Scene Investigation 


EW Electronic Warfare 


FFE Free From Explosives 


FHQ Force Headquarters 


FP Force Protection 


GPS Global Positioning System 


HAL Hook And Line 


HE High Explosive(s) 


HET Heavy Equipment Transport 


HHD Hand Held Detector 


HME Home Made Explosives 


HN Host Nation 


HNSF Host Nation Security Force(s) 


HoMC Head of Military Component 


IAW In Accordance With 


ICP Incident Control Point 


ICT Information and Communication Technology 


IDD Improvised Dispersal Device 


IED Improvised Explosive Device 


IEDD Improvised Explosive Device Disposal 


IED-TM Improvised Explosive Device Threat Mitigation  


IFAK Individual First Aid Kit 


IKM Information Knowledge Management 


IM Information Management 


IMAS International Mine Action Standards 


IMSMA Information Management System for Mine Action 


IMTC Integrated Mission Training Cells 
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INGO International Non-Governmental Organization 


IPD Identify Process Dispose 


IR Incident Report 


IT Information Technology 


KAPB Knowledge, Attitudes, Practices and Beliefs 


KLE Key Leader Engagement 


KSA Knowledge, Skills and Attitude 


LI Lessons Identified 


LL Lessons Learned 


LO Liaison Officer 


LOO Lines Of Operation 


LRF Laser Range Finder 


MA  Mine Action 


MAC Mine Action Centre 


MANPADS Man Portable Aid Defence System(s) 


MAP Mine Action Programme 


MBT Mine Ban Treaty 


MHE Manual Handling Equipment 


MILEX Military (grade) Explosives 


MILSPEC Military Specification 


MNT Manual Neutralisation Techniques 


MO Modus Operandi 


MOU Memorandum of Understanding 


MP Military Police 


MRE Mine Risk Education 


MSR Main Supply Route 


NEQ Net Explosive Quantity 


NGO Non-Governmental Organization(s) 


NIJ National Institute of Justice 


NTSG National Technical Standard Guidelines  


NWD Nuclear Weapon Disposal 


OJT On the Job Training 


OPCW Organization for the Prohibition of Chemical Weapons 


OSC On Scene Commander 


PC Platter Charge 
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PDV Pre-deployment Visit(s) 


PEF Performance Evaluation Form 


PoC Protection of Civilians 


POL Petrol, Oil and Lubricant 


PPE Personal Protective Equipment 


PSSM Physical Stockpile Security Management 


PwK People with Knowledge 


QA Quality Assurance 


RCIED Radio / Remote Controlled Improvised Explosive Device  


RCV Remote Controlled Vehicle 


ROE Rules Of Engagement 


ROV Remotely Operated Vehicle 


RSIED Road Side IED 


RSP Render Safe Procedure 


RST Route Search Team 


SA Staff Assistant 


SALW Small Arms and Light Weapons 


SC Shaped Charge 


SF Special Forces 


SI Serious Injury(s) 


SMART 
Specific, Measurable, Achievable, Realistic and Time-
based 


SO Staff Officer 


SOFA Status of Forces Agreement 


SOMA Status of Mission Agreement 


SOP Standard Operating Procedure 


SOR Statement of Requirements 


SRSG Senior Representative of the Secretary General 


SSR Security Sector Reform 


SUR Statement of Unit Requirements 


TBI Traumatic Brain Injury(s) 


TCC Troop Contributing Country(s) 


TL Team Leader 


TMP Training Management Plan 


TNA Training Needs Analysis 
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TOP Tactical Operating Procedure 


TPSA Tape Pressure Sensitive Adhesive 


TTP Tactics, Techniques and Procedures 


U2 Intelligence Branch 


U3 Operations Branch 


U5 Planning Branch 


U6 Communication and Information Systems Brach  


U7 Training and Education Branch 


U9 CIMIC Branch 


UAV Unmanned Aerial Vehicle 


UN United Nations 


UNCT United Nations Country Team 


UNIBAM United Nations Infantry Battalion Manual 


UNMAS United Nations Mine Action Service 


UNOE United Nations Owned Equipment 


USA Unit Search Advisor 


UST Unit Search Team 


UXO Unexploded Explosive Ordnance 


VA Vulnerable Area 


VBIED Vehicle Bourne Improvised Explosive Device  


VIP Very Important Person 


VOIED Victim Operated Improvised Explosive Device 


VOS Victim Operated Switch 


VP Vulnerable Point 


VSI Very Serious Injury(s) 


WAM Weapons and Ammunition Management 


WG Working Group 


WIT Weapons Intelligence Team(s) 


WRT With Respect To 


WTI Weapons Technical Intelligence 
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Annex F 


Glossary of Terms 


The following terms are defined as utilized in these standards. Terms are defined to 
provide clarity and prevent misunderstanding for those reading these standards. While 
the majority of terms are used in relation to IEDD activities, broader EOD terms are 
also defined in order to provide clarity and context when necessary. This glossary of 
terms is intended to facilitate the appropriate, accurate, clear, concise and consistent 
use of terminology. 


Abandoned Explosive Ordnance(AXO). Conventional EO that has not been used 
during an armed conflict, that has been left behind or dumped by a party to an armed 
conflict, and which is no longer under control of the party that left it behind or dumped 
it. AXO may or may not have been primed, fuzed, armed or otherwise prepared for 
use. 


Access Procedures. Those actions taken to facilitate freedom of movement to the 
location of an item of EO necessary for subsequent EOD procedures. 


Aggressor. Term used to describe any person or group of persons or organization 
that has the intent and capacity to inflict physical violence. 


Aggressor Capability. Classification of the ability or potential ability of an aggressor 
to achieve their desired aims when assessed under their doctrine, equipment, 
competencies and structure. 


Aggressor Intent. The desired aim or purpose that any person or group of persons 
or organization are trying to achieve through the use or threatened use of physical 
violence. 


Aggressor Tactics and Methods. The typical techniques and courses of actions that 
an aggressor utilize in the use or threatened use of physical violence to achieve their 
intent. 


All Reasonable Effort. Describes what is considered a minimum acceptable level of 
effort to identify and document contaminated areas or to remove the presence or 
suspicion of IEDs. “All reasonable effort” has been applied when the commitment of 
additional resources is considered to be unreasonable in relation to the results 
expected. 


Anti-handling Device. A device intended to protect a mine and which is part of, linked 
to, attached or placed under the mine and which activates when an attempt is made 
to tamper with or otherwise intentionally disturb the mine. 
Source: Mine Ban Convention 


Area Evaluation. An assessment of local environmental and macro levels factors that 
influence or contribute to potential threats related to an EOD incident to inform the 
incident threat assessment. 


Area of Operations (AO). An area of operations refers to a geographical space on 
the earth that is defined by a designated IEDD authority to be under the responsibility 
of a stated IEDD Organization for the purpose of IEDD activities therein. 
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Area Level IED Threat Assessment. The processes of an IEDD organization 
examining the IED threat for a given geographical area under their responsibility in line 
with the terms of reference provided to them by the designated IEDD authority. Area 
level IED threat assessment is informed from the regional IED threat picture produced 
by the national level IED threat assessment as well as scene level IED incident reports. 
Area level IED threat assessments produce incident briefing packs & local threat 
picture products for IEDD teams they control and provide area IED analysis products 
to the national IEDD threat assessment. 


Area Level IEDD Planning. Planning done by a IEDD Organization prior to the 
deployment of its IEDD capabilities to a given designed geographical area of 
responsibility. 


Assets.  A term referring to equipment, vehicles, buildings or materiel. 


Attachment Method. The method of attachment of an IED to a target e.g. a vehicle, 
or anchor point should be characterized as Tied, Adhesive, Magnetic or Mechanical. 


Battlefield Area Clearance (BAC). Systematic and controlled clearance of hazardous 
areas where the hazards are known not to include mines. 


Biological and Chemical Munitions Disposal (BCMD). Any EOD operation 
conducted on conventional munitions containing either biological or chemical agents 
or the recovery of other containers containing toxic substances. 


Booby-trap. Any device or material which is designed, constructed or adapted to kill 
or injure, and which functions unexpectedly when a person disturbs or approaches an 
apparently harmless object or performs an apparently safe act.  
Source: CCW – AP II 
NOTE: the term boobytrap is used by many involved in EOD to refer to refer to both: 
1. Conventional anti-handling devices which can be used in association with mines 


or as clandestine devices. 
2. Improvised explosive devices which utilize a victim operated firing switch more 


commonly referred to as VOIED. 
From an EOD perspective, there is a difference between an anti-handling device, that 
has a level of quality assurance associated with its manufacture, and the switch used 
in a VOIED which owing to the improvised nature of the device or part thereof has a 
lower certainty of reliability in construction and method of function. For this reason, 
boobytrap is taken as a non-technical generic term, with the preferred terms of anti-
handling device and VOIED the preferred technical terms. Not all persons qualified to 
dispose or render safe anti-handling devices are IEDD qualified which is a requirement 
to be qualified to dispose of or render safe VOIED. 


Capability. The ability of an organization or entity to achieve a stated ability from the 
collective contribution of assets and the competent84 to safely, effectively and 
efficiently operate them. 


Capabilities of IEDD personnel. The capabilities of IEDD personnel refer the 
knowledge, skillsets, attitude and competencies that personnel are certified as being 
qualified with, in conjunction with the equipment and support available to them to 
effectively, efficiently and safely respond to an IED incident. 


                                            


84 The competency of personnel is considered to be combination of knowledge, skills and attitude of 
personnel in regard to a stated activity.  
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Clandestine Devices. Clandestine devices are EO items which are specifically 
designed for concealed emplacement or appear like an innocuous item which 
functions when a person carries out an apparently harmless act. They utilize anti-
handling devices or other conventional firing mechanisms in conjunction with a 
conventional initiator and main charge. The term military boobytrap has been used in 
reference to clandestine devices in the past. 
NOTE: They do not refer to anti-handling devices or other firing mechanisms fitted to 
ERW or other EO being used in a manner not in their intended design role which are 
considered to be IEDs. 


Clearance. Procedures to ensure the removal and / or destruction of all explosive 
ordnance hazards from a specified area to an agreed standard. 


Conventional Explosive Ordnance. All munitions containing explosives. This 
includes bombs and warheads; guided and ballistic missiles; artillery, mortar, rocket 
and small arms ammunition; all mines, torpedoes and depth charges; demolition 
charges, pyrotechnics; clusters and dispensers; cartridge and propellant actuated 
devices; electro-explosive devices; clandestine; and all similar or related items or 
components explosive in nature. 


Conventional Munitions Disposal (CMD). Any EOD operation conducted on 
conventional munitions. 


Critical Equipment. Minimum equipment deemed to be essential in order for an IEDD 
capability to be effective, efficient and safe. 


Delivery Method. An IED incident should be characterized if the IED was to be 
delivered by some means to its intended target. i.e. it is a non-static IED. Such delivery 
methods include:  Vehicle borne (VB); Animal borne; Waterborne; Airborne; Person – 
proxy or suicide; Projected – Indirect/direct. 


Demining / Humanitarian Demining. Activities which lead to the removal of mine and 
ERW hazards, including technical survey, mapping, clearance, marking, post-
clearance documentation, community mine action liaison and the handover of cleared 
land. Demining may be carried out by different types of organizations, such as NGOs, 
commercial companies, national mine action teams or military units. Demining may be 
emergency-based or developmental. 
Note the following in IMAS standards and guides in relation to demining: 


• Mine and ERW clearance is considered to be just one part of the demining 
process; 


• Demining is considered to be one component of mine action; 


• The terms demining and humanitarian demining are interchangeable. 
Source: IMAS 04.10 


Designated IEDD authority. The national entity with responsibility for the conduct and 
standards by which IEDD is conducted in a defined geographical area. It is the national 
responsibility to designate a suitable entity to fulfil this role. In the case that no suitable 
functioning national mechanism exists, the UN may advise / propose a suitable entity 
to act as the designated authority. 


Destroy in Situ. The destruction of any item of ordnance by explosives without moving 
the item from where it was found, normally by detonating an explosive charge 
alongside. 
Source: IMAS 
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Detection Procedures. Those actions taken by any means to discover the presence 
of an item or substance of potential EO significance. 


Device Orientation. When an IED is emplaced to specifically attack some part of a 
target e.g. underside/side/top, the device orientation should be characterized 
appropriately. When an IED intended purpose is anti-personnel, it is typical not to 
include device orientation in its tactical characterization. 


Diagnostic Procedures. A collective term used in EOD that refers to both 
identification and evaluation procedures. 


Do No Harm Approach.  


The approach to be taken in all aspects of the design and delivery of an IED RE 


program., relating to unintended consequences as a result of the delivery of such a 


program, which includes: 


a) Exposing the local populace to being harmed; 


b) Educating those who intend to do harm; 


c) Spreading the production and use of IEDs; 


d) Increasing unnecessary fears; 


e) Promoting civilians to ‘clear’ IEDs themselves. 


Safe, Effective and Efficient. 


The characteristics that all IEDD capabilities should have at all times in that the 
associated risk is assessed as tolerable, it achieves a desired outcome or end state 
within acceptable time, financial, personnel and other resource constraints.  


Electronic Counter-Measures (ECM). The equipment, techniques and specialists 
within IEDD to temporarily inhibit or mitigate the threat posed by RCIEDs. 


Emplacement Location. When statically employed IED emplacement should be 
characterized as Subsurface, Surface or Elevated. 


Environmental Factors. In area evaluation, terrain, vegetation, weather, altitude, 
access and other local physical and meteorological influences that need to be 
considered in how they can impact an EOD incident. 


Explosion. A type of IED incident in which involves the uncontrolled initiation or 
functioning of an IED. This type of incident also includes a partial explosion termed 'a 
partial' where only a part of the explosive train has functioned, in which case it should 
be expected that varying amounts of explosive or potentially dangerous items will be 
in situ. 


Explosive Ordnance (EO). All munitions containing explosives, nuclear fission or 
fusion materials and biological and chemical agents. This includes bombs and 
warheads; guided and ballistic missiles; artillery, mortar, rocket and small arms 
ammunition; all mines, torpedoes and depth charges; pyrotechnics; clusters and 
dispensers; cartridge and propellant actuated devices; electro-explosive devices; 
clandestine and improvised explosive devices (IEDs); and all similar or related items 
or components explosive in nature.85 
Source: IMAS 04.10, 2nd Ed, 01 Jan 03, Amd 7, Aug 14, Glossary of Mine Action 


                                            


85 Other definitions include demolition charges. 
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Evaluation Procedures. Those actions taken to analyze the results obtained from 
EOD identification procedures to assess the likely mode of action it’s and associated 
hazards along with those in the locality. 


Explosive Hazard. An explosive hazard is any hazard containing an explosive 
component. All explosive hazards encountered can be broken down into the 
categories: Mines, ERW, IEDs and components and precursor chemicals thereof. 


Explosive Ordnance Disposal (EOD). The term EOD is a collective one that includes 
the procedures of detection, location, access, identification86, evaluation2, hazard 
mitigation, render safe, recording and recovery and final disposal used in the disposal 
of items of Explosive Ordnance (EO) or any hazardous material associated with an 
EOD incident. 


EOD Procedures. The collective term referring to the following procedures, intended 
to result in the final elimination of an item of explosive ordnance; detection; location87, 
access, identification, evaluation, hazard mitigation, rendering safe, component 
recording and recovery and final disposal. 


Explosive Remnants of War (ERW). Refers to Unexploded Ordnance (UXO) and 
Abandoned Explosive Ordnance (AXO). 
Source: CCW Protocol V 


External IEDD Support. Refers to support which is non-organic to the IEDD team and 
needs to be provided from other elements. This support typically includes 
communications, medical, security, transport, search, ECM assets and situational 
awareness support. 


Final Disposal. The action of elimination (complete destruction) of explosive 
ordnance hazards by EOD personnel. Final disposal may be achieved as part of the 
rendering safe of an item or EO or be separate actions taken after it has been rendered 
safe. 


Hazard Mitigation Procedures. Application of control measures intended to reduce 
the likelihood of the initiation of an item of EO and / or the consequences of such an 
initiation. 


Identification Procedures. Those actions taken to establish the make-up and 
characteristics of an item of EO. 


Improvised. In the context of EOD, improvised is taken to refer to the design, 
construction and or placement of an item of EO or component thereof. Such items of 
EO or components thereof are made from materials available at hand and have one 
or more of the following characteristics: 


• Not subject to quality control during manufacture; 


• Use components not in their original design role; 


• Employed in a manner that was not intended in its design. 
 


                                            


86 Some definitions of EOD have the EOD procedures of identification and evaluation under the 
combined heading of diagnosis. 


87 Some definitions have the procedure of uncovering after accessing and before identification, 
however; for this definition uncovering is taken to be one method of locating the item of EO. 
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Improvised Explosive Device. A device placed or fabricated in an improvised 
manner incorporating destructive, lethal, noxious, pyrotechnic, or incendiary 
chemicals and designed to destroy, incapacitate, harass, or distract. It may incorporate 
military stores, but is normally devised from nonmilitary components. 


IED Aggressor. Any person or group of persons or organization that has the intent 
and / or capacity to inflict or threaten physical violence through the use or threatened 
use of IEDs. 


IED Awareness. A comprehensive set of IED theory presentations and practical 
lessons, which may include a written and or practical assessments, with the intent to 
provide or increase the knowledge of recipients in relation to IEDs, their threat and 
basic threat mitigation measures. 


IED Clearance. Clearance of IEDs refers to tasks or actions to ensure the removal 
and/or the destruction of all IED hazards from a specified area to an agreed standard. 


IED Disposal (IEDD). The collective term referring to the following EOD procedures, 
intended to result in the final elimination of an IED; detection, location, access, 
identification, evaluation, hazard mitigation, rendering safe, component recording and 
recovery and final disposal. 


IEDD Organization. The entity that is permitted by the designated IEDD authority to 
undertake IEDD in line with agreed terms of reference written in line with the contents 
of the IEDD standards. 


IEDD Clearance Plan.  An IEDD clearance plan is the product of an incident 
appreciation in which safe, effective and efficient courses of action involving EOD 
procedures are developed in line with the assessed EO threat.  All IEDD plans should 
have three COAs with a priority given to their execution and be mutually supporting in 
that if the first COA is unsuccessful the second can be used and so on until the IED is 
disposed of. The plan should consider what is the most dangerous outcome, the best 
outcome and the most likely outcome and mitigate the associated hazards of each 
appropriately. All IEDD Plans must be in line with the IEDD philosophy and principles. 


IEDD Planning. IEDD planning refers to the processes of examining the IED threat 
for a given IED threat environment and determining the most appropriate IEDD 
capability that is required to address or mitigate the assessed threat. IEDD planning 
takes place on three levels of National Level, Area Level and Scene Level. 


IEDD Policy. The strategic plan of the designated IEDD authority or in their absence 
the UN for a given country in relation to how IEDD activities are to be conducted by 
IEDD organizations. This policy will include detail on primacy of action within national 
security frameworks, authority to act, organizational structures and priorities and 
principles. It will outline the roles the different IEDD organizations may have. 


IEDD Protective Equipment. Garments and equipment designed to protect an IEDD 
operator from the blast, fragmentation and thermal effects resulting from the 
unintentional initiation of an IED or another item of explosive ordnance. 


IEDD Staff. Qualified IEDD personnel with appropriate technical experience and 
competencies coupled with the appropriate managerial skills to advise or lead UN 
Staff, designated IEDD authority and IEDD organizations involved in IEDD. It is the 
responsibility of the designated IEDD authority to determine what is a suitable and 
accepted as an experience. 
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IEDD Tasking Authority. A designated entity which provides operational control, 
planning, and administrative services related to a IEDD organization that is 
undertaking IEDD operations in a designated geographical area of responsibility. 
These cells receive notification of IEDD incidents, provide scheduling and control of 
IEDD teams and coordinate the completion of incident reports for onward passage to 
the designated IEDD authority. 


IED Reporting Classifications.  


Classification DEFINITION 


IED 


4. IEDD action which results in the successful neutralization, 
disruption or dismantling of an IED. 
5. Includes devices deliberately initiated by IEDD action where 
the aggressor’s intentions have been frustrated, for example: 


a. Majority of explosive burnt before detonation occurs. 
b. Removal of device from target so that detonation occurs 


in a place where damage is reduced to a minimum. 
6. Also includes:  


a. Fully primed devices from Finds e.g. Devices containing 
plain detonators and safety fuse. 


b. Successfully dismantled incendiaries. 
NOTE: For planned IEDD operations the main classification 
used will be an IED. 


Explosion A partial or complete functioning of an IED. 


False 


An IED related incident that is incorrectly identified though 
reported in good faith as an IED, which is subsequently 
categorized as a false alarm after positive Explosive 
Ordnance Disposal (EOD) action. 


Find / Cache 


An IED related incident that involves the discovery and/or 
recovery of an IED not yet emplaced or employed, IED 
components, and/or IED paraphernalia. 


Hoax 
An IED incident that involves a device fabricated to look like an 
IED, and is intended to purposely simulate one in order to elicit 
a response. 


Turn-in An IED related incident where an IED or component is turned 
over to friendly forces. 


 


IED Incident Response. Procedures to ensure the removal and / or destruction of all 
IEDs and associated hazards which are located or detected not as part of an on-going 
planned IEDD operation but is reported or turned-in by another party after their 
discovery. IED incident response can only be undertaken by advanced IEDD teams 
and may be conducted in all types of operating environment including non-permissive 
environments as part emergency based IEDD. 


IED Neutralization. Rendering safe of IEDs through the application of special EOD 
methods and tools to provide for the interruption of functions or separation of essential 
components to prevent an unacceptable functioning of the device, with an emphasis 
on preventing the device functioning. 
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IED Risk Education. Activities which seek to reduce the risk of injury and casualties 
from IED by raising awareness of men, women and children in accordance with their 
different vulnerabilities, roles and needs, and promoting behavioural change including 
public information dissemination, education and training, and community IEDD liaison. 


IED Threat Assessment. The processes of examining the IED threat for a given IED 
threat environment and determining the most appropriate IEDD capability that is 
required to address the assessed threat. 


IED Threat Environment. A geographical designation, with in which there is the 
confirmed or assessed presence of IEDs. 


IED Threat Picture. An assessment of the potential use of IEDs in a defined 
geographical area by a stated IED aggressor or aggressor(s) against a stated entity in 
terms of the technical complexity and tactical sophistication along with the 
aggressor(s) intent, capabilities and opportunities along with local factors. 


IED Threat Mitigation (IED-TM). A whole of UN approach which focuses on the 
application of physical, procedural and training responses which can collectively be 
applied to mitigate the threats posed and consequences of IED attacks. 


Information Management. The term ‘Information Management’ refers to the on-going 
specification of information requirements, its collection and analysis followed by the 
dissemination of relevant information to relevant stakeholders in a timely manner.   
Source: IMAS 05.30 - Information Management for Mine Action 


Infrastructure and Urban Space IED Clearance. Procedures to ensure the removal 
and / or destruction of all IEDs and associated hazards from buildings, structures, 
facilities and their immediate surrounding spaces. Building and infrastructure IED 
clearance is not conducted in non-permissive operating environments. It may be 
conducted in permissive operating environments as part of developmental based 
IEDD or in semi-permissive operating environments as part of emergency based IEDD 
and is only undertaken by intermediate or advanced IEDD teams. 


Intended Purpose. Immediate and direct goals or objectives of an IED attack.  Such 
objectives include: Anti-Infrastructure; Anti-Vehicle; Anti-Armour; Anti-Maritime; Anti-
Air; Anti-Personnel (AP); TTP identification; Obstacle creation; Obstacle removal / 
Breeching. 


Intent. The desired aim or purpose that an act is carried out with through prior thought 
and planning. 


Internal Support. Refers to support which is organic to the IEDD team and is covered 
in the IEDD equipment chapter. Internal IEDD support includes IEDD equipment life 
cycle management which is required for IEDD equipment to remain serviceable and 
safe for use from purchase to disposal or end of life. 


Lessons Learned. People, things and activities related to the act of learning from 
experience to achieve improvements 


Local Factors. Those environmental and macro level factors that are identified as a 
result of an area evaluation undertaken as part of an EOD incident appreciation. 


Local Environmental Factors. The local environmental factors within area 
evaluation, refer to terrain, infrastructure, vegetation, weather, altitude, access and 
other local physical and meteorological influences that need to be considered in how 
they can impact an IED incident.    
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Location Procedures. Those actions within an EOD task which results in determining 
the presence and position of an item or EO. 


Macro Level Factors. In area evaluation, higher level local influences that need to be 
considered and how they can impact an IED incident. They set the incident in context 
with regards to the background situation and make an appreciation of how such factors 
can also influence potential threats. Typical macro level factors include socio-
economic picture, political and security context, factions / groups, culture and on-going 
and recent IED activity. 


Manual Actions. Steps carried out by an EOD operator in person as part of EOD 
procedures in close proximity to an item of EO or suspect item. 


Manual Approach. An approach by an EOD operator into the estimated danger area 
circumference of an item of EO or suspect object, before or after neutralization. 


Mobility Protection IEDD. Mobility protection IEDD refers to procedures to ensure 
the clearance of all IEDs and associated hazards obstructing the movement through 
or past a given location or area. Mobility protection IEDD can only be undertaken by 
advanced IEDD teams and may be conducted in all types of operating environment 
including non-permissive environments. 


Modus Operandi. Method of operation; style of handling things.  


National Level IED Threat Assessment. The processes of the designated IEDD 
authority examining the IED threat for the geographical area under their responsibility 
to determine the national IED threat picture and associated IEDD capabilities required 
by the IEDD organizations they will deploy to designated areas of responsibility. The 
national threat picture is informed by all source IED information fusion and the 
provision of IED analysis products by IEDD organizations under its control. 


National Level IEDD Planning. Higher level planning to assess the present and 
potential future explosive hazard threats in a given country including in the wider 
region. 


Net Explosives Quantity (NEQ). The total explosives contents of an ammunition, 
unless it has been determined that the effective quantity is significantly different from 
the actual quantity. It does not include such substances as white phosphorus, war 
gases or smoke and incendiary compositions unless these substances contribute 
significantly to the dominant source of potential harm of the hazard division concerned. 


One Person Risk. A principle which requires that only one operator be within the 
assessed danger area of an IED during any part of a render safe procedure. 
Open Area IED Clearance. Procedures to ensure the removal and / or destruction of 
all IEDs and associated hazards from a specified area to an agreed standard. 


Opportunity. The assessment of the chances of a set of circumstances that makes it 
possible for an aggressor to carry out an attack. 


Other Devices. Manually-emplaced munitions and devices including improvised 
explosive devices designed to kill, injure or damage and which are actuated manually, 
by remote control or automatically after a lapse of time.  
Source: CCW – AP II 


Permissive, Semi-Permissive and Non-Permissive Operating Environments. A 
categorization of the operating environment in which IEDD operations are undertaken 
to allow for the appropriate planning and resource allocation of security assets as well 
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and the appropriate TTPs to be utilized to mitigate the assessed threat. When 
assessing the operating environment in this manner, it is always considered in terms 
of the threat facing the IEDD personnel. 


• Permissive refers to an operational environment, typically in peacetime, where 


there is support from the local population. 


• Semi-permissive refers to operations in a potentially hostile environment where 


the support from the local population cannot be depended upon. 


• Non-Permissive refers to a hostile environment where adversaries and / or 


unsupportive local population pose a continuous threat. 


Positive EOD Action. Any action taken during an EOD task which has the potential 
to influence or alter the state of the firing switch or mechanism of an item of explosive 
ordnance. 


Pre-deployment Training. All activities that aim to impart the knowledge, skills and 
attitude (KSA) deemed necessary to complete assigned tasks in a safe, effective and 
efficient manner prior to becoming operational.  


Projected IED. IEDs involving improvised projected mortars, rocket assisted mortars 
and free flight rockets. 


Protection. Protection is understood as all measures and means employed to 
minimize the vulnerability of personnel, facilities, equipment during operations posed 
by any threat and in all situations, to preserve freedom of action and the operational 
effectiveness. 


Recording and Recovery Procedures. Those actions taken to document and 
retrieve items of EO or components thereof that are in an acceptable state of safety. 
These procedures including the reporting of EOD incidents. 


Remote Actions. Remote actions are those that can be carried out without the need 
for the operator to approach or be in close proximity to the IED. The use of a ROV 
fitted with injectors is an example of a remote action. 


Remote Control. Control by commands from a distance.  
Source: CCW – AP II 


Render Safe Procedures (RSP). The application of special EOD methods and tools 
to provide for the interruption of functions or separation of essential components to 
prevent an unacceptable detonation. 
Source: IMAS Glossary 


Risk. Combination of the probability of occurrence of harm and the severity of that 
harm. 


Risk Analysis. A process which evaluates the likelihood of the assessed threat 
impacting an organization and the severity of the consequences of those threats. 


Safe Waiting Periods. Safe waiting periods are waiting times which an EOD operator 
must allow to elapse, prior to making a manual approach. The times are mandatory 
and cover both the primary and secondary safe waiting periods. 
Note: the term soak time is used in some EOD communities to refer to safe waiting 
periods. 


Scene Level IED Threat Assessment. The processes of an IEDD team or number of 
teams examining in the field the IED threat for a given area or IED task. It can involve 
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deliberate planning in the case of area IED clearance and urban space clearance, be 
completely dynamic planning as in the case of mobility protection or IED incident 
response, but all IED tasks require in-going dynamic threat assessments throughout 
their execution. Scene level IED threat assessment is informed by area level planning 
and it in turn informs area level planning through the reports of IED incidents it 
undertakes. 


Scene Level IEDD Planning. Scene level IEDD planning is the planning associated 
with individual IEDD tasks which are typically bounded in terms of space or time. It 
can involve preplanned tasks in the case of IED area clearance or urban space and 
infrastructure clearance, or it can involve dynamic planning as in the case of mobility 
protection or IED incident response. Scene level planning is informed by area level 
planning, and it in turn informs area level planning through IED incidents reports.  


Scene Threat Assessment. An assessment of an IED task from information gathered 
through observation, map analysis, witnesses, surveys and all other means allowing 
an area evaluation in support of a threat assessment leading to threat integration from 
which possible courses of action are identified as part of a safe, effective and efficient 
IEDD plan. 


Secondary Hazards. Secondary hazards are other hazards present at the scene of 
an EOD task which are not directly a consequence of the EO item but a hazard due to 
its proximity to the EO item within the danger area of the EO item. Examples of 
secondary hazards include fuel sources, dangerous chemical or radiological 
substances, electrical supplies, glass fronted buildings, unstable buildings, rubble or 
other ground as well as biological hazards. 


Semi-remote Actions. Steps carried out by an EOD operator requiring an approach 
into the estimated danger area circumference of an item of EO or suspect object to 
place or fit a weapon or tool. The tool or weapon is then operated remotely. 


Skill Fade. Signs of regressing KSA may be identified/observed through routine 
monitoring, inspections, or as a result of a task while performing tasks. 


Status Of Forces Agreement (SOFA). Status Of Forces Agreements (SOFAs) are 
bilateral or multilateral treaties that define the legal position of military forces deployed 
by one or more states or by an international organization in the territory of another 
state with the latter's consent. 


 


Status Of Mission Agreement (SOMA). Status Of Mission Agreements (SOMAs) are 
bilateral or multilateral treaties that define the legal position of uniformed (military and 
police) and civilian personnel deployed by one or more states or by an international 
organization in the territory of another state with the latter's consent. 


Sustainment. The provision, replacement and rotation of personnel in organizational 
structures along with the associated materiel with the necessary means and facilities, 
to fully meet operational demands.  


Task Appreciation. An assessment of an EOD task from information gathered 
through observation, map analysis, witnesses, surveys and all other means allowing 
an area evaluation in support of a threat assessment leading to threat integration from 
which possible courses of action are identified as part of a safe, effective and efficient 
EOD plan. 
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Threat Assessment. Evaluation of the likely intent and capabilities of an aggressor 
along with local factors, involved or potentially involved in an EOD incident. 


Threat Integration. The process of combining aggressor intent and aggressor 
capability with local factors to identify those areas and activities that, when observed, 
will confirm or deny the aggressor’s likely chosen course of action. This will inform the 
IEDD operator of critical points and weaknesses within the situation or incident which 
may be exploited for use in the developing a safe, effective and efficient COAs to deny 
the aggressor of their intent. 


Unexploded Explosive Ordnance (UXO). EO that has been primed, fuzed, armed or 
otherwise prepared for use or used. It may have been fired, dropped, launched or 
projected yet remains unexploded either through malfunction or design or for any other 
reason.  
Source: IMAS 


Victim Operated IED (VOIED). An IED with a firing switch that is activated by the 
actions of an unsuspecting individual, relying on the victim to carry out some form of 
action that will cause it to function. 


Vulnerable Area (VA). Areas where the ground lends itself to IED or small arms light 
weapons attack. 


Vulnerable Point (VP).  Specific points where it is particularly advantageous for an 
aggressor to position an ambush, using either IEDs, SALW, or both.  VP are typically 
characterized by prominent or restrictive feature or choke point on the ground. Several 
factors pertaining to aggressor capability, intent and local factor use will contribute to 
the vulnerability of a specific point.  
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Figure B-1.3: Search Capabllis (2)
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Lesson 2.4 Lesson 2.5 Lesson 3.1 Lesson 3.2 Lesson 3.2

Route mini-task 1 Area Search 

Route Search Area Search Individual Skills Testing Seach Team Practice Seach Team Practice

Lesson 2.4 Lesson 2.5 Lesson 3.1 Lesson 3.2 Lesson 3.2

Demo & Practice Route mini-task 1 Area Search 

Route Search Building Search Individual Skills Testing Seach Team Practice Seach Team Practice

Lesson 2.4 Lesson 2.6 Lesson 3.1 Lesson 3.2 Lesson 3.2

Demo & Practice Route mini-task 2 Building Search

Route Search Building Search Individual Skills Testing Seach Team Practice Seach Team Practice

Lesson 2.4 Lesson 2.6 Lesson 3.1 Lesson 3.2 Lesson 3.2

Demo & Practice Route mini-task 2 Building Search

Route Search Building Search Individual Skills Testing Seach Team Practice Seach Team Practice

Lesson 2.4 Lesson 2.6 Lesson 3.1 Lesson 3.2 Lesson 3.2

Demo & Practice Route mini-task 2 Building Search

Route Search Building Search Individual Skills Testing Seach Team Practice Seach Team Practice

Lesson 2.4 Lesson 2.6 Lesson 3.1 Lesson 3.2 Lesson 3.2

Demo & Practice Route mini-task 2 Building Search

1650-1700 Wrap Up Wrap Up Wrap Up Wrap Up Wrap Up

Theory SBE/Class Activity/Practical demonstration Admin

Team Orders 0800 - 0830 Recap Recap Recap Team Orders

1605 - 1650

0830 - 0915

0920 - 1005

          1005 - 1035          COFFEE / TEA BREAK

1035 - 11:20

1125 - 1210

1215 - 1300

         1300 - 1400              LUNCH

1400 - 1445

1450 - 1535

1535-1605 BREAK
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TIME  Day 11 Day 12 Day 13 Day 14 Day 15

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Area Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Area Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Area Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Area Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Building Search Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Building Search Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Building Search Test 1 Route Test 1 Route Test 2

Seach Team Practice Seach Team Assessment Seach Team Assessment Seach Team Assessment

Lesson 3.2 Lesson 3.3 Lesson 3.3 Lesson 3.3

Route full-task 1 Building Search Test 1 Route Test 1 Building Search Test 1

1650-1700 Wrap Up Wrap Up Wrap Up Wrap Up Wrap Up

Theory SBE/Class Activity/Practical demonstration Admin

Re-tests 0800 - 0830 Team Orders Team Orders Team Orders Team Orders

1215 - 1300 Closing Ceremony

Re-tests

Re-tests

M&E Level 2 post-assessment

M&E Level 1 Course Eval

0830 - 0915

0920 - 1005

          1005 - 1035          COFFEE / TEA BREAK

1035 - 11:20

1125 - 1210

         1300 - 1400              LUNCH

1400 - 1445

1450 - 1535

1535-1605 BREAK

1605 - 1650

Close Down

Close Down

Close Down
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